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Abstract of the contribution: This paper proposes a new key issue on support of private communication for 5GLAN service.
1
Discussion

SA2 adopts the SI Vertical_LAN in S2-186182. The objectives regarding this SI include: 
“Enhancements to the 5G system to support 5GLAN service.”
5GLAN service is a service over the 5G system offering private communication using IP and/or non-IP type communication between two or more UEs belonging to a restricted set of UEs. 5GLAN service can be provided by type-a, type-b or public PLMN network, and it supports the interworking and roaming between public PLMN and type-a networks. See the following figure, the private communication between UEs in blue color, and private communication between UEs in yellow color is illustrated.
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Ethernet type of data communication is provided often in Industry Automation environment, where the devices within the 5GLAN service can be sensors, actuators, mobile robots. The 5GLAN service can be used to replace the existing wirelines, switches in the factory with 5G RAN and UPF, making the deployment more flexible, simple and scalable. For instance, UEs within a 5GLAN service belongs to the same virtual LAN, and UPFs are provisioned with the routing tables associated with this VLAN ID. In this case, Ethernet frames can be transferred only among UEs for this 5GLAN service.
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The 5GLAN use cases and requirements studies are documented in TR 22.821, while the normative work is documented in TS 22.261.Currently, TS 22.261 includes the ethernet transport services of 5GLAN in agreed S1-181547. It documents the requirements applicable to the 5G system for supporting Ethernet transport services. The requirements include:
A. The 3GPP system shall be able to support an Ethernet transport service.

B. The 5G network shall support the routing of non-IP packet (e.g., Ethernet frame) efficiently for private communication between UEs within a 5G LAN-type service.

C. The 5G network shall be able to provide the required QoS (e.g., reliability, latency, and bandwidth) for non-IP packet (e.g. Ethernet frame) for private communication between UEs within a 5G LAN-type service.

D. The Ethernet transport service shall support routing based on information extracted from Virtual LAN (VLAN) ID by the 3GPP system.

E. The Ethernet transport service shall support the transport of Ethernet frames between UEs that an Ethernet device is connected to. 

a. NOTE 1:
If more than one Ethernet devices need to be connected to a UE, they can be connected using an Ethernet switch between the devices and the UE. 

F. The Ethernet transport service shall support the transport of Ethernet broadcast frames.

G. The Ethernet transport service shall support traffic filtering and prioritization based on source and destination MAC addresses.

H. The Ethernet transport service shall support traffic filtering and prioritization based on Ethertype (including multiple Ethertypes in double tagging)

I. The Ethernet transport service shall support traffic filtering and prioritization based on 802.1Q VLAN tags (including double tagging).
More potential requirements around the 5GLAN service as specified in TR 22.821 is listed below:
a) The 3GPP System shall support on-demand UE to UE private data communication connections with multiple types of data communication. At least IP and Ethernet should be supported

b) The 3GPP 5GLAN-type service shall be able to support LAN discovery mechanism
c) The 5G network shall support the routing of non-IP packet (e.g. Ethernet packet) efficiently for private communication between UEs and Control Center (UE)
d) The 3GPP network operator shall provide an efficient mechanism to allow the application layer of a UE to get the identifiers of other UEs in the same set for 5G LAN-type service that may be used for application communication needs
e) The 5G network shall allow the MNO to add/remove a remote UE in indirect mode to/from a 5G LAN-type service
f) The 5G network shall be able to provide a remote UE using 5G LAN-type service via a relay UE with same level of service as if the remote UE would be in direct mode (i.e. provide required QoS for the Ethernet packets transferred between remote UE and relay UE if they using 3GPP access)
g) The 5G network shall be able to support service continuity for the communication between a remote UE with other UEs belonging to the same private communication of a 5G LAN-type service, when the remote UE changes from one relay UE to another or when the UE changes between direct and indirect mode
h) The 3GPP 5G system shall enable the MNO to protect personally identifying information of the 5G LAN-type service users including from members of the same 5G LAN-type service while allowing members to address each other to enable communications
i) The 3GPP 5G network shall enable the MNO to pre-authorize on-demand UE to UE private communication connections through definition of a 5G LAN-type service. Only on-demand private communication requests from other members of the 5G LAN-type service are authorized
j) The 5G network shall allow the MNO to add/remove a remote UE in indirect mode to/from a 5G LAN-type service
k) The 3GPP 5G network shall enable the MNO to authorize on-demand UE to UE private communication connection within a 5G LAN-type service subject to third party authorization. The on-demand private communication connection will be established only in case of positive authorization by the third party (e.g. the owner of a UE)
l) Based on operator policy and user permission the 5G system shall enable a UE to be aware whether or not a specific UE in the same 5GLAN set is available for communication, regardless of  whether none, either or both UEs are roaming

m) Based on operator policy and user permission the system shall enable an authorized application server to know whether a UE is reachable for communication whether or not the UE is roaming

n) The 5G network support 3GPP service continuity for 5G LAN-type service, i.e., the private communication between UEs shall not be interrupted when one or more UEs of the private communication move within the same PLMN that provides the 5G LAN-type service.
With the normative requirements and potential requirements to support the 5GLAN service, the key issue on support of 5GLAN communication is proposed. 
Proposal: 5G system shall support 5GLAN communication service, especially the IP type and Ethernet-type 5GLAN communication.
2
Proposal

It is proposed to approve the changes to TR23.734 listed below.
*** 1st change ***

3.1
Definitions

For the purposes of the present document, the terms and definitions given in TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1].
Definition format (Normal)

<defined term>: <definition>.

Type-a network: a 3GPP network that is not for public use and for which service continuity and roaming with a public PLMN is possible.
5GLAN one to one communication: communication between two UEs in a 5GLAN group.

5GLAN one to many communication: communication between one UE and many UEs in a 5G-LAN group.
*** 2nd of changes ***

X.Y
Key Issue: Support of 5GLAN communication
5.1.1
Description

SA1 TR 22.821 describes use cases and potential requirements for 5GLAN service, SA1 TS 22.261 describes normative requirements to support the Ethernet transport services of 5GLAN.
This key issue aims to provide solutions to support efficient 5GLAN communication, including IP-type 5GLAN communication and Ethernet-type 5GLAN communication, between two or more UEs within a 5GLAN group.

The following points should be studied:

-
How to authorize a UE for 5GLAN communication.
-
How to support service exposure function for AF managing 5GLAN communications.
-
How to support the one to one or one to many data communication for 5GLAN communication service within a single 5GLAN group, the procedure to establish, modify, and release the one to one and one to many 5GLAN communication.
-
How to know the UE reachability status for 5GLAN communication.
-
How to keep the service continuity for 5GLAN communication due to UE mobility within the same PLMN.
-
How to address the UE within the 5GLAN group for 5GLAN communication.
-
How to ensure isolation of 5GLAN communication between 5GLAN groups.
-
How to secure the 5GLAN one to one and one to many communication.
Specifically for Ethernet-type 5GLAN communication, following aspects are for study:

-
How to support the Ethernet transport service of  the 5GLAN group over wide area mobile network;

-
How to route the Ethernet frames efficiently between UEs within a 5GLAN group.
*** End of changes ***
3GPP
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