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Abstract of the contribution: This contribution proposes three key issues including 1) Vertical Network Identifier of type-a and type-b network; 2) Vertical Network Discovery and Selection; 3) Access Control and Restrictions.
1. Discussion
In support of communication of automation services in vertical domain at 5GS, two new types of network, type-a and type-b network, are introduced in TR 22.804. These two types of networks may be operated in-band/out of band of PLMN domain. For the IoT devices to initiate the access towards these two types of networks, the following service requirements are included in TR 22.804 in the context of network discovery & selection for type-a and type-b network:
For FS_CAV in TR 22.804: (requirements in FFS are skipped)
	Reference No.
	Requirements of Type-a/type-b network requirements in clause 8.2.1.1
	Note

	Nsd.Pnd.1
	The 5G system shall support type-a and type-b networks. 
	

	Nsd.Pnd.2
	The 5G system shall support type-a and type-b networks that provide coverage within in specific geographical area.
	Access control within specific Geographical Area

	Nsd.Pnd.4
	The 5G system shall support unique network identifiers for type-a and type-b networks. 


	A unique Network Identifier is needed for both of type-a and type-b networks

	Nsd.Pnd.7
	The 5G system shall support capability to deploy type-a and type-b network in either licensed or unlicensed bands.
	Supports of 3GPP and N3GPP accesses

	Reference NO.
	Requirements of Network discovery & selection in clause 8.2.5.3
	Note

	Nsa.Nds.1
	The 5G system shall support a mechanism for a UE to identify a type-b or type-a network.
	Network identifier

	Nsa.Nds.2
	The 5G system shall support a mechanism to allow a UE to select a type-b or type-a network that it is authorised to access.
	Network Selection

	Nsa.Nds.3
	A UE shall be able to detect the availability of a type-b 5G network before attempting to access a cell of this network.
	Access Control

	Reference NO.
	Requirements of Authentication & authorisation requirements in clause 8.2.5.4
	Note

	Nsa.Aa.2
	The 5G system shall be able to authorise 5G service with defined restrictions and enforce the restrictions for each authorised UE. (note)
	Access Control/Restriction

	Nsa.Aa.4
	The 5G system shall support a mechanism to prevent a UE from attempting to attach to a network it is not authorised to select.
	Access Control

	NOTE: The restrictions can be defined areas, network segments, automation devices type, or applications.




In simplicity and conciseness, it is proposed to use the term “vertical network” to refer to either type-a or type-b network in vertical domain. 

Observation:

1. There is a need for a new network identifier, i.e. vertical network identifier, for the IoT device to identify a specific type-a or type-b network in vertical domain.
2. There is a need for a network discovery & selection mechanism for the IoT device to determine which vertical network to select and attempt access.
3. To avoid signalling congestion and denial of service attack over the air interface, there needs to be a mechanism for the vertical network to perform access control and enforce access restrictions
Proposal: It is proposed to add the following three key issues for the study:
· Key Issue #X: Vertical Network Identifier of type-a and type-b network

· Key Issue #Y: Vertical Network Discovery and Selection
· Key Issue #Z: Access Control and Restrictions

2. Proposal
It is proposed to agree the following key issues into TR 23.734.
* * * First change * * * *

5.X
Key Issue #X: Vertical Network Identifier of type-a and type-b network
5.X.1
General description
This key issue is to study how to define a new vertical network identifier of type-a and type-b network in the way it can be uniquely identified by the IoT device to assist network selection. 
5.X.2
Architectural Requirement
· The vertical network identifier shall uniquely identify a type-a or type-b network in vertical domain.
5.X.3
Open Issues
The following common open issues need to be studied:

· What are the information elements included in a network identifier and what are the granularity of each information, e.g. vertical network operator identifier, type of the network, location information?
· Whether and how to provide differentiation between type-a and type-b network in a vertical network identifier?

· Whether and how to provide service differentiation in the vertical network identifier?

· Whether and how to provide service provider information in the vertical network identifier?
· Whether and how to support roaming in a vertical network identifier? 

· Whether and how is the vertical network identifier related to an identifier of the IoT device.

For the type-a network, the following open issues are considered:
· Whether and how to provide information for PLMN interaction as part of the vertical network identifier?
* * * Second change * * * *

5.Y
Key Issue #Y: Vertical Network Discovery and Selection
5.Y.1
General description
This key issue is to study what is the mechanism used by the IoT device to conduct vertical network discovery and selection before it can attempt to access.
5.Y.2
Architectural Requirements

· The virtual network identifier is provided by the vertical network for the IoT device to discover and select a vertical network.
5.Y.3
Open Issues
The following open issues need to be studied:

· How does the 5GS provide information, e.g. virtual network identifier, to the IoT device for network discovery and selection?
· What is the procedure used by the IoT device to conduct vertical network discovery and selection? 

· What additional information (if any) is provided by the vertical network to the IoT device to assist with the vertical network discovery and selection procedure?
· How does the IoT device discover the vertical network based on unique vertical network identifier and possibly additional information?
· What is the mechanism and criteria used by the IoT device to select a vertical network of type-a or type-b network?

· How is the network to provide supported service information for the UE to discover network and select the network.
· What are the granularity of the location information to be considered in network discovery and selection?
· Whether and how to support roaming for an IoT device when conducting network discovery and selection?

* * * Third change * * * *

5.Z
Key Issue #Z: Access Control and Restrictions
5.Z.1
General description
In order to prevent an IoT device from attempting to attach to an unauthorized type-a/type-b vertical network, this key issue is to study mechanisms for access control and access restrictions enforcement. 
5.Z.2
Architectural Assumption and Requirements

· The (R)AN node in the vertical network performs access control 

Editor’s Note: The related solutions of this key issue need to be evaluated by RAN2.
· The vertical network determines access restriction for an IoT device.  
5.Z.3
Open Issues
The following open issues of access control need to be studied:

· Which level of access control are supported, e.g. access network or core network, and which network entity enforce the access control?
· How does the vertical network classify a group of IoT devices and enforce access control accordingly?

· Whether to support access barring for a particular group of devices, and what are the criteria and granularities, e.g. access classes, device types, service identifier, subscribed network type, etc., to be considered in access control for barring accesses?
The following open issues of access restriction need to be studied:
· What is criteria, e.g. location, service types, access type, vertical network type, etc., and granularity to be considered for access restriction?
· Whether the access restriction is considered in subscription or configuration?

· Whether and how to prevent unauthorized access before/after attach attempts? 

· What is the procedure to restrict access from an IoT device?
* * * End of change * * * *
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