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Abstract of the contribution: This is a discussion on BEST service and how to reply to the LS from SA3 (S2-174091 / S3-170956). 
Background
TS 33.163 defines Battery Efficient Security for very low Throughput Machine Type Communication (MTC) devices (BEST).
In an LS (S2-174091 / S3-170956), SA3 made the following 2 requests
1. SA3 asked CT4 and SA2 “to review the interfaces between the HSE and the HSS, the HSE and the EMKS, and the EMKS and HSS and advise SA3 of the way that they would like to implement this so that SA3 can update this specification accordingly.”.  
2. SA3 also asked SA2 “to review the interface requirements between the HSE and the EAS”.
This paper fulfils the 2 above requests.
HSE Discussion
TS 33.163 introduces a new logical entity called the HPLMN Security Endpoint (HSE). The BEST service is a secure channel between a UE and a HSE, optimised for low throughput and high latency devices that are battery constrained.  
TS 33.163 defines an End to Middle Secure Data Protocol (EMSDP) which is used for communication between the UE and HSE. Section 6.2.1 of TS 33.163 shows the protocol stack options that may be used for sending EMSDP messaging between the UE and HSE. The following two protocol stack options are shown
· EMSDP messaging can be delivered from the UE to the HSE on top of UDP/IP, or
· EMSDP messaging can be delivered from the UE to the HSE via a PDN GW anchored non-IP PDN connection. 
NOTE 1:	When a PDN GW anchored non-IP PDN connection is used, PtP encapsulation based on UDP/IP is used to send EMSDP messages from the PDN GW to the HSE.
NOTE 2:	When a PDN GW anchored non-IP PDN connection is used, the non-IP packets may be delivered to/from the UE via the control plane (NAS) or user plane.  Whether the control plane or user plane is used is transparent to the PDN GW and the EMSDP messaging.
Observation 1: TS 33.163 does not allow for a scenario where EMSDP messaging is sent over an SCEF anchored non-IP PDN connection.
NOTE 3:	The UE does not know if its non-IP PDN connection is anchored to the PDN GW or the SCEF, thus it makes no difference, from the UE’s perspective, whether the connection is anchored at a PDN GW or an SCEF.
Many MTC devices will be lightweight and only ever need to communicate via small non-IP data packets. When a PDN GW-anchored non-IP PDN connections is used, tunnel parameters (IP Address and Port Number) need to be provisioned in the PDN GW and SCS/AS for each UE. Since the SCS/AS will often already require a T8 connection to the SCEF for accessing other network capabilities such as monitoring, it is expected that many SCS/AS will prefer to use T8 APIs for sending and receiving non-IP data via the SCEF.
Conclusion 1: TS 33.163 should be updated to allow for EMSDP messaging to be sent over SCEF anchored non-IP PDN connections so that 3rd party application servers do not always require the provisioning of IP tunnel parameters for non-IP data.
HSE-EAS Interface Discussion
The HSE is the HPLMN Security Endpoint and the EAS is the Enterprise Application Server.  Thus, an HSE is a function that should be part of the operator domain and the EAS is the server, which may be outside of the operator domain. EAS communicates with the UEs that use the BEST protocols.  SA3 has defined a framework for an EAS-C/U protocol between the EAS and HSE but TS 33.163 states that such protocol is outside of the specification’s scope.  S2-174091 / S3-170956 requests that SA2 review this interface. Since this interface involves interworking between the 3GPP PLMN and external nodes, it should fall under CT3’s purview.
Proposal
[bookmark: _GoBack]The authors of this paper propose that SA2 send a reply LS to SA3 with CT3 copied asking SA3 to consider updating TS 33.163 to support using the BEST protocol with PDN connections that terminate at the SCEF and pointing out that questions on the EAS-C/U protocol should be directed to CT3.
A draft reply LS to SA3, S2-186623, has also been submitted to this meeting.
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