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***** First Change *****

4.5.6
Monitoring Events

4.5.6.1
General

The Monitoring Events feature is intended for monitoring of specific events in 3GPP system and making such monitoring events information available via the SCEF. It is comprised of means that allow the identification of the 3GPP network element suitable for configuring the specific events, the event detection, and the event reporting to the authorised users, e.g. for use by applications or logging, etc. If such an event is detected, the network might be configured to perform special actions, e.g. limit the UE access. Configuration and reporting of the following monitoring events may be supported:

-
Monitoring the association of the UE and UICC and/or new IMSI-IMEI-SV association;

-
UE reachability;

-
Location of the UE, and change in location of the UE;

NOTE 1:
Location granularity for event request, or event report, or both could be at cell level (CGI/ECGI), TA/RA level or other formats e.g. shapes (e.g. polygons, circles, etc.) or civic addresses (e.g. streets, districts, etc.).

-
Loss of connectivity;

-
Communication failure;

-
Roaming status (i.e. Roaming or No Roaming) of the UE, and change in roaming status of the UE; and

NOTE 2:
Roaming status means whether the UE is in HPLMN or VPLMN.

-
Number of UEs present in a geographical area; 
-
Availability after DDN failure; and

-
PDN Connectivity Status.

To support monitoring features in roaming scenarios, a roaming agreement needs to be made between the HPLMN and the VPLMN. The set of capabilities required for monitoring may be accessible via different 3GPP interfaces/nodes. Selection of 3GPP interface(s) to configure/report the event is dependent on the type of the event, operator configuration, required frequency of event reporting, application provided parameters in monitoring event request, etc.

Support for Monitoring Events can be offered either via HSS, MME/SGSN (as described in clause 4.5.6.2) or via PCRF (as described in clause 4.5.6.3). Based on operator policies, it shall be possible to configure Monitoring Events such that some Monitoring Event follows procedures in clause 4.5.6.2 while another Monitoring Event follows procedures in clause 4.5.6.3. SCEF shall not enable a given Monitoring Event for the same UE via both HSS/MME/SGSN, and PCRF. For the case of group based Monitoring Events, the SCS/AS (either the same SCS/AS or different SCSs/ASs) may configure a Monitor Event with different External Group Identifiers. If, in such a case, more than one External Group Identifier point to the same UE and no Group Reporting Guard Time was provided with any of the monitoring event configurations, the MME, HSS, and SCEF should not send duplicate reports of the same event for the same UE to the same destination.
NOTE 3:
If the configuration of Monitoring Events uses signalling which was specified as part of another feature than the Monitoring feature, then the requirements on the HSS, MME/SGSN and PCRF as specified by that feature apply e.g. not to generate accounting information, not to verify SLA etc.

***** Next Change *****

5.6.1.x
Specific Parameters for Monitoring Event: PDN Connectivity Status
This monitoring event allows the SCS/AS to be notified of PDN Connectivity status changes of the UE, i.e. when PDN Connections are created or deleted for the UE. The PDN Connectivity Status monitoring events report include the IP address allocated for the UE PDN connection, the PDN Type and the APN. This may be used e.g. for AS to initiate communication with the UE, or to know when communication is no longer possible. No reporting is done for PDN Connections using T6a/T6b connection towards the SCEF.  

1.
The SCS/AS sets Monitoring Type to "PDN Connectivity Status" and sends the Monitoring Request to the SCEF as in step 1 of clause 5.6.1.1. The SCS/AS may optionally add a value for the Monitoring Duration and/or the Maximum Number of Reports parameters. Absence of both Maximum Number of Reports and Monitoring Duration makes the Monitoring Request an ongoing event that needs explicit deletion (see clause 5.6.1 for a description of Monitoring Event Deletion procedures) to cancel further reports
.
2.
The SCEF executes step 2 of clause 5.6.1.1. Absence of both Maximum Number of Reports and Monitoring Duration makes the Monitoring Request an ongoing event that needs explicit deletion (see clause 5.6.1 for a description of Monitoring Event Deletion procedures) to cancel further reports. 
3.
The SCEF executes step 3 of clause 5.6.1.1. Absence of both Maximum Number of Reports and Monitoring Duration makes the Monitoring Request an ongoing event that needs explicit deletion (see clause 5.6.1 for a description of Monitoring Event Deletion procedures) to cancel further reports.

4-5.
Steps 4-5 of clause 5.6.1.1 are executed. The HSS shall check if the SCS/AS is authorized to use the PDN Connectivity Status Monitoring Event and/or if operator policies allow the PDN Connectivity Status Monitoring Event usage for this subscriber (e.g. the subscription/UE is for CIoT). If it is not, then the HSS rejects the request by executing step 8, and provides a Cause value indicating the reason for failure condition to the SCEF
.
6.
The MME/SGSN executes step 6 of clause 5.6.1.1 and starts watching for PDN Connectivity Status events. 
7-9.
Steps 7-9 of clause 5.6.1.1 are executed.
***** Next Change *****

5.6.3.x
Reporting Event: PDN Connectivity Status
1a.
This monitoring event is detected as of step 1a of clause 5.6.3.1, which is when a new PDN connection is created for the UE, or when a PDN connection is deleted for the UE, or if the IP address is changed 
for an existing PDN connection. No reporting is done for PDN Connections using T6a/T6b connection towards the SCEF.
2a.
Step 2a of clause 5.6.3.1 is executed. The Monitoring Event Report indicates if the event was caused by a creation or deletion of a PDN Connection. [or IP address change if this exists. The Monitoring Event Report indicates IP address, PDN Type, APN, and the new PDN Connectivity Status i.e. "created" or "deleted" [or "IP address changed" if exists]. For Non-IP, the reported IP address may be the address allocated for SGi PtP tunnelling based on UDP/IP (see TS 23.401, clause 4.3.17.8.3.3.2). MME leaves IP address fields empty in the Monitoring Event Report for information that isn’t available.    

NOTE: 
At reporting of IP address, for IPv6 the MME may report the IPv6 prefix when the full IPv6 address is not available. For IPv4 the MME may depending on configuration be capable of reporting the public IPv4 address when NAT is in use, or leave the IP address field empty when the IPv4 address is private and not applicable for the SCS/AS.  

3.
Steps 3a-3b of clause 5.6.3.1 are executed. 
***** Next Change *****

5.6.8.x
Reporting Event: PDN Connectivity Status
This monitoring event is executes as in clause 5.6.3.x.

***** End of Changes *****

�Or is it useful to report reachability status when the SCEF API is used as well (but without IP addr etc)?


�Opening the possibility to make this a continues activity.


�This is authorization to expose IP address to SCS/AS


�Not sure if IP address can change, but seems essential to include this as trigger. 
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