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1. Overall Description:

SA3 thanks SA2 and RAN2 for their LS on UE capability related to integrity protection of DRBs. 

It is SA3 view that the maximum supported data rate per UE for integrity protection of DRBs parameter shall at least be integrity protected to protect against bidding down attacks. It is also SA3 preference that this parameter is confidentiality protected. The use of NAS for signalling this parameter ensures that such protections are always provided.  
On the other hand, if AS signalling is used, then such protections can only be guaranteed if the NG-RAN only request the UE capability after AS security is activated (i.e., after AS Security Mode Command is performed). It is SA3 understanding that NG-RAN can perform UE capability query before AS security is activated.
Therefore, SA3 recommends the use of NAS signalling to send this parameter to the serving network in Release 15.

2. Actions:

To SA2 and RAN2 groups.

ACTION: 
SA2 and RAN2 are kindly requested to take the above information into account.
3. Date of Next TSG-SA WG3 Meetings:

SA3#92
20-24 August 2018

Dalian (China)
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