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1. Discussion
The Solution #1 for Trusted Non-3GPP Access (see clause 7.1) considers three different options for "NAS and User Plane transport" between the UE and the TNGF:
-
Option 1: IKEv2 and IPsec with NULL encryption.

-
Option 2: NWt protocol between the UE and TNGF.

-
Option 3: IP protocol between the UE and TNGF (or "IP-in-IP tunnelling with no connection establishment protocol").

These options are schematically illustrated in the subsequent figures and are discussed in terms of advantages and disadvantages.

Option 1: IKEv2/IPsec protocols over NWt
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Option 1: IKEv2/IPsec protocols over NWt

Option 1 advantages:

-
Between the UE and TNGF, it employs the same protocols as those used between the UE and N3IWF. Thus, it makes the solution for trusted non-3GPP access almost identical with the solution for untrusted non-3GPP specified in Rel-15.

-
For each PDU session, it supports one or many IPsec child SAs. Each IPsec child SA can carry the traffic of one QoS flow, or can multiplex the traffic of several QoS flows (as in the solution for untrusted non-3GPP access).
-
It supports well-known and widely deployed layer-3 mechanisms to establish security protection between the UE and TNGF. Note that the layer-2 (access-specific) security mechanisms between the UE and the TNAP may not be sufficient when the UE communicates with the TNGF over IP. For example, when the UE sends an IP packet to TNGF, the TNGF needs to verify the origin of this IP packet (i.e. to determine which UE generated this packet) and to confirm its integrity (that it has not been modified en-route to TNGF). In addition, if the communication path between the TNAP and the TNGF does not provide confidentiality, and it may be subject to eavesdropping, the IP packet sent by the UE may also need to be encrypted in order to support confidentiality protection from the UE to TNGF (not only between the UE and the TNAP). All these layer-3 security protection mechanisms can be supported by IKEv2/IPsec.
Option 1 disadvantages:

-
Probably the IKEv2/IPsec protocols are not fully optimized for the particular case of trusted non-3GPP access to 5GC, but this is not considered a major drawback.

Option 2: New NWt protocol (defined by 3GPP)
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Option 2: New NWt protocol (defined by 3GPP)

Option 2 advantages:

-
The new NWt protocol between the UE and TNGF can be fully optimized for the particular case of trusted non-3GPP access to 5GC.

Option 2 disadvantages:

-
A new NWt protocol needs to be specified by 3GPP, thus, the standardization effort may be considerable.

-
The new NWt protocol will have to support layer-3 security mechanisms, hence, it may need to replicate the security mechanisms already supported by IKEv2/IPsec. 

-
More importantly, the new NWt protocol will have to be tested thoroughly and will have to be implemented in the UE and in the TNGF. The additional testing and implementation effort can present a considerable obstacle to the deployment of trusted non-3GPP access to 5GC.

Option 3: IP-in-IP tunnelling with no connection establishment protocol
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Option 3: No signalling protocol over NWt – only DHCP for IP address allocation

Option 3 advantages:

-
Simplicity – no new protocol needs to operate between the UE and the TNGF. Only DHCP is needed in order to enable IP address allocation. Recall that Option 3 requires the TNGF to allocate a dedicated IP address to UE for NAS transport, and a dedicated IP address for each PDU Session. The TNGF determines which UE sent an IP packet and whether the packet includes a NAS message, or a data packet for a PDU session, by looking only at the source IP address of the received IP packet.
Option 3 disadvantages:

-
The TNGF needs to allocate several IP addresses per UE.
-
For each PDU session, only one IP-in-IP tunnel is supported, because the UE is assigned by TNGF with one IP address only. Thus, this option cannot support different tunnels for different QoS flows and it lacks sufficient QoS support.
-
The major disadvantage is that there is no layer-3 security between the UE and TNGF. Thus, the TNGF cannot confirm the origin of a received IP packet and cannot confirm the integrity of a received IP packet. In addition, if there is need for confidentiality protection between the UE and TNGF, there are no mechanisms to support this.

-
For Option 3 to be workable, additional security mechanisms needs to be specified between the UE and the TNGF. Probably, such security mechanisms will be based on IKEv2 & IPsec, which are already supported in Option 1.
2. Proposal
Based on the above discussion, it is proposed to accept Option 1 (i.e. the use of IKEv2/IPsec over the NWt reference point) and to capture the following interim agreement in TR 23.716.
* * * Start of Changes * * * 

8.1
Interim Conclusions on Trusted Non-3GPP Access

The following list summarizes the interim conclusions regarding the support of trusted non-3GPP access:

-
The 5GC registration over trusted non-3GPP access (as required by Key Issue #1 in clause 5.3.1) will be based on the procedure specified in clause 7.1.3.3.
-
Over the NWt reference point between the UE and TNGF, the IKEv2/IPsec protocols will be used, as specified in clause 7.1.3.4.2, "Option 1: IKEv2 and IPsec with NULL Encryption". SA3 will specify all security details. They will consider if NULL encryption is sufficient and will generally specify what type of security protection is required for NAS transport and User Plane transport between the UE and the TNGF.
* * * End of Changes * * * 
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