

SA WG2 Temporary Document
Page 3

SA WG2 Meeting #128bis	S2-187976
Aug 20 – Aug 24 2018, Sophia-Antipolis, FR     	
Source:	Cisco Systems
Title:	Capturing charging and LI issues for Solutions to Key Issue #1
Document for:	Approval
Agenda Item:	6.12
Work Item / Release:	FS_ETSUN / Rel-16
Abstract of the contribution: This contribution analyses charging and LI issues with Solution #1 and Solution #5.
[bookmark: _Toc462478989]1 Introduction
Charging and lawful interception are very important architecture aspects to consider when developing solutions. Though charging and LI architecture are not within the scope of SA2, when developing solution for ETSUN, it is important to consider these aspects during the selection process of the solutions.
In this contribution we consider charging and lawful interception aspects at a high level. These should be studied before conclusions for selection of solutions for ETSUN occurs. We may even send an LS to SA3-LI (for LI) and SA5 to get their feedback.

1.1 Solution #1
At a high level the overall Solution #1 with UL-CL is shown in the figure below:
[image: ]

The key features of this architecture are:
-	I-SMF has similar full functionality as A-SMF
-	The interface between A-SMF and I-SMF is expected to be based on N16 (that is one of the main motivations behind this solution. This solution looks like roaming architecture)
In the following discussion we show that N16' will need to have a lot more additional functionality than N16 when charging and lawful interception are considered.
1.1.1 	Charging Aspects
The charging architecture applicable to solution #1 is captured below
[image: ]


For this architecture to work, PCC control (eg quotas) needs to proxied via N16' to the I-SMF. Also charging records will need to be forwarded back from I-SMF to A-SMF. 
This functionality is not currently part of N16 (since UL-CL in Rel-15 is not applicable for roaming with home-routed traffic). This functionality is more along the lines of N4-proxy where the A-SMF control charging in I-UPF via the I-SMF and receives charging records from the I-UPF via the I-SMF. 
Observation 1: To support charging, N16' needs to provide N4-proxy functionality.
1.1.2 	Lawful Interception
[bookmark: _GoBack]Though SA3-LI has not yet completed the LI architecture for 5GC, the existing LI architecture for 5GC for SMF and UPF LI is shown below (extrapolation from the existing LI architecture in 33.127 for 5GC (see annex)).
[image: ]

Figure 1. 5GC LI Interfaces for SMF and UPF (LI interfaces are shown in purple colour).
The "_1" interface are for providing control of which UE is to be intercepted from the lawful entities; the "_2" interface are to transport the "intercept related information" (IP@, SUPI, etc..) and the "_3" interface are to transport the actual data that the intercepted UE is transmitted. 
For UL-CL, the user-plane data will need to be provided from atleast the A-UPF and the "UL-CL UPF". In addition information from the "Local A-UPF" may also need to be forwarded. The X3-C interface from the A-SMF carried header related information. 
With Solution #1, the LI architecture would be the following:
[image: ]


The I-SMF would need to know that the A-SMF is performing X2 reporting. The X1 configuration will need to be proxied over to the I-SMF.  It is FFS whether IRI events from the I-SMF are needed or how they would reach the DF2.  The IRI could be sent directly which means the DF2 would need to correlate the events or over a newly defined interface to the I-SMF. Another option, shown in the figure above is that the X2 and X3-C interface are also needed over the N16' interface. Note that in Rel-15 architecture no LI information flows over the N16 interface, since the N16 interface is an inter-operator (different domains) interface.

1.1.3 Proposal for solution #1
We would propose to ensure that charging and LI interactions with the A-SMF be maintained when an I-SMF is introduced and thereby enhancing N16 with charging attributes from N4 and adding the option for LI configuration over N16.

1.2 Solution #5
The equivalent high-level architecture for Solution #5 is shown in the figure below. The interface between the A-SMF and the I-SMF is N4-proxy. 
[image: ]


1.2.1 Charging aspects
The charging impacts for Solution #5 is shown below. [image: ]


The SMF control both the A-UPF and the I-UPF (the latter via I-SMF). The charging behaviour is very similar to the case without I-SMF. Not much impact here.

1.2.2	LI Aspects
X1 to SMF is sufficient.  A-SMF to I-SMF can re-use the N4_LI functions when UL-CL is performed at the I-UPF so that the I-SMF has the correlation ID for X3 traffic identification.  
2	Proposal 
The following changes are proposed to TR 23.726

************* Start Changes ********************
[bookmark: _Toc520195139]6.1.3	Impact of the solution to existing entities
Editor's note:	This clause describes impacts to existing entities and interfaces.
Charging:
-	The Nxx interface needs to be enhanced with charing attributes from N4 interface. 
Lawful Interception:
-	LI configuration over N16 needs to be supported.

[bookmark: _Toc520195140]6.1.4	Evaluation of the solution
Editor's note:	This clause provides an evaluation of the solution.


************* End Changes ********************



3 Annex
LI for 5GC from TS 33.127 Figure 6.3-4 for SMF and UPF is shown below.



Figure 6.3-4: LI Architecture showing LI at SMF/UPF 
Acronyms are as follows:

LEA	Lawful Enforcement Agency
LEMF	Lawful Enforcement Monitoring Function
ADMF	ADMinistration Function
DF	Delivery Function
HI	Handover Interface (between MNO and LEA)
X1	Control of Interception Interface
X2	Transport of Intercept Related Information (IRI)
X3	Transport of Content of Communication (CC)
SX3LIF	Split X3 LI Interworking Function 
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