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1.	Proposal 
It is proposed the following solution to KI 3 is added to TR 23.740

***********************PROPOSED TEXT********************************
[bookmark: _Toc516555628]6.X	Solution #X: Solution to KI 3 on Slice Specific Authentication and Authorization using non 3GPP credentials 
[bookmark: _Toc516555629]6.X.1	Introduction
The scenario considered for the solution is that there is an Authentication and Authorisation Server deployed in a PLMN or in a third-party network, separate from AUSF, that allows authentication and authorisation of users who have the right of access to slices. The AA server handles the User IDs and credentials for a Secondary authentication at a non 3GPP User ID level, after the UE has been authenticated by the 3GPP system for PLMN access.
[bookmark: _Toc516555630]6.X.2	Functional description
If a UE subscription includes a S-NSSAI of a slice that requires Secondary Authentication and Authorisation, the UDM stores a flag indicating that this step is needed for the S-NSSAI. The IP address or FQDN/realm of the AAA server that would perform the authentication and authorisation may be stored in the UDM (another option is that it is provisioned in AUSF per S-NSSAI routing rules or the realm of the AA server can be derived from the SD or SD+SST field). Alternately, if the User ID in the third party can be defined as a NAI ( see RFC 4282 https://tools.ietf.org/html/rfc4282 ), i.e. the user ID is in the form user@domain, the IP Address is not needed in UDM and the correct AA server is derived at AUSF by resolving the domain part of the NAI.
When a UE performs a registration request which includes S-NSSAI(s) in the Requested NSSAI which need Secondary Authentication and Authorisation (as detected based on the subscription information as outlined above), the AMF executes on top of any required PLMN specific authentication and authorization step, an authentication and Authorization step that is run with the UE and involves the AA server for the specific S-NSSAI(s). In the worst case, on such step is needed for each s-NSSAI. However if a User ID applies to more than one S-NSSAI the UE subscribes to, the number of steps can be reduced. In general, there can be a mix of slices requiring Secondary Authentication and Authorisation, and slices that do not require this.
The UE needs to be provided, for the S-NSSAIs which require Secondary Authentication and Authorisation, the necessary credentials and algorithms necessary to authenticate itself with the AA server. 
The proposal assumes that the assumed transport protocol is EAP and is summarized by the following figure:


Figure 6.x.2-1: Registration with third party Authentication and Authorisation (high level concept)

It shall be observed that step 4 is conditional to the S-NSSAI subscription data, checked at step 3, including a flag that indicates Secondary Authentication and Authorisation is needed. If this is needed this step is executed. Once it is executed, status can be kept in the AMF in the UE context, so extra authentication is not repeated at subsequent registrations until a reauthentication is required by the AA server or the PLMN, based on policy. 
Explicit challenges used to reauthenticate the UE that come from the AA server and the AUSF route to the current serving AMF. The AA server keeps a coupling between an ID of the UE belonging to the operator (e.g. MSISDN or External Id) and the user id of the user so it can pinpoint the UE for the User ID when it needs to be reauthenticated.
Once step 4 is executed successfully, and the registration accepted, the UE, after optional NSSF interaction (not explicitly shown above), is provided an allowed NSSAI including the slices that were successfully authorised. SM procedures can take place in the authorised slices for the UE. 
Note that a UE may gain access to a slice that needs Secondary Authentication and Authorisation and not trigger any PDU session establishment (e.g. SMS only device) or require a PDU session only after SMS trigger after is assigned an Allowed NSSAI and is successfully registered. 
One option that can be considered, for the case the AA server belongs or is hosted in a third-party network (e.g. a tenant of the slice), is that the AUSF -AA Server interaction is mediated by a NEF.
[bookmark: _Toc516555631]6.X.3	Procedures
During the registration procedure, before step 15 occurs, in figure 6.x.3-1, the AMF knows whether some S-NSSAIs require Secondary Slice Authentication and authorisation.


Figure 6.x.3-1: TS 23.502 Figure 4.2.2.2.2-1: Registration procedure
 
If the AMF detects the need to execute the secondary authentication and authorisation, the steps marked as “2” in Figure 6.x.3-2 are executed f. In the event the allowed NSSAI needs to be computed and potential new AMF determined by a NSSF, then these authentication and authorization steps are executed upfront so that the NSSF receives from the AMF only the authorized by secondary authentication and authorisation and subscribed-to slices.


Figure 6.x.3-2:  Registration with third party Authentication and Authorisation

1. 	Steps 1-14 of the Registration procedure. Steps 2 are not executed if no S-NSSAI in the UE subscription is requiring Slice Specific Authentication and Authorization 
2a. [Conditional]The AMF requests the UE User ID for the S-NSSAI. The NAS message includes the S-NSSAI value so the right Network Slice authentication is executed and so the related User ID and credentials are used by the UE.
2b.	[Conditional]The UE provides the User ID for the S-NSSAI alongside the S-NSSAI
2c-2d. [Conditional]The AMF contacts the AAA server via AUSF. It includes optionally a MSISDN or an external ID for binding of Network Slice User ID to the PLMN UE ID (if the AA Server is allowed to contact the UE for further reauthentication based on its policy, or to optimise future Authorisations based on the AA server trusting the PLMN level ID presented by the PLMN. If the AA server trusts the PLMN level ID provided, and it had if it had a previous mapping of the PLMN level Id to the User ID, the AA server may go directly to step k.
2e-2j. [Conditional]The UE EAP based authentication happens. The number of steps is indicative, more may occur.
2k-2m. [Conditional]The EAP authentication completes successfully. Optionally, in steps 4k and 4l the AA server and the AUSF convey to the AMF a list of S-NSSAIs the successful authentication and authorisation applies to, so the AMF can avoid executing multiple authentications and authorisations towards the same AA server for the same User ID for the S-NSSAIs in the list.
3. 	the AMF stores in the UE context the outcome of steps 2 and if a list of S-NSSAIs was provided sharing the same User Id, then the AMF stores that also. The AMF can now determine, assisted by NSSF if needed, the allowed NSSAI and this may trigger selection of another AMF.
4. 	The registration completes, and eventually a Registration Accept is sent to the UE including the Allowed NSSAI. 
[bookmark: _Toc516555632]6.X.4	Impacts on existing entities and interfaces
Impacted functions:
UE: to be able to participate in secondary authentication and authorisation per S-NSSAI.
AMF: triggering of Secondary authentication and authorisation per slice and ability to store outcome and any list of S-NSSAIs sharing the same authorised User ID.
UDM: storage of secondary authentication info
AUSF: ability to proxy secondary authentication and authorisation
NEF: if for third party AA server interaction the NEF of HPLMN was involved, rather than direct peering to AUSF in HPLMN
[bookmark: _Hlk500857602]
[bookmark: _Toc516555633]6.X.5	Evaluation
Editor's note:	This clause provides an evaluation of the solution.



***********************END of PROPOSED TEXT***************************
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1. Steps 1-14 registration procedure in TS 23.502 clause 4.2.2.2.2: US is authentincated in AMF using 3GPP credentials and the AMF has subcrition information for UE, AUSF is already selected. The AMF knows also for which S-NSSAI execute steps 2


4. registration completes and the Ue is provided with allowed NSSAI
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3. AMF knows the list of authorised and subscribed S-NSSAIs and can proceed to determine allowed NSSAI (incl. NSSF interaction) and selection of AMF. Change of AMF may take place
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3. AMF checks subscription data on whether to apply extra level of authentication and / or authentication for a certain S-NSSAI
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