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Abstract of the contribution: Discusses PaRLOS security.
1. Background
In SA2#128 a solution was documented for PaRLOS security in TR 23.715 ("Solution #11: Partial security solution for key issue #EPC-7").  This solution presents the following disadvantages:
· It restricts use of PaRLOS only to specific countries (indicated by hard configured MCC in UE)
· It relies on the UE to locate itself at "country level" that can only rely on implementation specific methods (aka is untestable).
In order to avoid MitM attacks when using PaRLOS, which the aforementioned solution is aiming two avoid, the best option is to rely to always using TLS e.g HTTPS or SIPS for any server that provides PaRLOS service. This would result in providing some indication to the end user if the root certificate cannot be verified e.g. if the PaRLOS "portal" https certificate cannot be verified. 
The User Client in the UE initiates a TLS connection to the discovered server URL or URI. The Server authentication is performed using the server certificates and authorized trust anchor root CA certificates. Validation of the server certificate follows for example similar procedure to that defined in Section 7.3.2.2 in Hotspot 2.0 (Release 2) Technical Specification [1]. Once the TLS session is setup between the User Client and the server, HTTP-based  or SIPS messages are exchanged dependant on the PaRLOS service offered.

For operators that do not require support for PaRLOS they can indicate so in their terminal requirements so that PaRLOS can be by default "disabled" and enabled only after user's consent. 
2. Conclusion
It is proposed to agree on the following changes in TR 23.715.
3. References

[1] Wi-Fi Alliance. Hotspot 2.0 (Release 2) Technical Specification. Available at http://www.wifi.

org/file/hotspot-20-release-2-technical-specification-package-v110-0 (Registration required to

view).
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Evaluation

Editor's note:
This clause will provide a general evaluation of the solutions.
Solution #11: Partial security solution for key issue #EPC-7").  This solution presents the following disadvantages:

· It restricts use of PaRLOS only specific countries (indicated by hard configured MCC in UE)
-
It relies on the UE to locate itself at "country level" that can only rely on implementation dependant methods
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Conclusions

Editor's note:
This clause will capture agreed conclusions from the study.

For key issue EPC-7: 

· It is recommended to not standardise Solution #11
· In order to avoid MitM attacks, TLS can be used for any server that provides PaRLOS service e.g using HTTPS or SIPS. The Server authentication is performed using the server certificates and authorized trust anchor root CA certificates. Procedures for validation of the server certificate can be defined by SA3. 
· For operators that do not require support for PaRLOS they can indicate that in their terminal requirements so that PaRLOS can be by default "disabled" and enabled only after user's consent. 
Security impacts will be further studied by SA3.
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