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1. Discussion
The MPTCP can be used for steering traffic across 3GPP and non-3GPP accesses in two different scenarios:

1)
MPTCP without a Multi-Access PDU (MA-PDU) Session; and

2)
MPTCP with a Multi-Access PDU (MA-PDU) Session.

So far, the scenario of "MPTCP with a MA-PDU Session" has been considered in Solution 5 of TR 23.793. However, we believe that the scenario of "MPTCP without a MA-PDU Session" is also worth considering since it can enable many practical use cases (see subsequent clauses). 

The above two MPTCP scenarios are further considered below.
1.1 MPTCP without a MA-PDU Session
This is the "natural" way of operating MPTCP and an example reference architecture is shown in Fig. 1.1-1a and in Fig. 1.1-1b. In Fig. 1.1-1a, the UE has two network interfaces, one associated with a PDU Session over 3GPP access with IP@1, and another associated with a PDU Session over non-3GPP access with IP@2. It is assumed that two different anchor UPFs (UPF-1, UPF-2) are assigned to these two PDU Sessions. In Fig. 1.1-1b, the UE has also two interfaces, one associated with a PDU Session over 3GPP access with IP@1, and another directly connected to non-3GPP access with IP@2 (without a PDU session). Since the UE is allocated with two IP addresses, the MPTCP protocol could be employed to enable ATSSS between the UE and 5GC.
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Fig. 1.1-1a: MPTCP with two PDU Sessions (over 3GPP and non-3GPP accesses)
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Fig. 1.1-1b: MPTCP with one PDU Session over 3GPP access and direct Non-3GPP offload

Operation of MPTCP without a MA-PDU Session requires the UE to be configured with a MPTCP proxy and to send all or selected MPTCP traffic to this proxy. This is called an "off-path" proxy because, in contrast to an "on-path" proxy, the proxy does not reside in a network element where all UE traffic goes through. (The definition of "on-path" MPTCP proxy and "off-path" MPTCP proxy can also be found in draft-wei-mptcp-proxy-mechanism-02, which is an expired IETF draft). When an "off-path" MPTCP proxy is used, the UE needs to be aware of the MPTCP proxy address, port and type. However, as discussed in the next clause, when an "on-path" MPTCP proxy is used, the UE does not need to be aware of the existence of the MPTCP proxy.

For supporting MPTCP without a MA-PDU Session the following requirements apply:

a.
The network operator should deploy an MPTCP proxy inside an anchor UPF (as shown in Fig. 1.1-1a and in Fig. 1.1-1b), or outside a UPF.
b.
A proxy protocol should be implemented in the UE and in the MPTCP proxy. This proxy protocol could be SOCKS5 (as per RFC 1928), or SOCKS6 (as per draft-olteanu-intarea-socks-6-03), or a Convert Protocol (as per draft-ietf-tcpm-converters-02). For Rel-16, most likely SOCKS5 needs to be used, as the SOCKS6 and the Convert Protocol drafts are not expected to be finished early enough for Rel-16.
c.
During a PDU Session establishment, the UE should indicate its preference to use MPTCP, the network should allocate an UPF with an internal MPTCP proxy and it should provide the MPTCP proxy address, port and type (e.g. SOCKS5) to UE.

d.
The MPTCP layer in the UE should establish all (or selected) MPTCP connections through the configured MPTCP proxy.

e.
The MPTCP proxy should be reachable from other UPFs to enable the scenario in Fig. 1.1-1a, and/or from the public IP domain to enable the scenario in Fig. 1.1-1b. The operator may support one or both of these scenarios.
f.
To avoid establishing MPTCP subflows via interfaces using the same type of access (e.g. via two PDU Sessions, both using 3GPP access), the MPTCP layer in the UE should be configured to use an interface that uses 3GPP access and an interface that uses non-3GPP access. (Such configuration is already possible in existing MPTCP implementations). By default, the MPTCP layer uses all available interfaces in the UE, independent of the type of access associated with each interface and excluding link-local and loopback IP addresses.
g.
Policy should be provided to UE that indicates (i) which UE applications are allowed to use MPTCP and (ii) what type of steering mode should be applied for each allowed UE application. This policy allows the mobile operator to tightly control the operation of MPCTP and to enable MPTCP only for certain applications / services. For example, an operator may have a business arrangement with an OTT service provider, which e.g. provides a voice assistant service, so that voice assistant transactions can be seamlessly transferred (with MPCTP) from direct WLAN offload to 3GPP access, whenever the WLAN becomes unavailable. In this case, the operator would enable MPTCP for the voice assistant application and would define an Active/Backup steering policy (Active access = direct WLAN offload, Backup access = 3GPP).
h.
The UE should be able indicate to the network (e.g. during the PDU Session establishment over 3GPP access) which MPTCP traffic is preferred to be transmitted end-to-end, i.e. without using the MPTCP proxy in 5GC. In response, the network should provide to UE "MPTCP proxy configuration" data (similar to a Proxy Auto-Configuration, PAC), which indicates to the UE which traffic can bypass the MPTCP proxy. This requirement is also discussed in the Conclusions clause.
The following Fig. 1.1-2 illustrates how ATSSS can be supported when the UE communicates with a Remote Host (which does not support MPTCP) by using MPTCP without a MA-PDU Session. It shows how different MPTCP subflows can be established between the UE and the MPTCP proxy via 3GPP and non-3GPP accesses. The scenario considered in Fig. 1.1-2 corresponds to a case where the UE has a PDU Session over 3GPP access and a direct WLAN offload connection (as the one shown in Fig. 1.1-1b).
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Fig. 1.1-2: Operation of MPTCP with one PDU Session over 3GPP access and direct Non-3GPP offload
1.2 MPTCP with a MA-PDU Session

When the UE establishes a MA-PDU Session, which can be used by MPTCP (as shown in Fig. 1.2-1 below), then (a) the MA-PDU Session should be assigned with two IP addresses (IP@1, IP@2), and (b) the MPTCP layer in the UE should be configured to use only the IP addresses assigned to the MA-PDU Session. The latter (b) is required so that MPTCP cannot use IP addresses from other network interfaces in the UE, which could cause a mixed mode of operation: The same MPCTP connection has subflows over the MA-PDU session and subflows over a single-access PDU session (or even directly to non-3GPP access). 

Since all MA-PDU traffic goes through a single UPF (UPF-1 in Fig. 1.2-1), an "on-path" MPTCP proxy can be implemented in the UPF. The "on-path" means that the proxy resides on an element that is always on the data path of the UE. In this case, the UE does not need to be configured with a proxy and does not need to know the existence of the proxy. It is only required to configure the UPF (with Packet Detection Rules) so that the UPF detects all (or selected) MPCTP flows and to redirect them to its internal MPTCP Proxy. Since there is no need to configure the UE with a proxy, there is also no need for SOCKS or a Convert Protocol (as in Fig. 1.1-1). Therefore, the operation is simpler, more efficient and more secure, because the UE cannot initiate malicious attacks the UPF/proxy.
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Fig. 1.2-1: MPTCP with a MA-PDU Session
The following Fig. 1.2-2 illustrates how ATSSS can be supported when the UE communicates with a Remote Host (which does not support MPTCP) by using MPTCP with a MA-PDU Session. The UE is not aware of the MPTCP proxy in the UPF and sends all MPTCP traffic to the address of the Remote Host. However, the UPF (via the configured Packet Detection Rules) redirects the MPTCP traffic to its internal MPTCP proxy. Fig. 1.2-2 shows how the first MPTCP subflow is established over WLAN access and how a second MPTCP subflow is established over 3GPP access.
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Fig. 1.2-2: Operation of MPTCP with a MA-PDU Session
2. Conclusions
Based on the above discussion, the following conclusions can be derived:

a.
The MPTCP protocol can be used to support ATSSS for TCP traffic, both with a MA-PDU session and without a MA-PDU session.

b.
The advantage of using "MPTCP with a MA-PDU session" is that an "on-path" (or transparent) MPTCP proxy can be utilized, which makes the MPTCP operation more efficient (since there is no need for SOCKS5/6 or another proxy protocol) and more secure (since the UE does not know the address/port of the MPTCP proxy and cannot initiate malicious attacks to the proxy). However, it features disadvantages too:

b1.
One of the biggest advantages of a MA-PDU session is eliminated: A single IP address is not sufficient anymore since the UE needs at least two IP addresses for MPTCP to operate over the MA-PDU session. Hence, a MA-PDU session becomes a multi-access, multi-homed PDU session, and it becomes unclear why a MA-PDU session is preferable over two different single-access PDU sessions. 
b2.
In addition, since the UE is not configured with an MPTCP proxy, the UE cannot bypass the MPTCP proxy in 5GC and, thus, it cannot establish some MPTCP connections via the MPTCP proxy and some other MPTCP connections without using the MPTCP proxy (end-to-end). However, this scenario can be enabled by configuring the UPF with Packet Detection Rules, which allow certain MPTCP traffic (e.g. all MPTCP traffic to 144.188.129.0) to be transmitted end-to-end. If needed, the UE could indicate to the network (e.g. during the MA-PDU session establishment) which MPTCP traffic should be transmitted end-to-end.
NOTE 1: 
We believe that the UE should not be able to bypass the MPTCP proxy autonomously (without any control from the network), because this would enable the UE to bypass the traffic steering policy of the mobile network. In this case, the UE would communicate directly with the Remote Host, which would send DL traffic to UE by using its own steering policy (not the steering policy of the mobile network). This scenario should be avoided in our view. The MPTCP traffic that can bypass the MPTCP proxy in 5GC should be decided by the network after considering the UE preferences. 
c.
The advantage of using "MPTCP without a MA-PDU session" is that it is a "natural" and straightforward way of utilizing MPTCP, and there is no need for the UE and the network to support MA-PDU sessions (if ATSSS for TCP traffic only is sufficient). In addition, it enables the UE to bypass the MPTCP proxy for some destinations, which are allowed by the mobile network. More importantly, it enables ATSSS between a PDU session over 3GPP access and direct non-3GPP offload (as in Fig. 1.1-1b). We believe that this is a very important scenario (as discussed in NOTE 2 below). Its disadvantage, however, is that it requires a proxy protocol (e.g. SOCKS5) between the UE and the MPCTP proxy, and that it arises security concerns since the UE can initiate malicious attacks to the MPTCP proxy.
NOTE 2: 
Enabling ATSSS between a PDU session over 3GPP access and direct non-3GPP (e.g. WLAN) offload is considered an important use case, because it enables the network to provide ATSSS and simultaneously to offload 5GC from traffic that can be transmitted directly over WLAN (e.g. most OTT traffic). As an example, consider the following scenario: An operator has a business arrangement with an OTT service provider, which provides a live video streaming service (or another real-time service that cannot tolerate short communication interruptions). The UE is configured to access the OTT service via the MPTCP proxy in 5GC. When the UE is connected to a WLAN, the MPTCP protocol sends all traffic to this OTT service via the WLAN, because the 3GPP subflow operates in Backup mode. When the WLAN signal gets poor or is lost, the MPTCP protocol transfers all traffic to this OTT service to 3GPP access, in a way completely transparent to the OTT application. Therefore, the OTT service can be transferred to 3GPP access without any communication interruptions, whenever the WLAN becomes unavailable, and can also use direct WLAN access (offloading 5GC), whenever the WLAN access becomes available.
3. Proposal
It is proposed to document also the "MPTCP without a MA-PDU Session" scenario as part of Solution 5, with the following changes to TR 23.793.
* * * Start of Changes * * * 

6.5
Solution 5: Multipath TCP (MPTCP) proxy architecture
6.5.1
General

This solution addresses Key Issues #1 and #4.

Multipath TCP (MPTCP) defined in [8] is a set of extensions to regular TCP to provide a Multipath TCP service, which enables a transport connection to operate across multiple paths simultaneously.
MPTCP defines how to setup multiple paths ("subflows"), manage these subflows, reassemble of data and terminate sessions.
The simultaneous use of multiple disjoint (or partially disjoint) paths across the network increases the resilience of the connectivity by providing multiple paths, protects UEs from the failure of one path, and it also increases the efficiency of the resource usage, and thus increases the network capacity available to UEs.
The MPTCP can be used for steering traffic across 3GPP and non-3GPP accesses in two different scenarios:

1)
MPTCP with a Multi-Access PDU (MA-PDU) Session; and

2)
MPTCP without a Multi-Access PDU (MA-PDU) Session.
A reference architecture for MPTCP with a MA-PDU session is shown in Fig. 6.5.1-1. In this case, all UE traffic goes through the same anchor UPF, thus, an "on-path" (or transparent) MPTCP proxy can be implemented in the anchor UPF.
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Fig. 6.5.1-1: MPTCP with a MA-PDU Session
A reference architecture for MPTCP without a MA-PDU session is shown in Fig. 6.5.1-2a and another one is shown in Fig. 6.5.1-2b. An operator may support one or both of these architectures. In this case, all UE traffic does not go through the same anchor UPF, thus, an "off-path" MPTCP proxy is required. This MPTCP proxy can be implemented in the anchor UPF of the PDU Session established over 3GPP access (UPF-1), or as a standalone function.
Further details about the MPTCP operation without a MA-PDU session are provided in clause 6.5.x.
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Fig. 6.5.1-2a: MPTCP with two PDU Sessions (over 3GPP and non-3GPP accesses)
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Fig. 6.5.1-2b: MPTCP with one PDU Session over 3GPP access and direct Non-3GPP offload
Editor’s note: If both or one of the above MPTCP scenarios will be supported for ATSSS is FFS. If one of the above MPTCP scenarios will be supported, it is FFS which scenario will that be.
6.5.2
MPTCP proxy

When communicating with traditional TCP servers, MPTCP capable devices have to fall back to traditional TCP and cannot fully utilize their MPTCP capability. In order to support the use of MPTCP session between an MPTCP host and a TCP host, or to help to aggregate MPTCP subflows, an MPTCP proxy needs to be introduced.
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Figure 6.5.2-1: Illustration of an MPTCP proxy

The MPTCP proxy makes it possible to achieve the benefits of MPTCP for access aggregation and route selection without requiring MPTCP support in all TCP servers.

6.5.3
Addition of MPTCP proxy to 5GC

In order to introduce the MPTCP proxy to 5GC and allow 3GPP UEs to make use of the MPTCP capability, the UPF shall incorporate the MPTCP proxy functionality for the PDU session.

[image: image10.png]N13
UDR-AT3SF|
AUSF |
UDM
N25
N12 N8 N10
N11 N7 NS
| CP-AT3SF | PC-AT3SF : -
= SMF f PCF ;
— N14 K
I N4
N15
UPc-AT3SF
UPu-AT3SF Data
N3 UPF N6 Network
t
N9

UE-AT3SF
UE





Figure 6.5.3-1: Addition of MPTCP proxy to 5GC

The MPTCP proxy functionality is defined as one of the following protocol options:

1. SOCKS v4 or v5 Proxy [9];

- Advantages: Well-known, well-supported.

- Disadvantages: Additional connection-setup latency.

2. SOCKS v6 Proxy [10];
- Advantages: Designed specifically for the MPTCP use case, provides 0-RTT protocol conversion service, no overhead.
- Disadvantages: Not yet standardized, not yet implemented.
3. Transport converter [11];
- Advantage: Designed specifically for the MPTCP use case, provides 0-RTT protocol conversion service, no overhead.
- Disadvantage: Not yet standardized, not yet implemented
Editor's note:
It is FFS whether a single protocol will be selected to communicate between the MPTCP client and the MPTCP proxy.

Editor's note:
It is FFS whether the transparent MPCTP proxy can be added as an additional option.

6.5.4
MPTCP PDU session establishment procedure
This solution supports the Multi-Access PDU session establishment defined in section 6.2. Each of the PDU sessions may have its own set of UPFs, but both child PDU sessions share a common PDU session anchor (PSA).

This procedure is based on the procedure defined in section 6.2.2.2 with the following exceptions:

1.
The UE requests the network to include an MPTCP proxy on the user plane;

2.
The MPTCP proxy address is transported back to the UE;

3.
The child PDU sessions do not share a common IP address but they are allocated separate IP addresses.
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Figure 6.5.4-1: UE-requested MPTCP PDU Session Establishment for non-roaming and roaming with local breakout

Editor's note: It is FFS whether instead of the above PDU session setup procedure the UE could setup two independent PDU sessions for MPTCP procedures as defined in clause 6.2.2.1. In this case it is also FFS how the UE receives the address of the MPTCP proxy.
1.
The UE initiates the "UE Requested PDU Session Establishment" procedure as specified in TS 23.502 [6] clause 4.3.2.2.1 on 3GPP access with an additional preference to establish an MPTCP PDU Session. The UE can also first initiate the PDU Session Establishment procedure on untrusted non-3GPP access.
2.
If the network supports MPTCP procedures, the AMF selects an SMF that supports MPTCP procedures.
3.
The AMF sends an Nsmf_PDUSession_CreateSMContext Request to SMF.

4.
The SMF registers with the UDM.
5.
The SMF sends an Nsmf_PDUSession_CreateSMContext Response to AMF.
6.
Optional Secondary authorization/authentication.
7a.
If dynamic PCC is deployed, the SMF performs PCF selection.
7b.
The SMF may perform a Session Management Policy Establishment.
8.
The SMF selects an UPF that incorporates an MPTCP proxy functionality.
9.
SMF may perform a Session Management Policy Modification procedure.
10-17.
The user plane of the PDU session over 3GPP access is established and the UE creates the first MPTCP subflow over the 3GPP access. The first MPTCP subflow can also be created over the non-3GPP access once the PDU Session is established over the untrusted non-3GPP access.

-
In step 11, the SMF indicates to AMF the MPTCP proxy address along with the list of protocols the MPTCP proxy supports (SOCKSv4, v5, v6 or Transport converter).

Editor's note: It is FFS whether a transparent MPCTP proxy indication can be added as an additional option..
-
In step 13, the UE receives a PDU Session Establishment Accept message containing the MPTCP proxy address (if the network supports MPTCP procedures) along with the list protocols the MPTCP proxy supports, thus, the UE determines that the MPTCP PDU session over 3GPP access is established and selects one protocol to contact the MPTCP proxy from the protocol options provided by the network.

19-27.
The user-plane of the PDU session over untrusted non-3GPP access is established and the UE creates an additional MPTCP subflow over the untrusted non-3GPP access.

NOTE:
The steps 10-17 and 19-27 can be executed in parallel.
6.5.5
ATSSS rules for MPTCP PDU Session

In Rel-15, the UE is responsible for establishing new PDU session(s) based on URSP rules provided by the network (PCF) and/or preconfigured in the UE as described in TS 23.503 [7] clause 6.6.2. As such, URSP rules provide SDF level steering capability for UE to establish new PDU session(s) over the preferred access network based on traffic descriptor and rule precedence.

The ATSSS rules defined by this solution are extension of the URSP rules described in TS 23.503 [7] section 6.6.2. The following new fields are created:

-
The MPTCP PDU Session field in the Route Selection Descriptor specifies whether the type of the PDU session is an MPTCP PDU session to be established for the matching application;

-
In case of an MPTCP PDU session:

-
The Allowed MPTCP Service Type(s) field specifies the MPTCP Service Type(s) that are allowed for the MPTCP PDU session:

-
Handover MPTCP Service Type: An MPTCP service that provides seamless handover between non-3GPP and 3GPP access in order to preserve the connection. If the rule specifies Handover MPTCP Service Type, Interactive and Aggregate Service Types shall not be present;

-
Interactive MPTCP Service Type: A service whereby Multipath TCP attempts to use the lowest-latency interface. If the rule specifies Interactive MPTCP Service Type, Handover MPTCP Service Type may be present but Aggregate Service Type shall not be present; or

-
Aggregate MPTCP Service Type: An MPTCP service that aggregates the capacities of the access networks in an attempt to increase throughput and minimize latency. If the rule specifies Aggregate MPTCP Service Type, Handover and Interactive MPTCP Service Types may be present as well;

-
If present, in case of WLAN access, the Limited  SSID(s) for MPTCP PDU Session field specifies a list of SSID(s) that are allowed on the WLAN access for the MPTCP PDU Session;

The PCF may select the ATSSS rules applicable for each UE based on local configuration and operator policies taking into consideration e.g. UE location or time of the day.

The PCF may provide the ATSSS rules at the initial Registration procedure, or when the operator policies indicate that the conditions for updating the UE are met, i.e. at change of UE location or at mobility with change the AMF, or at any time, as defined in TS 23.502 [6]. Operator defined policies in the PCF may depend on input data such as UE location, time of day, information provided by other NFs, etc.

Table 6.5.5-1: UE Route Selection Policy (from TS 23.503 [7] table 6.6.2.1-1)
	Information name
	Description
	Category
	PCF permitted to modify in a URSP
	Scope

	URSP rules
	1 or more URSP rules as specified in table 6.6.2.1-2
	Mandatory
	Yes
	UE context


Table 6.5.5-2: UE Route Selection Policy Rule (from TS 23.503 [7] table 6.6.2.1-2)
	Information name
	Description
	Category
	PCF permitted to modify in a UE context
	Scope

	Rule Precedence
	Determines the order the URSP rule is enforced in the UE.
	Mandatory
(NOTE 1)
	Yes
	UE context

	Traffic descriptor
	This part defines the traffic descriptors for the policy
	
	
	

	Application identifiers
	Application identifier(s) 
	Optional
	
	

	IP descriptors
	IP 3 tuple(s) (destination IP address or IPv6 network prefix, destination port number, protocol ID of the protocol above IP)
	Optional
	Yes
	UE context

	Non-IP descriptors
	Descriptor(s) for non-IP traffic
	Optional
	Yes
	UE context

	DNN
	This is the DNN information provided by the application
	Optional
	Yes
	UE context

	List of Route Selection Descriptors
	A list of Route Selection Descriptors. The components of a Route Selection Descriptor are described in table 6.6.2.1-3
	Mandatory
	
	

	NOTE 1:
Rules in a URSP shall have different precedence values.


Table 6.5.5-3: : Route Selection Descriptor (from TS 23.503 [7] table 6.6.2.1-3)

	Information name
	Description
	Category
	PCF permitted to modify in a UE context
	Scope

	Route Selection Descriptor Precedence 
	Determines the order in which the Route Selection Descriptors are to be applied. 
	Mandatory
(NOTE 1)
	Yes
	UE context

	Route selection components
	This part defines the route selection components
	Mandatory
(NOTE 2)
	
	

	SSC Mode Selection
	One single value of SSC mode.
	Optional
	Yes
	UE context

	Network Slice Selection
	Either a single value or a list of values of S-NSSAI(s).
	Optional
	Yes
	UE context

	DNN Selection
	Either a single value or a list of values of DNN(s).
	Optional
	Yes
	UE context

	PDU Session Type Selection
	One single value PDU Session Type
	Optional
	Yes
	UE context

	Non-seamless Offload indication
	Indicates if the traffic of the matching application is to be offloaded to non-3GPP access outside of a PDU Session.
	Optional

(NOTE 3)
	Yes
	UE context

	Access Type preference
	Indicates the preferred Access Type (3GPP or non-3GPP) when the UE establishes a PDU Session for the matching application.
	Optional
	Yes
	UE context

	MPTCP PDU Session 
	Indicates whether the type of the PDU session is MPTCP PDU session type or not.
	Mandatory

(NOTE 4)
	No
	UE context

	Allowed MPTCP Service Type(s)
	Either a single value or a list of values of Allowed MPTCP Service Type(s). Possible values: Handover, Interactive, Aggregation.
	Optional

(NOTE 5)
	Yes
	UE context

	Limited SSID(s) for MPTCP PDU Session
	If present, in case of WLAN access, it indicates a list of SSID(s) that are allowed for the MPTCP PDU Session Type.
	Optional

(NOTE 5)
	Yes
	UE context

	NOTE 1:
Every Route Selection Descriptor in the list shall have a different precedence value.

NOTE 2:
At least one of the route selection component shall be present.

NOTE 3:
If this indication is present in a Route Selection Descriptor, no other components shall be included in the Route Selection Descriptor.

NOTE 4:
For the MPTCP PDU Session, the Non-seamless Offload indication and the Access Type preference components shall not be included in the Route Selection Descriptor.

NOTE 5:
This component shall only be present for the MPTCP PDU Session.


6.5.x
MPTCP without a MA-PDU Session

Although the previous clauses considered the MPTCP operation with a MA-PDU Session, the MPTCP can also be used without an MA-PDU session, as shown in Fig. 6.5.1-2a and in Fig. 6.5.1-2b.
The MPTCP can be used without a MA-PDU Session when the UE has (i) one PDU Session over 3GPP access, and (ii) either a PDU Session over non-3GPP access or a direct connection to non-3GPP access (without a PDU session). 

Operation of MPTCP without a MA-PDU Session requires the UE to be configured with a MPTCP proxy and to send all or selected MPTCP traffic to this proxy. This is called an "off-path" proxy because, in contrast to an "on-path" proxy, the proxy does not reside in a network element where all UE traffic goes through. (The definition of "on-path" MPTCP proxy and "off-path" MPTCP proxy can also be found in draft-wei-mptcp-proxy-mechanism-02, which is an expired IETF draft). When an "off-path" MPTCP proxy is used, the UE needs to be aware of the MPTCP proxy address, port and type. 
For operating MPTCP without a MA-PDU Session the following requirements apply:

a.
The network operator should deploy an MPTCP proxy inside an anchor UPF, as shown in Fig. 6.5.1-2a and in Fig. 6.5.1-2b. Although the MPTCP proxy could also be implemented outside a UPF, this deployment is not considered in this clause.
b.
A proxy protocol should be implemented in the UE and in the MPTCP proxy. This proxy protocol could be SOCKS5 (as per RFC 1928 [9]), or SOCKS6 (as per draft-olteanu-intarea-socks-6-03 [10]), or a Convert Protocol (as per draft-ietf-tcpm-converters-02 [11]). For Rel-16, SOCKS5 is assumed, as the SOCKS6 and the Convert Protocol drafts are not expected to be finished early enough for Rel-16.

c.
During a PDU Session establishment over 3GPP access, the UE should indicate its preference to use MPTCP, the network should allocate an anchor UPF with an internal MPTCP proxy and it should provide the MPTCP proxy address, port and type (e.g. SOCKS5) to UE.

d.
The MPTCP layer in the UE should establish MPTCP subflows through the configured MPTCP proxy.

e.
The MPTCP proxy should be reachable from other UPFs to enable the scenario shown in Fig. 6.5.2-2a, and/or from the public IP domain to enable the scenario in Fig. 6.5.1-2b. The operator may support one or both of these deployment scenarios.

f.
To avoid establishing MPTCP subflows via interfaces using the same type of access (e.g. via two PDU Sessions, both using 3GPP access), the MPTCP layer in the UE should be configured to use an interface that sends traffic via 3GPP access and an interface that sends traffic via non-3GPP access. (Such configuration is already possible in existing MPTCP implementations). By default, the MPTCP layer uses all available interfaces in the UE, independent of the type of access associated with each interface.

g.
Policy should be provided to UE that indicates (i) which UE applications are allowed to use MPTCP and (ii) what type of steering mode should be applied for each allowed UE application. This policy allows the mobile operator to tightly control the operation of MPCTP and to enable MPTCP only for certain applications / services. For example, an operator may have a business arrangement with an OTT service provider, which e.g. provides a voice assistant service, so that voice assistant transactions can be seamlessly transferred (with MPCTP) from WLAN access to 3GPP access, whenever the WLAN becomes unavailable. In this case, the operator would enable MPTCP for the voice assistant application and would define an Active/Backup steering policy (Active access = WLAN, Backup access = 3GPP). This type of policy is already supported by MPTCP (see the B flag in Fig. 6.5.x-1).
h.
The UE should be able to indicate to the network (e.g. during the PDU Session establishment over 3GPP access) which MPTCP traffic is preferred to be transmitted end-to-end, i.e. without using the MPTCP proxy in 5GC. In response, the network should provide to UE "MPTCP proxy configuration" data (similar to a Proxy Auto-Configuration, PAC), which indicates to the UE which traffic can bypass the MPTCP proxy.
The following Fig. 6.5.x-1 illustrates how the UE can communicate with a Remote Host (which does not support MPTCP) by using MPTCP without a MA-PDU Session. It shows how different MPTCP subflows can be established between the UE and the MPTCP proxy via 3GPP and non-3GPP accesses. The scenario considered in this figure corresponds to a case where the UE has a PDU Session over 3GPP access and a non-3GPP connection for direct offload (as the one shown in Fig. 6.5.1-2b).
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Fig. 6.5.x-1: Operation of MPTCP with one PDU Session over 3GPP access and direct Non-3GPP offload
Editor’s Note: Further details of the MPTCP operation without a MA-PDU Session are FFS.
6.5.y
Evaluation of MPTCP with and without a MA-PDU Session
From the discussion in previous clauses, the following remarks can be made:

a.
The MPTCP protocol can be used to support ATSSS for TCP traffic, both with a MA-PDU session and without a MA-PDU session.

b.
The advantage of using "MPTCP with a MA-PDU session" is that an "on-path" (or transparent) MPTCP proxy can be utilized, which makes the MPTCP operation more efficient (since there is no need for SOCKS5/6 or another proxy protocol) and more secure (since the UE does not know the address/port of the MPTCP proxy and cannot initiate malicious attacks to the proxy). However, it features disadvantages too:

b1.
One of the biggest advantages of a MA-PDU session is eliminated: A single IP address is not sufficient anymore since the UE needs at least two IP addresses for MPTCP to operate over the MA-PDU session. Hence, a MA-PDU session becomes a multi-access, multi-homed PDU session, and it becomes unclear why a MA-PDU session is preferable over two different single-access PDU sessions. 

b2.
In addition, since the UE is not configured with an MPTCP proxy, the UE cannot bypass the MPTCP proxy in 5GC and, thus, it cannot establish some MPTCP connections via the MPTCP proxy and some other MPTCP connections without using the MPTCP proxy (end-to-end). However, this scenario can be enabled by configuring the UPF with Packet Detection Rules, which allow certain MPTCP traffic (e.g. all MPTCP traffic to 144.188.129.0) to be transmitted end-to-end. If needed, the UE could indicate to the network (e.g. during the MA-PDU session establishment) which MPTCP traffic is preferred to be transmitted end-to-end.

NOTE 1: 
The UE should not be able to bypass the MPTCP proxy autonomously (without any control from the network), because this would enable the UE to bypass the traffic steering policy of the mobile network. In this case, the UE would communicate directly with the Remote Host, which would send DL traffic to UE by using its own steering policy (not the steering policy of the mobile network). This scenario should be avoided. The MPTCP traffic that can bypass the MPTCP proxy in 5GC should be decided by the network after considering the UE preferences. 

c.
The advantage of using "MPTCP without a MA-PDU session" is that it is a "natural" and straightforward way of utilizing MPTCP, and there is no need for the UE and the network to support MA-PDU sessions (if ATSSS for TCP traffic only is sufficient). In addition, it enables the UE to easily bypass the MPTCP proxy for some destinations, when this is allowed by the mobile network. More importantly, it enables ATSSS between a PDU session over 3GPP access and direct non-3GPP offload (as in Fig. 6.5.1-2a). We believe that this is a very important scenario (as discussed in NOTE 2 below). Its disadvantage, however, is that it requires a proxy protocol (e.g. SOCKS5) between the UE and the MPTCP proxy, and that it arises security concerns since the UE can initiate malicious attacks to the MPTCP proxy.

NOTE 2: 
Enabling ATSSS between a PDU session over 3GPP access and direct non-3GPP (e.g. WLAN) offload is considered an important use case, because it enables the network to provide ATSSS and simultaneously to offload 5GC from traffic that can be transmitted directly over WLAN (e.g. most OTT traffic). As an example, consider the following scenario: An operator has a business arrangement with an OTT service provider, which provides a live video streaming service or another real-time service that cannot tolerate short communication interruptions. The UE is configured to access the OTT service via the MPTCP proxy in 5GC. When the UE is connected to a WLAN, the MPTCP protocol sends all traffic to this OTT service via the WLAN, because the 3GPP subflow operates in Backup mode. When the WLAN signal gets poor or is lost, the MPTCP protocol transfers all traffic to this OTT service to 3GPP access, in a way completely transparent to the OTT application. Therefore, the OTT service can be transferred to 3GPP access without any communication interruptions, whenever the WLAN becomes unavailable, and can also use direct WLAN access (offloading 5GC), whenever the WLAN access becomes available.

* * * End of Changes * * * 
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