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***** Start of Changes *****
3.2
Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].

5GC
5G Core Network

5GS
5G System
5G-AN
5G Access Network

5G-GUTI
5G Globally Unique Temporary Identifier
5G-S-TMSI
5G S-Temporary Mobile Subscription Identifier
5QI
5G QoS Identifier
AF
Application Function

AMF
Access and Mobility Management Function

AS
Access Stratum

AUSF
Authentication Server Function

BSF
Binding Support Function

CAPIF
Common API Framework for 3GPP northbound APIs

CP
Control Plane

DL
Downlink

DN
Data Network
DNAI
DN Access Identifier
DNN
Data Network Name

EBI
EPS Bearer Identity

FQDN
Fully Qualified Domain Name

GFBR
Guaranteed Flow Bit Rate
GMLC
Gateway Mobile Location Centre
GPSI
Generic Public Subscription Identifier

GUAMI
Globally Unique AMF Identifier

HR
Home Routed (roaming)
LADN
Local Area Data Network
LBO
Local Break Out (roaming)

LMF
Location Management Function

LRF
Location Retrieval Function
MFBR
Maximum Flow Bit Rate

MICO
Mobile Initiated Connection Only
N3IWF
Non-3GPP InterWorking Function
NAI
Network Access Identifier

NEF
Network Exposure Function

NF
Network Function

NR
New Radio

NRF
Network Repository Function
NSI ID
Network Slice Instance Identifier

NSSAI
Network Slice Selection Assistance Information
NSSF
Network Slice Selection Function

NSSP
Network Slice Selection Policy
PCF
Policy Control Function

PEI
Permanent Equipment Identifier
PER
Packet Error Rate
PFD
Packet Flow Description 
PPD
Paging Policy Differentiation

PPI
Paging Policy Indicator
PSA
PDU Session Anchor
QFI
QoS Flow Identifier
QoE
Quality of Experience

(R)AN
(Radio) Access Network

RQA
Reflective QoS Attribute

RQI
Reflective QoS Indication
SA NR
Standalone New Radio

SBA
Service Based Architecture

SBI
Service Based Interface
SD
Slice Differentiator
SEAF
Security Anchor Functionality

SEPP
Security Edge Protection Proxy
SMF
Session Management Function

S-NSSAI
Single Network Slice Selection Assistance Information

SSC
Session and Service Continuity

SST
Slice/Service Type
SUCI
Subscription Concealed Identifier
SUPI
Subscription Permanent Identifier

UDSF
Unstructured Data Storage Function

UL
Uplink

UL CL
Uplink Classifier

UPF
User Plane Function
UDR
Unified Data Repository

URSP
UE Route Selection Policy
VID 
VLAN Identifier

VLAN 
Virtual Local Area Network
***** Next Change *****
5.6.6
Secondary authentication/authorization by a DN-AAA server during the establishment of a PDU Session
At PDU Session Establishment to a DN:

-
The DN-specific identity (TS 33.501 [29]) of a UE may be authenticated/authorized by the DN.
NOTE 1: the DN-AAA server may belong to the 5GC or to the DN.
-
If the UE provides authentication/authorization information corresponding to a DN-specific identity during the Establishment of the PDU Session, and the SMF determines that authentication/authorization of the PDU Session Establishment is required based on the SMF policy associated with the DN, the SMF passes the authentication/authorization information of the UE to the DN-AAA server via the UPF if the DN-AAA server is located in the DN. If the SMF determines that authentication of the PDU Session Establishment is required but the UE has not provided authentication/authorization information, then the SMF rejects the PDU Session Establishment.
NOTE 2:
If the DN-AAA server is located in the 5GC and reachable directly, then the SMF may communicate with it directly without involving the UPF.
-
The DN-AAA server may authenticate/authorize the PDU Session Establishment.
-
When DN-AAA server authorizes the PDU Session Establishment, it may send DN authorization data for the established PDU Session to the SMF. The DN authorization data for the established PDU Session may include one or more of the following:

-
a reference to a locally configured authorization data in the SMF.
-
a DN profile index to retrieve the SM or QoS policy from the PCF.
-
a list of allowed MAC addresses for the PDU Session; this shall apply only for PDU Session of Ethernet PDU type and is further described in clause 5.6.10.2.
-
a list of allowed VIDs for the PDU Session; this shall apply only for PDU Session of Ethernet PDU type and is further described in clause 5.6.10.2.

-
PDU-Session AMBR for the PDU Session.
SMF policies may require DN authorization without DN authentication. In that case, when contacting the DN-AAA server for authorization, the SMF provides the GPSI of the UE if available.
Such DN authentication and/or authorization takes place for the purpose of PDU Session authorization in addition to:

-
The 5GC access authentication handled by AMF and described in clause 5.2.

-
The PDU Session authorization enforced by SMF with regard to subscription data retrieved from UDM.

Based on local policies the SMF may initiate DN authentication and/or authorization at PDU Session Establishment.

The UE provides information required to support user authentication by the DN over NAS SM.

NOTE 3:
The way for the UE to acquire such information is not defined.

When SMF adds a PDU Session Anchor (such as defined in clause 5.6.4) to a PDU Session DN authentication and / or authorization is not carried out, but SMF policies may require SMF to notify the DN when a new prefix or address has been added to or removed from a PDU Session.

Indication of PDU Session Establishment rejection is transferred by SMF to the UE via NAS SM.

If the DN-AAA sends DN authorization data for the established PDU Session to the SMF and dynamic PCC applies to the PDU Session, the SMF requests the PCF to validate the DN authorization data for the established PDU Session. If the DN-AAA does not send DN authorization data for the established PDU Session, the SMF may use locally configured information.
At any time, a DN-AAA server may revoke the authorization for a PDU Session or update DN authorization data for a PDU Session. According to the request from DN-AAA server, the SMF may release or update the PDU Session.

***** Next Change *****
5.6.10.2
Support of Ethernet PDU Session type

For a PDU Session set up with the Ethernet PDU Session type, the SMF and the UPF acting as PDU Session Anchor can support specific behaviours related with the fact the PDU Session carries Ethernet frames. Based on operator configuration, the SMF may request the UPF acting as the PDU Session Anchor to proxy ARP/IPv6 Neighbour Solicitation or to redirect the ARP traffic from the UPF to the SMF.

Ethernet Preamble and Start of Frame delimiter are not sent over 5GS:
-
For UL traffic the UE strips the preamble and frame check sequence (FCS) from the Ethernet frame.
-
For DL traffic the PDU Session Anchor strips the preamble and frame check sequence (FCS) from the Ethernet frame.
Neither a MAC nor an IP address is allocated by the 5GC to the UE for this PDU Session. The UPF shall store the MAC addresses, received from the UE, and associate those with the appropriate PDU Session.

NOTE 1:
The UE may operate in bridge mode with regard to a LAN it is connecting to the 5GS, thus different MAC addresses may be used as source address of different frames sent UL over a single PDU Session (and destination MAC address of different frames sent DL over the same PDU Session)

NOTE 2:
Entities on the LAN connected to the 5GS by the UE may have an IP address allocated by the DN but the IP layer is considered as an application layer which is not part of the Ethernet PDU Session.
NOTE 3:
In this Release of the specification, only the UE connected to the 5GS is authenticated, not the devices behind such UE

Different Frames exchanged on a PDU Session of Ethernet type may be served with different QoS over the 5GS. Thus, the SMF may provide to the UPF Ethernet Packet Filter Set and forwarding rule(s) based on the Ethernet frame structure and UE MAC address(es). The UPF detects and forwards Ethernet frames based on the Ethernet Packet Filter Set and forwarding rule(s) received from the SMF. This is further defined in clauses 5.7 and 5.8.2.

When a PDU Session of Ethernet PDU type is authorized by a DN as described in clause 5.6.6, the DN-AAA server may, as part of authorization data, provide the SMF with a list of allowed MAC addresses and/or a list of allowed VIDs for this PDU Session; the list is limited to a maximum of 16 MAC addresses and/or a maximum of 16 VIDs accordlingly. When such list(s) has been provided for a PDU Session, the SMF sets corresponding filtering rules in the UPF(s) acting as PDU Session Anchor for the PDU Session. The UPF discards any UL traffic that does not contain one of these MAC addresses as a source address if the list of allowed MAC addresses is provided. The UPF discards any UL traffic that does not contain one of these VIDs if the list of allowed VIDs is provided.
In this Release of specification, the PDU Session of Ethernet PDU Session type is restricted to SSC mode 1 and SSC mode 2.

***** End of Changes *****
