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6.9
1 Introduction

ConnectionLess data solution was considered already in TR 23.799, but since IoT was not the main focus of Rel-15, this solution was not moved to normative phase yet. The originators would like to re-instate an updated version of the CL solution for consideration in Rel-16 FS_CIoT_5G. 

The originators believe this would be an efficient way to solve the small data KI(s). As a side effect, it could also give some improvement on other KIs, such as TX power saving and solve the CP overload KI completely. 
2 Proposal
It is proposed to agree the following changes on TR 23.724. The whole solution is new, and the revision markers in this version indicate updates since the previous revision of this P-CR. 
6.X
Solution #X: Data transmission with ConnectionLess 
6.X.1
Introduction

This solution addresses primarily Key Issue 1: Support for infrequent small data transmission, Secondarily, it can provide improvements in the area of Key Issue 5: UE TX Power Saving Functions, Key Issue 7: Overload Control for small data. The Solution may also be applicable to Key Issue 2: Frequent small data communication, and ConnectionLess (CL) solution can be used alongside ConnectionOriented (CO) data solution.

Solutions design to address Key Issue 3: High latency communication, Key Issue 4: Power Saving Functions, Key Issue 9: Support of common north-bound APIs for EPC-5GC Interworking, Key Issue 12: Inter-RAT mobility support to/from NB-IoT may be used in combination with this solution.
It is assumed that solution 7 or some other means to provide the T8 API via user plane is supported. 
6.X.2
Functional Description
The solution aims to cover at least following use cases:

-
(Massive) IoT UE that may move and need to send sporadic (potentially small amount) data: in this case the UE sends data to the 5GC via the user plane path without requiring more signalling in the network (RAN and Core) than the amount of user data to be transferred.

Editor's note:
It is FFS whether the solution applies to other use cases such as Smartphone issuing a regular check / polling for notifications of incoming messages / events.

In such situations, the following architectural concepts are proposed in order to support a fast switch from IDLE state to a CL-data state where data transfer occurs:

-
The service itself is not connectionless:

-
the UE needs to register to the network and set-up a PDU session that is indicated for CL signalling
-
When the UE exchanges MM or SM related signalling with the network a N2 connection is set-up. Once the MM or SM transaction(s) are over the N2 connection for the UE is released.

-
The MM procedures (e.g. Registration, authentication, Registration Update,…) are independent from whether the UE will activate a PDU session used in ConnectionLess (CL) mode on the interface between RAN and Core. Thus an UE needs to Register to the network before being able to activate a PDU session to be used in ConnectionLess (CL) mode on the interface between RAN and Core.
-
The UE is tracked at Registration Area level and performs Registration Updates as specified.

-
The UE uses the same SM procedures to manage (set-up, release, etc.) a PDU session regardless of whether this PDU session is to be used in a Connection Oriented (CO) or in a ConnectionLess (CL) mode on the interface between RAN and Core.

-
During the PDU session set-up procedure some parameters specific to the CL data transfer are nevertheless exchanged between the UE and the network.

Editor's note:
It is FFS whether the same PDU session may alternatively be used in a Connection Oriented (CO) or in a ConnectionLess (CL) mode on the interface between RAN and Core.

-
The RAN-Core interface works in ConnectionLess (CL) mode for UP (User Plane) delivery: once the PDU session has been established, the UE is able to send and to receive data without any need to first set-up a connection on N2 or N3. All user plane traffic is carried over an N3 tunnel that can be shared by all active connectionless mode UEs that are currently being served by the same RAN node and the same PDU session type on the same UPF. The shared N3 tunnel works as follows:
-
If there is no shared N3 tunnel between the UPF and the RAN node serving the UE when the N3 tunnel is established, then the SMF establishes a shared N3 tunnel and identifies it as a shared tunnel that can be re-used by other CL UEs served by the same RAN node.
-
If there is already a shared N3 tunnel between the UPF and the RAN node when the N3 tunnel is established, then the SMF re-uses the existing shared N3 tunnel. 
-
The (re-)use of the shared N3 tunnel is determined based on the UE requesting CL PDU session, which implicitly indicates the UE capability to send and receive CL data. 
-
AN Release procedure related with one of the UEs using the shared N3 tunnel does not release the shared N3 tunnel, but only removes the affected UE from the users of the shared N3 tunnel

-
AN Release procedure related with the last remaining UE using the shared N3 tunnel releases the shared N3 tunnel.
-
The support of the ConnectionLess (CL) mode on the interface between RAN and Core is independent of the nature of the data being carried in a PDU session (IPv4, IPv6, non IP).

-
When the UE needs to send data (assuming the UE is already registered to the network and has established a PDU session):

-
There is no N2 signalling exchange dedicated to the UE between the RAN and the Core.

-
There is no N3 data plane connection dedicated to the UE between the RAN and the Core.

-
As there is no signalling exchange dedicated to the UE between the RAN and the Core, the RAN gets no security material dedicated to the UE. Thus the security and the header (de)compression of the user plane traffic are handled in the 5GC (in the UPF part of the 5GC). The corresponding parameters (e.g. security algorithms, compression algorithms, etc.) are negotiated between the UE and the AMF/SMF at PDU session set-up.

Editor's note:
Any potential security impacts on signalling exchanges between the RAN and the UE in order to re-use of the security parameters in the stored UE context is to be studied by SA WG3 in conjunction with RAN groups.

-
As the Core network User plane Function (UPF) needs to decipher data received from a UE via the RAN, the UL (uplink) data are sent by the UE together with a non ciphered PDU session identifier allowing the UPF to retrieve the deciphering context of the PDU session.

-
As the RAN needs to route Uplink (UL) traffic from the UE towards the UPF, the UE needs to put packet forwarding information in its UL traffic allowing the RAN to determine the relevant UPF.

-
The 5GC provides via NAS signalling UPF CL Service information (UCLSI) to the UE: UE identifier and the packet forwarding information allowing the RAN to determine the UPF. This information is provided on a per PDU session basis.

-
The 5GC provides UCLSI information to the UE at least upon UE request for a PDU session set-up. This information needs also to be provided to the UE when the UPF that supports the PDU session of the UE has been changed.

-
When the UPF receives UL traffic with a PDU session identifier for which it has no corresponding context, the UPF fetches the corresponding information from the AMF/SMF.

-
The UPF keeps track of the RAN from which it last received UL traffic from a UE and associates this information with a UE Location Freshness Timer. As long as the UE Location Freshness Timer has not elapsed, the UPF sends DL (Downlink) traffic for an UE towards the RAN from which it last received UL traffic from this UE. The DL data sent are sent by the UPF towards the RAN together with a non ciphered UE identifier. If the RAN can't deliver the PDU (the UE may have moved in the mean time) the RAN deletes the PDU and notifies the UPF that removes the relationship between the UE and the RAN.
-
The network may use the expiry of the UE Location Freshness Timer as a trigger to re-authenticate the UE. 
Editor's note:
DL data delivery requires further clarifications.

-
When the UPF needs to send DL data towards an UE, and the UE Location Freshness Timer has elapsed, the UPF request the AMF/SMF to page the UE. The AMF/SMF pages the UE in the Tracking Area List where it is registered.
-
The value of the UE Location Freshness Timer is determined by the network taking into account the UE subscription.

-
The UE mobility relies on cell reselection, not on network controlled Hand-Overs.

Editor's note:
MM states are FFS.

Editor's note:
The security aspects related with this solution need to be studied by SA WG3.
The architecture for Data transmission with ConnectionLess RAN-Core interface consists of the following network elements (fig 6.X.2-1):

-
User equipment (UE).

-
Radio Access Network (RAN).

-
User plane Gateway (UPF).

-
Core control plane (AMF and SMF).
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Figure 6.X.2-1: Architecture to support PDU sessions with Connectionless mode transfer on the RAN-Core interface

The User plane protocol stack is derived from the baseline connection oriented protocol stack with the UE-RAN layer PDCP slit between lower and upper parts:

-
SDAP layer: This layer, placed between IP and access stratum, links UE and UPF, provides mapping between a QoS flow and a connectionless PDU session

-
PDCP Upper: This layer, placed between IP and access stratum, links UE and UPF, provides encryption and integrity protection between the UE and the network. The PDCP Upper UP layer takes care to avoid packets duplication (Sequence Numbering).

Editor's note:
It is FFS whether the PDCP CLS Upper layer is identical to the upper part of the PDCP sub-layer that is responsible for radio interface user plane security.

-
PDCP Lower: This layer, placed between the UE and RAN, provides PDU session identification at RAN level.

-
Core CLS Relay: This layer, placed between the RAN and UPF, provides relay of the PDU session identification and multiplexing of multiple PDU sessions over a N3 link between an UPF and an AN Node.
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Figure 6.X.2-2: User Plane Protocol stack for Connectionless mode transfer on the RAN-Core interface
Following layers are to be defined by RAN groups:

-
PDCP Lower.
-
RLC: Radio control sublayer (responsible for segmentation and ARQ).

-
MAC: Media Access control (responsible for connectionless access and HARQ).

-
PHY: Physical Access.

Editor's note:
The protocol stacks over N3 is to be defined together with RAN groups.

6.X.3
Support of EPC interworking

Connectionless (CL) mode is only supported in 5GC, but not in EPC. It is only possible to initiate CL PDU session in 5GC. Mobility between EPC and 5GC is supported, but if a CL PDU session is transferred to EPS PDN connection, it will only work in Connection Oriented (CO) mode  The existing UPF may be maintained as CO anchor and so IP address continuity would be assured.
6.X.4
Procedures

6.X.4.1
Identities

6.X.4.1.1
UPF CL SERVICE Id (UCLSI)

UCLSI is used by UE, RAN and UPF to identify a PDU session with Connectionless mode data transfer on the RAN-Core interface. This identifier contains an Identifier of the UPF serving the PDU session and a local identifier for a specific connectionless PDU session for a specific UE. RAN uses UCLSI to derive the UPF that should handle Data exchanged with the UE. A UE may be allocated one or more UCLSI on one or more UPF.

6.X.4.2
Assumptions

-
The AMF/SMF has to select an UPF that supports PDU sessions with Connectionless mode data transfer on the RAN-Core interface. The UPF selection procedure takes also into account the specific parameters (e.g. security algorithms, compression algorithms,...) proposed by the UE at PDU session set-up.

-
The UPF manages a state per UCLSI. The UCLSI state can be:

-
REACHABLE: The UCLSI is marked as REACHABLE when the UPF knows the identity of the RAN serving that UCLSI as the last correctly received UL PDU from the UE has been received by the UPF via this RAN. The UCLSI REACHABLE state is controlled by a freshness timer at the expiry of which the UCLSI state becomes IDLE. The Timer is (re)started at the reception of each UL PDU correctly received from the UE on that UCLSI.

-
IDLE: The UPF does not know the identity of the RAN serving that UCLSI. Paging is required to send DL PDU for this UCLSI.

-
The RAN is assumed to also run a freshness timer for UCLSI. The Timer in the UPF is assumed to be shorter than the timer in RAN.

Editor's note:
It is FFS How to ensure proper co-ordination of the freshness timers in RAN and in Core.

6.X.4.3
Procedures

6.X.4.3.1
Set-up of a PDU sessions with Connectionless mode data transfer on the RAN-Core interface

This procedure is used to establish PDU sessions with Connectionless mode data transfer on the RAN-Core interface.  Procedure  is re-using TS 23.502 clause 4.3.2.2 UE Requested PDU Session Establishment with the following additions.
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Figure 6.X.4.3.1-1: UE-requested PDU Session Establishment for non-roaming and roaming with local breakout

The procedure assumes that the UE has already registered on the AMF thus unless the UE is Emergency registered the AMF has already retrieved the user subscription data from the UDM.

1.
Additionally to Step 1 actions in TS 23.502 clause 4.3.2.2.1, the UE may indicate CL PDU session request in the Request Type. 

2.
Additionally to Step 2 actions in TS 23.502 clause 4.3.2.2.1, if the Request Type indicates CL PDU Session, then the AMF selects an SMF that supports CL PDU Sessions.
3
Additionally to step 3 in TS 23.502 clause 4.3.2.2.1, the AMF includes the CL indication in the request that it forwards to SMF 
4
Additionally to step 4 in TS 23.502 clause 4.3.2.2.1, the SMF considers also the CL subscription information when authorising the PDU session set-up, and responds to SMF. 
5-7
As in TS 23.502 clause 4.3.2.2.1 steps 5-7. 
8.
Additionally to the criteria in step 8 of TS 23.502 clause 4.3.2.2.1, the SMF takes also the UPF ability to support CL signalling into account when selecting UPF. SMF chooses a UPF CL SERVICE Id (UCLSI) that identifies the PDU session and the UPF and gets from the AUC the keys to be used on the user plane link between the UPF and the UE.
Editor's note:
The derivation of the keys to be used between UE and UPF is to be defined at SA WG3. It should consider the master Key output of the last authentication as well as the UCLSI and the Direction of the traffic.

9.
As in TS 23.502 clause 4.3.2.2.1 step 9
10.
Additionally to Step 10 actions in TS 23.502 clause 4.3.2.2.1, if the UE requested for CL PDU session in step 1 and the request is accepted by the network, the SMF includes also the CL PDU session indication and the UCLSI in the session establishment indication to the UPF.
11.
Additionally to Step 11 actions in TS 23.502 clause 4.3.2.2.1, the SMF includes the UCLSI to be used in this PDU session. If shared N3 tunnel does not exist yet, then the SMF creates it. 
12.
Additionally to Step 12 actions in TS 23.502 clause 4.3.2.2.1, the AMF indicates acceptance of CL PDU session and includes the UCLSI. 
13.
Additionally to Step 13 actions in TS 23.502 clause 4.3.2.2.1, RAN selects appropriate RAN connectionless mechanism and sends associated RRC message to UE along with NAS message from SMF providing PDU session set-up response. 

-
The UE calculates the key for the security association with UPF based on the same algorithm and on the same input parameters than used by the Core control plane (SMF) in step 10.

-
UE may use the connectionless service to complete the user plane configuration (e.g. Router solicitation / IP address assignment, header compression initiation (if any), etc.).
-
The UE stores the UCLSI for later use.
14 – 20
As in the corresponding steps in TS 23.502 clause 4.3.2.2.1. 
6.X.4.3.2
UE connectionless uplink data transfer
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Figure 6.X.4.3.2-1: UE triggered uplink connectionless transfer

Pre-conditions:

-
The UE has uplink connectionless data (a PDU) to send on one of its already established PDU sessions with Connectionless mode data transfer on the RAN-Core interface.
-
The UE is currently under coverage of a radio cell that supports current connectionless mechanism configuration
1
The UE ciphers the PDU to transmit. The UE then puts the previously assigned UCLSI in the CLS UP data header and adds an integrity check signature.


UE access stratum may replace the UCLSI with a shorter identifier if available from RAN and UE RAN freshness timer has not expired. 
-
The UE sends uplink connectionless data transfer to the RAN using current configured connectionless mechanism
NOTE 1:
The integrity check signature is to prevent another UE from injecting traffic on the PDU session. It is calculated on the UCLSI and ciphered PDU, not on any shorter RAN identifier possibly used instead the UCLSI on the air interface

2
RAN sends ack to the UE.


RAN resets UE Location Freshness Timer for UCLSI.


The UE resets the UE UCLSI Location Freshness Timer.

3
If UPF indicated by UCLSI is not known by RAN then RAN sends a request to SMF and the SMF responds with the forwarding information to the UPF indicated in the UCLSI.

NOTE 2:
This step takes place only for the first user served by the RAN that is handled by a new UPF.

4
Based on the received UCLSI, the RAN forwards all complete data PDUs with header including UCLSI and integrity check to UPF over appropriate transport interface (N3).

5
Using the UCLSI, the UPF retrieves the context of the PDU Session. If such context is not available the UPF may send a query to the Core control plane (SMF).

6
Using stored key UPF verifies the integrity check signature and decrypts incoming uplink data.


If the Integrity check is negative the UPF silently discards the data. Otherwise, (when needed) the UPF decompresses the PDU header.


The UPF learns that UE is available on a given RAN (the UCLSI state is REACHABLE): the UPF (re)starts UE Location Freshness Timer for the UCLSI and stores the UCLSI to RAN transport interface mapping.

7
The UPF forwards the PDU towards its destination.

6.X.4.3.3
UE connectionless downlink data transfer
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Figure 6.X.4.3.3-1: Downlink connectionless transfer

Pre-conditions:

-
The UE has previously established a PDU session with Connectionless mode data transfer on the RAN-Core interface.

1.
The UPF receives downlink incoming data (a PDU).

2.
The UPF retrieves the corresponding UCLSI:

-
if the UCLSI state is marked as "REACHABLE", the UPF uses the last known RAN serving this UCLSI

-
The UPF compresses the IP header (when needed), encrypts the data, adds an integrity check signature and forwards the data and UCLSI over the appropriate downlink RAN transport interface for the UCLSI.

-
The UPF restarts UE Lcoation Freshness Timer for UCLSI.

-
if UCLSI state is "IDLE" then the UPF may either drop packet or initiate network page. This behaviour is controlled by a policy received from Core control plane (SMF) itself possibly depending on subscription.

-
The UPF sends a paging request for the UCLSI to Core CP, buffers the data and starts a paging timer. Core CP triggers the corresponding paging by the RAN. If the page response from UE arrives before the paging timer times out, then the UPF learns current RAN serving the UE and forwards the data via this RAN. This is further detailed in clause 6.X.4.3.4.

Editor's note:
It is FFS whether the UPF checks the UCLSI state of other PDU sessions of the same UE

3.
(assuming UCLSI state is marked REACHABLE) the UPF forwards the data and UCLSI over the appropriate downlink RAN transport interface for the UCLSI. For any downlink incoming data, RAN matches downlink UCLSI:

-
if UCLSI is known to RAN then RAN transmits the data to UE:

-
if UE transfer is successful, RAN restarts UE Location Freshness Timer for UCLSI.

-
if UE transfer fails, RAN drops packet, sends NACK to UPF and deletes its context for the UCLSI.

-
if UCLSI is not known to RAN (e.g. RAN previously had UE transfer fail or after RAN UE freshness timer for UCLSI expires) then RAN drops the data and sends NACK to UPF.

-
if UPF receives NACK from RAN (e.g. the UCLSI was known but transfer failed or UCLSI was not known) then UPF clears UPF UE freshness timer and so marks UCLSI state as "IDLE" (the UCLSI is no more associated with any RAN Node).

4
The RAN transmits the data to UE.

5
When UE receives connectionless data, it processes the data (re-assembles, decrypts etc.), delivers the data to the application and sends uplink acknowledgement. UE resets UCLSI freshness timer.

6
If UPF UE freshness timer for UCLSI expires, UPF marks UCLSI state as "idle".

7
If RAN UE freshness timer for UCLSI expires, RAN deletes UCLSI.

8
If UE freshness timer for UCLSI expires or UE reselects a new cell, UE returns to connectionless idle state and stops monitoring downlink channels for data reception.

6.X.4.3.4
Paging for UE connectionless downlink data transfer
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Figure 6.X.4.3.4-1: Paging for UE connectionless downlink data transfer

1.
The UPF receives DL data but the corresponding UCLSI state is marked "IDLE" and the policy received from Core CP is to page the UE in that case (step 2 of clause 6.X.4.3.3).

2.
The UPF notifies the SM that it has no RAN context for DL data related with an UCLSI. SMF requests (Permanent User Id; UCLSI) AMF to Page the UE corresponding to the permanent UE identifier (IMSI) associated with the UCLSI. The AMF retrieves the corresponding UE NAS identifier (GUTI like) for paging.
3.
The AMF requests the RAN to page the UE and the RAN pages the UE.

4.
The UE issues a NAS Page response to the Core CP (AMF).

5.
The Core CP sends a NAS Reactivate CLS (UCLSI) to request the UE to reactivate the UCLSI.

6.
The UE issues an UL Data request on the UCLSI (per clause 6.X.4.3.2). The request contains in the UL CLS data Header the UCLSI as well as an indication that the data is dummy (if the UE has no data to send and chooses to send a dummy PDU). The UPF drops the data (if it indicated as a dummy data) and updates the UCLSI context: The UPF starts UE Location Freshness Timer for UCLSI and stores the UCLSI to RAN transport interface mapping.

7.
The UPF restarts the DL data transmission per Figure 6.X.4.3.3-1.
6.X.4.3.5
Mobility support
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Figure 6.X.4.3.5-1: Mobility support
1.
The UE and UPF exchange UL and DL connectionless data.

2.
The UE detects cell change while UCLSI remains valid.

3.
The UE issues an UL Data request on the UCLSI (per clause 6.X.4.3.2). The request contains in the UL CLS data Header the UCLSI as well as an indication that the data is dummy (if the UE has no data to send and chooses to send a dummy PDU).

4.
Using the UCLSI, the UPF retrieves the context of the PDU Session.

4a.
If such context is not available the UPF may send a query to the Core control plane (SMF).

4b.
The UPF drops the data (if it was indicated as a dummy data) and updates the UCLSI context: the UPF restarts UE Location Freshness Timer for UCLSI and stores the UCLSI to RAN transport interface mapping.
6.X.4.4.6
UPF Triggered Release and Redirection During UE Connectionless Active Mode
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Figure 6.X.4.4.6-1: UPF Initiated Release and Redirection
1.
The UE and UPF exchange UL and DL connectionless data.

2.
The UPF detects need for session release (security violation, UE traffic profile violation, gateway overload protection, etc.).

3.
The UPF sends connectionless release request to the Core-CP (SM) with session identifier UCLSI. The UPF provides a release cause indication.

4.
The Core-CP (SM) sends connectionless release request to the UE with session identifier UCLSI. The Core-CP (SM) provides information on the release cause indication and whether or not the network requires that UE request re-establishment of the PDU session.
6.X.5
Impacts on existing entities and interfaces
6.X.5.1
Impact on interfaces

The following interfaces are impacted:

N3

-
Support for a shared N3 tunnel used to transport user data from all active connectionless UEs on a given RAN that are assigned to the same UPF.

6.X.5.2
Impact on entities

The following nodes are impacted:

UPF 

-
support for user data encryption and integrity protection using per UCLSI security key

-
maintain UCLSI freshness timer

-
selective trigger paging for incoming traffic addressed to UE with expired UCLSI freshness timer 
RAN 

-
support for at least one connectionless access mechanism (i.e. data over msg3, data over msg5)
-
maintain RAN UCLSI freshness timer

UE 

-
Ability to request ConnectionLess PDU session type

-
storing the assigned UCLSI for subsequent CL data transport

-
support for CL data transport using UCLSI

SMF 

-
Ability to negotiate ConnectionLess PDU session type

6.X.6
Evaluation
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