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Abstract of the contribution: This contribution proposes a solution for NEF re-allocation due to maintenance, failure, load balancing, denial of service (DoS) attack, and other reasons.
Discussion
In SA2 meeting #125, a new key issue on “Support of edge computing” is added to TR 23.786. 

“This key issue will study that the existing mechanisms specified in TS 23.501 [7] can be reused for V2X purposes and whether any enhancement is needed to support specific needs for V2X, e.g. local routing to/from V2X Application Server(s) in a local DN close to NG-RAN.”

In this contribution, it is proposed to consider a solution for NEF re-allocation. The NEF can be used to support thousands of UEs and PDU sessions, including those belong to V2X applications. The AF can send many requests for AF-influence traffic routing and subscription to network exposure events. The timely communications between the CN and AF play an important role in guarantee ultra- reliable and low latency requirements for data delivery.
In SA2 #126 meeting, it was agreed that the NEF supports CAPIF framework. It means that the AF can subscribe to CAPIF services to have notifications about NEF status. In some scenarios, when the NEF is out of service due to some reasons such as maintenance, failure, load balances, denial of service (DoS) attack, the CAPIF Core function can notify the AF about the unavailability of the NEF. The AF may need to reselect a new target NEF (T-NEF), resend many requests for AF-influence traffic routing and re-subscribe for many CN exposure services. The AF(s) may send too many requests, so that the T-NEF may be overloaded since too many AF requests could be equivalent to an unintentional DoS attack. This may cause unknown processing delay or dropping AF requests. Hence the QoS performance of UP connection may be severely impacted.
Proposal
Proposal 1:

It is proposed to agree the following changes vs. TR 23.786.

* * * * Beginning of Changes * * * * 
6.X
Solution #X: Enhance Functionalities of NEF

6.X.1
Functional Description
6.X.1.1
Introduction

The NEF supports the CAPIF framework as specified in TS 23.501 [7]. It means that the AF can subscribe to CAPIF services to have notifications about NEF status. In some scenarios, when the NEF is out of service due to maintenance, failure, load balance, denial of service (DoS) attack, and other reasons, the CAPIF Core function can notify the unavailability of the NEF. The AF may need to reselect a new target NEF (T-NEF), resends requests for AF-influence traffic routing and re-subscribe for CN exposure services. The following procedure illustrates the NEF re-allocation process.
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Figure 6.X.1.1-1: Current steps for AF to send requests and subscribes to CN services when the NEF is out of service

It is assumed that the AF subscribes to CAPIF notifications related to S-NEF.

1.
The CAPIF Core function notifies the AF that the S-NEF is out of service.

2.
The AF selects a new T-NEF.

3. 
The AF re-sends AF-Influence Traffic Routing requests to the T-NEF.
4.
The AF re-subscribes network exposure events through the T-NEF.
5.
The T-NEF stores AF Requests, creates UE and PDU Session Context, for example UE related information (UE ID, mapping between SUPI and GPSI, mapping between External Group ID and IMSI Group ID), AF related information (e.g. of AF-Service-Identifier, list of DNAI(s) and Routing Profile ID(s), DNN, S-NSSAI, mapping of External AF Transaction ID and Internal Transaction ID, Event Monitoring, Event Filters, CP function IDs).

6.
The T-NEF forwards AF Requests to corresponding CP functions.

7.
The T-NEF subscribes to exposure services of CP functions.

8.
The AF may cancel AF-Influence Traffic Routing requests at the S-NEF.

9.
The AF may unsubscribe network exposure events subscribed at the S-NEF.

10. The S-NEF may unsubscribe to services of CP functions.
In the above procedure, the AF may send too many requests to the T-NEF in steps 3 and 4, which may cause T-NEF temporarily overloaded. Some of the AF requests may be delayed, and some AF requests may be dropped. This may cause interruption of CP signaling and greatly impact the reliability of V2X services. Consequently, the packet delay requirements in UP could not be guaranteed during NEF out-of-service events.

6.X.1.2
Enhance Functionalities of NEF

To avoid steps 3 and 4 in Figure 6.X.1.1-1, all the AF requests and subscriptions, information on the UE and PDU Sessions should be stored in a storage function such as UDR. In case the NEF needs to be relocated, the CAPIF Core function can select a new T-NEF. The T-NEF can access the storage function to retrieve all the information stored by the S-NEF 
6.X.2
Procedures

Figure 6.X.2-1 illustrates the NEF re-allocation procedure.
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Figure 6.X.2-1: NEF re-allocation procedure

1.
The S-NEF stores all UE context and PDU session context in the UDR by using Nudr_UDM_Create or Nudr_UDM_Update services of UDR.

2.
The CAPIF Core function decides to reselect a T-NEF due to maintenance, hardware or software failure, denial of service attacks, load balancing. The S-NEF or OAM may inform the CAPIF Core function about the unavailability of S-NEF.

3.
The CAPIF Core function sends NEF Re-Allocation Request to the T-NEF. The CAPIF Core function may include the S-NEF ID.

4. 
The T-NEF retrieve the UE Context and PDU session context in the UDR previously stored by the S-NEF by using Nudf_UDM_Query service of the UDR.

5.
The T-NEF subscribes to services of CP network functions that has been subscribed by the S-NEF.

6. 
The T-NEF sends NEF Re-Allocation Response to the CAPIF Core function. The T-NEF is ready to replace the S-NEF.

7a.
The CAPIF Core function may send an event notification to the AF to inform that the T-NEF shall replace the S-NEF.

7b.
The AF sends event notification acknowledgement to the CAPIF Core function.

8.
The T-NEF may unsubscribe on behalf of the S-NEF the exposure event notification services that the S-NEF subscribed to the CP network functions such as PCF, AMF, SMF or UDM.

The major benefits of the procedure in Figure 6.X.2-1 is to allow uninterrupted services of NEF, which ultimately contribute to the ultra-high reliability of 5GS for V2X applications.

6.X.3
Impact on existing entities and interfaces
The impacts are as follows:

1.
Impact to NEF:

-
The NEF is capable of storing all UE Context and PDU Session Context related to the AF requests and AF subscription in an external storage function such as UDR.

-
The NEF is capable of retrieving all UE Context and PDU Session Context stored by another NEF.

2.
Impacts to CAPIF framework: The CAPIF Core function is capable of selecting a new NEF in case NEF re-allocation is required.

3.
Impacts to AF: The AF is capable of updating new T-NEF ID to replace the S-NEF ID.

6.X.4
Topics for further study

6.X.5
Conclusions
* * * * End of Changes * * * * 
Reference

[1] 3GPP TS 23.222, V15.0.0, “Common API Framework for 3GPP Northbound APIs”, published in January 2018.

[2] Convida Wireless LLC, Qualcomm Incorporated, “23.501: Supporting Common API framework for NEF”, Technical Contribution #S2-181353, 3GPP SA WG2 meeting #125, Gothenburg, Sweden, January 2018.

[3] 3GPP TS 23.501: "System Architecture for the 5G System; Stage 2".
[4] 3GPP TS 23.502: "Procedures for the 5G System; Stage 2".
[5] 3GPP TR 23.726: “Study on Enhancing Topology of SMF and UPF in 5G Networks”.
3GPP

SA WG2 TD


SMF
CAPIF Core Function
UDR
1a. S-NEF Out of Service Notification
3. AF Influence Traffic Routing Request
7. T-NEF subscribes to services of CP functions
10. S-NEF unsubscribes to services of CP functions
T-NEF
S-NEF
AMF
UDM
PCF
AF
1b. S-NEF Out of Service Notification ACK
2. AF Selects T-NEF
4. AF Subscribes for Network Exposure Events
5. Store AF Requests and Create UE and PDU Session Contexts
6. T-NEF forwards AF Requests to corresponding CP functions
8. AF Cancels AF-Influence Traffic Routing Request
9. AF Unsubscribes for Network Exposure Events



SMF
2. CAPIF Core Function decides to reselect NEF
CAPIF Core Function
UDR
1. Nudr_UDM_Create or Nudr_UDM_Update
3. NEF Relocation Request
5. T-NEF subscribes to services of CP NFs
8. T-NEF unsubscribes to services of CP NFs on behalf of S-NEF
4. Nudr_UDM_Query
6. NEF_Relocation Response
7a. Event Notification
7b. Event Notification acknowledgement
T-NEF
S-NEF
AMF
UDM
PCF
AF



