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Abstract of the contribution: This contribution proposes updates to solution#5 in TR 23.716.
1. Discussion
This paper provides updates to resolving the following two Editor’s Notes.

1. Editor's note: The following texts in Figure 6.5.2-1 requires updates to be conformed to terms used in TS 23.501 [2] for 5GS.

The followings highlight some major updates:

· Replace CP Function with AMF, HSS to AUSF
· Change NG2 interface to N2 and NAS layer to N1 
· N2 Messages are aligned with TS 23.501.
· Clarify N2 messages and the required information to be handled in N3IWF. The encapsulated N1 messages in N2 message is transparent to the N3IWF.
· Revise Figure 6.5.2-1 to align with the above changes

2. Editor's note: The registration procedure shown in figure 6.5.2-1 needs to be updated to indicate how NAS security is setup between the UE and CP functions.

The following steps are updated to setup session keys which are used to secure the DTLS connection between the UE and the AMF:
· Step 8c: AMF sends security context including session keys: MSK and EMSK. The AMF derives a 'DTLS key' (e.g. from EMSK) which will be needed later for the establishment of a secure DTLS connection with the UE. 
· Step13: When the EAP authentication procedure is completed, the N3IWF sends EAP-Success (EMSK) message to the UE. The MSK is further transferred to the WLAN access network in order to derive the Pairwise Master Key (PMK), as defined in the IEEE 802.11 specification.
· Step15: the same 'DTLS key' is also derived by the UE after the successful authentication.
2. Proposal
It is proposed to agree the following new solution into TS 23.716.
* * * First change * * * *

6.5
Solution #5 – Solution for UE Registration via Trusted non-3GPP access

6.5.1 Architecture Description

In TS 23.501 [2], 5GS supports untrusted non-3GPP architecture, in which N3IWF is introduced to interconnect UE and the AMF in the 5GC via Untrusted Non-3GPP access, i.e. N1 connection. Similarly, N3IWF can be applicable for interconnecting UE and the AMF via Trusted Non-3GPP access with optional addition of the AAA Proxy at Trusted Non-3GPP access to transfer AAA signalling and interface with N3IWF, as shown in Figure 1.

The N3IWF acts as an interworking function exposing the same set of interfaces (N2, N3) to the 5GC on behalf of the Trusted Non-3GPP UE. The reference architecture in figure 6.5.1-1 only shows the architecture and the network functions directly connected to non-3GPP access and other parts of the architecture are the same as defined in clause 4.2 in TS 23.501 [2].
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Figure 6.5.1-1: Architecture to enable trusted non-3GPP access to 5GC

6.5.2 Registration via trusted non-3GPP access

Editor's note:
This clause is intended to for registration procedure for trusted non-3GPP access.

The N3IWF enables UEs to register with the 5GC via both trusted and untrusted non-3GPP accesses. The registration procedure for the UE connecting to the 5GC via the trusted non-3GPP access is as shown in Figure 6.5.2-1, which shows the signalling flows when the UE attempts to connect to a WLAN (the WLAN is used as an example non-3GPP access). The UE is authenticated by the 5GC (via N2) and is authorized to access the WLAN. This authentication and authorization is performed by "registering" the UE to the 5GC.
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Figure 6.5.2-1: Registration procedure via Trusted WLAN using the N2 interface

1.
The UE discovers and associates with the WLAN according to the existing procedures. At this point, the N1 layer in the UE sends a Registration Request message to the Adaptation layer in order to register to the 5G Core over the WLAN.

2.
The WLAN starts the IEEE 802.1x access control procedure by transmitting an EAP-REQ/Identity request. NOTE that 802.1x messages (i.e. EAP-over-LAN) are not shown in the figure. The UE provides an identity along with a realm, which is primarily used for routing purposes (as per RFC3748). Based on the provided realm, the WLAN access network routes the EAP-RSP/Identity message containing Registration Request message to the N3IWF. From the WLAN access network point of view, the N3IWF serves as an AAA server.

3.
The N3IWF forwards Registration Request message sent from the UE to the AMF over N2.

Editor's note:
The method used for network slice selection in Step 2, 3a needs to be aligned with the agreements in 5GS. This may require further study.

4.
The AMF sends an N2 Request message containing TEKs and Authentication Request (RAND, AUTN, TEKs) back to N3IWF. The Authentication Request message is encapsulated in N2 message and transparent to the N3IWF. The TEKs are the Transient EAP Keys (i.e. K_aut and K_encr) which are used to protect the EAP-AKA' signalling between the UE and N3IWF. The TEKs keys are generated by the AMF as specified in RFC5448. These keys are included in the Authentication Request only when the type IE in the Registration Request indicates non-3GPP access. Depending on SA WG3 decisions, the Authentication Request message may include additional IEs than those shown in the above figure.

5.
The N3IWF sends an EAP-REQ/AKA-Challenge message including Authentication Request (RAND, AUTN, TEKs) message received in step 4 to UE. Also the N3IWF calculates the AT_MAC based on the K_aut key received in step 4. If there is need to send encrypted parameters to the UE (inside the AT_ENC_DATA attribute), these parameters are encrypted based on the K_encr key received in step 4.

6-8. The UE verifies the AUTN, parses TEKs (K_aut, K_encr) and derives the Result (RES). Then the Authentication Response (RES) is sent to N3IWF in an EAP-RSP/AKA-Challenge message. The N3IWF sends N2 Request Ack message containing Authentication Response (RES) to AMF over N2. As normally, the AMF verify RES and, if correct,  it responds UE with a Registration Accept message which is encapsulated in a N2 Request message to N3IWF. 

In step 8c, the N3IFW receives also the security context including session keys (MSK, EMSK) in N2 Request message which are needed to protect the WLAN air interface traffic. The N3IWF stores the session keys.
9.
The AMF derives a 'DTLS key' (e.g. from EMSK) which will be needed later for the establishment of a secure DTLS connection with the UE. The same 'DTLS key' is also derived by the UE after the successful authentication in step 15.

10.
The N3IWF sends an EAP-REQ/AKA-Notification message to UE which includes the address of N3IWF and Registration Accept message received in Step 8c from AMF. After step 10b, the Adaptation layer in the UE creates a Registration Accept message and sends it to the N1 layer.

NOTE 1:
A legacy UE will ignore the address of N3IWF and the other parameters (IEs).

11-12. The UE responds with an EAP-RES/AKA-Notification which contains Registration Complete message to AMF. The N3IWF forwards the Registration Complete message in N2 Request Ack message.

13.
The EAP authentication procedure completes with an EAP-Success message. The N3IWF sends EAP-Success (EMSK) message and creates a UE Context which stores information such as the UE MAC address, the UE identity, the EAP-AKA' identities of the UE (e.g. a pseudonym and/or fast re-authentication identities), etc. The MSK is further transferred to the WLAN access network in order to derive the Pairwise Master Key (PMK), as defined in the IEEE 802.11 specification.

14.
At this point, the UE is connected to the WLAN access network and can establish layer-3 connectivity, e.g. by receiving IPv4 address via DHCP. The UE can then use the WLAN for NSWO traffic.

15.
After successful authentication the UE derives the 'DTSL key' (e.g. from EMSK) as discussed above in Step 9.

16.
The Adaptation layer in the UE receives the address of N3IWF and the 'DTLS key' and establishes a secure DTSL connection to N3IWF (DTLS with pre-shared key as defined in RFC 6347 [xx]). 

NOTE 2:
The same procedure has been specified to protect the WLCP signalling between the UE and a TWAG (see TS 33.402 [xy]).

17.
The Adaptation layer in the UE notifies the N1 layer that the attachment via trusted WLAN access is completed. It also provides to the N1 layer the IEs provided by the network in the Registration Accept message (and received by the UE in step 10b).


After this step, the NAS layer in the UE may initiate NAS signalling with the AMF in the network in order e.g. to setup a PDU session over WLAN access.


* * * End of change * * * *
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