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Abstract: the paper introduces an alternative solution for encrypted traffic detection.
1
Discussion
This contribution introduces an alternative UE-assisted solution for encrypted traffic detection.
2
Proposal

It is proposed to add the following key issue to TS 23.787. All text is new.

START OF CHANGES
6.X
Solution #X: Network-Controlled UE-Assisted Traffic Detection
6.X.1
Functional Description

6.X.1.1
General
The solution proposes a mechanism for network-controlled UE-assisted traffic detection in which the following applies:

-
the UE detects applications in the UE requiring connectivity and reports such applications to the network, under the assumption that the UE upper layers make application information available to the lower layers

-
the network controls what applications are reported by the UE to the network, and under which conditions, via dynamic policies that the network configures in the UE. The network has the ability to start and stop the reporting based on policies in the network, and to restrict the reporting only to specific applications

-
two options are proposed for the reporting: a control-plane solution using NAS SM signalling, and a user-plane solution

-
no interface or agreement between an external application server and the MNO is required.

The solution proposes a user-plane option and a control-plane option for the encrypted traffic reporting.
6.X.1.2
Reference Architecture
The following figures describe, on top of the 5GS reference architecture, the added functionality required for the encrypted traffic detection. 
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Figure 6.X.1.2-1: Encrypted Traffic Detection Non-Roaming 5G System Architecture 
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Figure 6.X.1.2-2: Encrypted Traffic Detection Non-Roaming 5G System Architecture with untrusted non-3GPP access.
The two architectures are presented as examples, and the functional changes apply also to other scenarios (e.g. roaming, etc.)
The ENTRADE architecture contains the following functional elements:

-
Policy Control Encrypted Traffic Detection (PCC-ETD). PC-ETD defines ENTRADE traffic detection policies according to application-specific information. Policies associated to an application may be DNN specific.
-
PC-ETD defines a UE Encrypted Traffic Reporting Policy (UETRP) for the UE including a list of applications (e.g. UE specific or that applies to all UEs) for which encrypted traffic detection information should be provided by the UE to the network, and encrypted traffic reporting criteria (e.g. when to report the traffic, how often, etc.). PC-ETD delivers the UETRP to the UE together with other UE policies delivered by the PCF to the UE.
-
PC-ETD defines Encrypted Traffic Detection Policy for the SMF, including the application identifier Application Identifier and the related policies, and conditions describing when ETD needs to activated
Editor’s Note: the exact format of application identifier is FFS

-
Encrypted Traffic Reporting Function (ETRF): the function resides in the UE and reports traffic/applications to the ETDF in the network according to the criteria in the UETRP
-
Encrypted Traffic Detection Function User-Plane (ETDF-U): for the user-plane solution, the ETRF in the UE reports applications/traffic to the ETDF-U in band, adding to the packets corresponding to the application traffic a token that contains the encrypted traffic detection information necessary for the CN to process the encrypted traffic. The ETDF-U in turn delivers the encrypted traffic detection information received from the UE to the ETDF-C in the SMF serving the corresponding PDU session
-
Encrypted Traffic Detection Function Control-Plane (ETDF-C): the ETDF-C receives encrypted traffic detection information and, based on such information and policies from the PCF, delivers traffic filters corresponding to the encrypted traffic and the related traffic handling information to the UPF.

-
for the control-plane solution, the ETRF in the UE reports applications/traffic to the ETDF-C using NAS SM signalling. 
Editor’s Note: the details of the SM signalling used for the reporting is FFS.

In order to support ENTRADE, it is essential that PC-ETD, ETDF-C and ETDF-U are supported by PCF, SMF and UPF respectively in 5GS. 

6.X.1.3 Functionality
6.X.1.3.1 Policing and Configuration of Encrypted Traffic Reporting 

Encrypted traffic detections policies cover two main aspects:

· UE Encrypted Traffic Reporting Policy (UETRP) for the UE to indicate what traffic needs to be reported. 

Editor’s Note: it is FFS whether the UETRP is part of URSP and applicable per-UE independently of a specific PDU session, or per PDU session and delivered as part of SM signalling. 

· Encrypted Traffic Detection Policy used by the SMF to activate/de-activated encrypted traffic reporting and to provide additional information to the UE as to what needs to be reported. Based on the ETDP that the SMF receives from the PCF:

-
the SMF may turn the reporting on/off for the PDU session
-
the SMF may provide additional policies to the UE (e.g. obtained from an AF)

6.x.1.3.2 Trust Model
This solution assumes that a device that is authenticated with the 5GC and is approved for use in the carrier network will provide encrypted traffic reporting as specified. 

Editor’s Note: it is for SA3 to analyse the security implications of such assumption and identify solutions to ensure security.

6.X.1.3.4 Encrypted Traffic Detection Mechanism
In order for the UE to provide encrypted traffic reporting to the CN, the UE must have information regarding what application is requesting connectivity and generating traffic when the UE detects that a new encrypted data flow is initiated. Depending on the implementation, such information may or may not presently be available. It is therefore assumed that UEs supporting encrypted traffic reporting will enable the lower layers to obtain from the upper layers information regarding the application. E.g., for the control-plane solution, NAS needs the Application Identifier in order to provide it to the 5GC. 
Once the lower layers obtain the information on the application requesting connectivity and generating traffic, if the application matches an active rule in the UETRP, the UE sends the reporting information to the 5GCN. Specifically, the UE indicates to the 5GCN the identity of the application, as defined below.
6.X.1.3.4 Encrypted Traffic Reporting Mechanism
Two mechanisms are proposed: a control plane solution, and a user plane solution. 
In the control plane solution, the UE ETRF uses NAS SM signalling to report the encrypted traffic to the ETDF-C in the SMF. The UE reports the Application Identifier and the traffic filters. 
In the user plane solution, the UE ETRF marks the first packet or a number of packets, as indicated in the ENTRADE configuration the UE received from the network, with an Application Token. The Application Token is piggybacked to the uplink user plane packet(s) and detected by the UPF. The UPF reports the Application Token to the serving SMF which, in turns, determine the application corresponding to the encrypted traffic based on the ETDP, and delivers to the UPF policing information for the traffic.
Editor’s Note: the actual format and calculation of the Application Token is FFS, and depends also on whether traffic verification is required or not.

Editor’s Note: whether the Application Token needs to be added only to the first packet, multiple packets, or all packets of the UL flow depends on whether traffic verification is required or not.

The Application Token can be used to mark UL traffic packets using a variety of mechanisms, for example using a shim layer between the UE and the anchor UPF, IPv4 option field, IPv4 new protocol type, IPv6 extension header, a new TCP option in the TCP header, etc.

Editor’s Note: the specific mechanism for adding the Application Token to the traffic is FFS.

6.X.2
Procedures

6.X.2.1
Encrypted Traffic Reporting Configuration
The following procedure describes the policing and configuration of encrypted traffic reporting. 
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Figure 6.X.2.1-1: Encrypted Traffic Reporting Configuration
1.
When the UE registers to 5GC, if Encrypted Traffic Detection is supported by the network then the network shall authenticate the UE verifying the PEI. After a successful registration, the 5GC considers the UE trusted for encrypted traffic detection. 
2.
[Optional] The Network may trigger the provisioning of an ETDP to the UE, using existing policy delivery mechanisms defined in the 5GS. 

3.
Upon establishing a PDU session, the network may:

3a.
[Optional] Retrieve DNN specific ETD policy information from the PCF

3b.
[Optional] for the user plane solution, configure the UPF for ETDF-U reporting to the ETDF-C in the SMF (e.g. what to report, when, etc.)

3c.
[Optional] configure the UE with encrypted traffic reporting information specific to the DNN (e.g. turn ETR on/off, what to report, etc.). This may include DNN-specific policies in addition to the policies in the ETDP provided to the UE in step 2, including e.g. information obtained by an AS.

6.X.2.2
Encrypted Traffic Detection: Control Plane Solution
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Figure 6.X.2.2-1: Encrypted Traffic Reporting, C-plane Solution
1.
The ETRF in the UE detects the initiation of an encrypted data flows and identifies the corresponding application

2.
The UE sends the Application Identifier and the corresponding traffic filters to the SMF in NAS SM signalling. 
3.
The SMF verifies the policies corresponding to the Application and retrieves the traffic policies corresponding to the encrypted traffic, and reports them to the UPF. 
4.
The SMF acknowledges the receipt of the encrypted traffic reporting to the UE.

6.X.2.3
Encrypted Traffic Detection: User Plane Solution
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Figure 6.X.2.3-1: Encrypted Traffic Reporting, U-plane Solution
1.
The ETRF in the UE detects the initiation of an encrypted data flows and identifies the corresponding application

2.
The UE calculates an Application Token based on the Encrypted Traffic Reporting Policy previously received from the 5GC. 
3.
The UE transmits the data packet(s) of the encrypted data flow to the network including the Application Token. 
4.
The UPF detects the Application Token and reports it to the SMF together with the traffic filters corresponding to the packet. In case of multiple packets being received with the Application Token corresponding to the same packet filters, the UPF reports the Application Token only once. The SMF determines the corresponding application and the traffic policies corresponding to the encrypted traffic, and reports them to the UPF. 
Editor’s Note: it is FFS if an acknowledgement mechanism is required, with the UPF confirming the receipt of the traffic reporting information with a DL packet marking. 
6.1.3
Impact on existing entities and interfaces
Editor's note:
Impacts on existing nodes or functionality will be added.
The following impacts have been identified:
· N1 SM: SM signalling needs to be augmented, or a new SM transport message needs to be defined, to enable:

· SM to turn encrypted traffic reporting for a PDU session on or off

· For the UE to provide Encrypted Traffic Reports to the SMF 
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