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Abstract: this contribution proposes a solution for encrypted traffic detection and verification.
1 Proposed text to TR 23.787
********************************Start of Change********************************
6
Solutions
Editor's Note:
This clause is intended to document the agreed architecture solutions. Each solution should clearly describe which of the key issues it covers and how.
6.X
Solution #x: NW triggered encrypted traffic detection

6.X.1
Functional Description

Editor's Note:
General description, assumption, and principles of the solution.

When encrypted traffic needs to be detected, the OTT server will trigger a Rx message to ask Core Netwrok to install the corresponding filters for traffic detection. The procedure is very similar to existing PCRF initiated session modification without flow/bearer establishment on RAN side.
6.X.2
Procedures

Editor's Note: Describes the high-level operation, procedures and information flows for the solution.
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Figure-x: procedure for encrypted traffic detection
Step 0-1: As soon as TLS handshake is finished, the OTT Server initiates an Application detection request, including

· the filter information (IP-Tuple, Ethernet tuple and/or any other possible extension) 

· the valid timer, which is used to indicate how long the filter will be installed

· Application id

· Any other parameters, e.g. Reference id, PDN Connection information used for verification (by SCEF) and/or Rx association under existing mechanism.
The request message will be verified by SCEF using existing mechanism as defined in TS 23.682.
Step 2: the PCRF initiates the session modification procedure to install the filter for encrypted traffic detection, whereas the Core Network does not need to interact with RAN for QoS flow/bearer establishment.
Step 3: The encrypted traffic detection is performed using the installed filter. Given that the HTTPS connection may be released soon and then re-established again in a short time, more HTTPS handshakes for the application may be established corresponding to the same filter and OTT does not need to ask for new AAR message (step-2) as long as the valid timer in step-1 does not expires.
Step 4-5: [Optional] The OTT Server may ask to release the traffic filters. Otherwise, the filters will be removed when the valid time expires. 
6.X.3
Impact on existing entities and interfaces
Editor's Note: Impacts on existing nodes or functionality will be added.
The impact here is to introduce a valid timer in Rx trigger message and Core network needs to identify and apply the valid timer to keeping the installed filter for a certain time.

NOTE: There is no need for cooperation with other WGs and other SDOs. It mostly reuses the existing mechanism without introduce any complicated methods. 
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