Page 1



3GPP TSG-SA WG2 Meeting #127 
S2-173175
Sanya, China, 16 – 20 April 2018
	CR-Form-v11.2

	CHANGE REQUEST

	

	
	23.501
	CR
	0211
	rev
	-
	Current version:
	15.1.0
	

	

	For HELP on using this form: comprehensive instructions can be found at 
http://www.3gpp.org/Change-Requests.

	


	Proposed change affects:
	UICC apps
	
	ME
	X
	Radio Access Network
	X
	Core Network
	X


	

	Title:

	Corrections for handling UP security policy when interworking with EPC

	
	

	Source to WG:
	Ericsson, Qualcomm Incorporated, Nokia, Nokia Shanghai Bell

	Source to TSG:
	SA2

	
	

	Work item code:
	5GS_ph1
	
	Date:
	2018-04-10

	
	
	
	
	

	Category:
	F
	
	Release:
	Rel-15

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)

Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
Rel-8
(Release 8)
Rel-9
(Release 9)
Rel-10
(Release 10)
Rel-11
(Release 11)
Rel-12
(Release 12)
Rel-13
(Release 13)
Rel-14
(Release 14)
Rel-15
(Release 15)
Rel-16
(Release 16)

	
	

	Reason for change:
	At last meeting text was added describing how UP security policy is supported in 5GS. Some text was also added clarifying restrictions for interworking with EPS, i.e. when UP integrity protection is required in 5GS the PDU Session cannot be handed over to EPS where UP integrty protection is not supported. However the text added was general and vague and can be understood as also limiting handover to EPS for the case when only ciphering is required. However in that case handover to EPS should be allowed since UP ciphering in EPS is always activated.

	
	

	Summary of change:
	Correct IWK scenarios to state that HO to EPS is not done in case integrity protection in 5G is required. 

	
	

	Consequences if not approved:
	Incorrect restrictions for interworking

	
	

	Clauses affected:
	5.10.3

	
	

	
	Y
	N
	
	

	Other specs
	
	X
	 Other core specifications

	TS/TR ... CR ... 

	affected:
	
	X
	 Test specifications
	TS/TR ... CR ... 

	(show related CRs)
	
	X
	 O&M Specifications
	TS/TR ... CR ... 

	
	

	Other comments:
	


5.10.3
PDU Session User Plane Security

The User Plane Security Enforcement information provides the NG-RAN with User Plane security policies for a PDU session. It indicates:

-
whether UP integrity protection is:

-
Required: for all the traffic on the PDU Session UP integrity protection shall apply.
-
Preferred: for all the traffic on the PDU Session UP integrity protection should apply.
-
Not Needed: UP integrity protection shall not apply on the PDU Session.
-
whether UP confidentiality protection is:

-
Required: for all the traffic on the PDU Session UP confidentiality protection shall apply.
-
Preferred: for all the traffic on the PDU Session UP confidentiality protection should apply.
-
Not Needed: UP confidentiality shall not apply on the PDU Session.
User Plane Security Enforcement information applies only over 3GPP access. 

The SMF determines at PDU session establishment a User Plane Security Enforcement information for the user plane of a PDU session based on:

-
subscribed User Plane Security Policy which is part of SM subscription information received from UDM; and

-
User Plane Security Policy locally configured per (DNN, S-NSSAI) in the SMF that is used when the UDM does not provide User Plane Security Policy information.

The User Plane Security Policy provide the same level of information than User Plane Security Enforcement information.

User Plane Security Policy from UDM takes precedence over locally configured User Plane Security Policy.

Once determined at the establishment of the PDU Session the UP Secuirty Enforcement applies for the lifetime of the PDU Session.

The User Plane Security Enforcement information is communicated from SMF to the NG-RAN for enforcement as part of PDU session related information. This takes place at establishment of a PDU Session or at activation of the user plane of a PDU Session. The NG-RAN rejects the establishment of UP resources for the PDU Session when it cannot fulfil User Plane Security Enforcement information with a value of Required. In this case the SMF releases the PDU Session. The NG-RAN notifies the SMF when it cannot fulfil a User Plane Security Enforcement with a value of Preferred.

NOTE:
For example, the NG-RAN cannot fulfill requirements in User Plane Security Enforcement information when it cannot negotiate UP integrity protection with the UE.

User Plane Security Enforcement information is communicated from source to target NG-RAN node at handover. If the target RAN node cannot support requirements in User Plane Security Enforcement information, the target RAN node rejects the request to setup resources for the PDU Session. In this case the PDU Session is not handed over to the target RAN node and the PDU Session is released.

PDU Sessions with the User Plane Security Enforcement set to Required for UP integrity protection are not handed over to EPS:
-
In case the User Plane Security Enforcement for UP integrity protection is set to Required, the SMF provides an indication to the UE that handover of the PDU Session to LTE access in EPS is not allowed. In the case of mobility without N26 to EPS, the UE shall not request hand-over of the PDU Session to EPS if this indication is set. 
-
In the case of mobility with N26 to EPS, the source NG-RAN ensures that a PDU Session with User Plane Security Enforcement set to Required for UP integrity protection is not handed-over to EPS.

