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1. Proposal
The text below proposes some changes and corrections to Solution #4.
* * * Start of Changes * * * 

6.4
Solution #4: Support of Trusted Non-3GPP Access

6.4.1
General Concepts

A Trusted Non-3GPP Access Network (TNAN) is considered an access network that:

(a) Employs an access technology not specified by 3GPP (e.g. WLAN);

(b) Can connect to 5GC by exposing north-bound interfaces compliant with N2/N3; and

(c) Is deployed and managed either (a) by a 5G mobile operator or (b) by a third-party who is trusted by the 5G mobile operator. How trust is established between a third-party and a 5G mobile operator is not considered in this document.


From a functional point of view, a TNAN is composed of two types of network functions (see Figure 6.4.1-1):

(i)
A Trusted Non-3GPP Access Point (TNAP): The TNAP enables UEs to access the TNAN by using a non-3GPP wireless or wired access technology. In case of an IEEE 802.11 WLAN, the TNAP corresponds to a WLAN access point. A TNAP terminates the UE's IEEE 802.11 link defined in IEEE Std. 802.11-2012.

(ii)
A Trusted Non-3GPP Gateway Function (TNGF): The TNGF exposes the N2/N3 interfaces and enables the UE to connect to 5GC over a non-3GPP access technology. The TNGF is functionally split into a control-plane function, referred to as TNGF-CP, and to a user-plane function, referred to as TNGF-UP. The interface between these functions is not defined.
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Figure 6.4.1-1: Network functions in a TNAN

Physical TNAN deployments may contain multiple TNAP instances and multiple TNGF instances, as shown in the figure below. Each TNAP connects to one or multiple TNGFs but the details of this connection are outside the scope of 3GPP. Each TNGF exposes N2/N3 interfaces that enable connection with 5GC. Also, a TNGF may support a Tn interface for communication with other TNGFs. Such communication enables direct inter-TNGF mobility. Inter-TNGF mobility may also be supported via 5GC by using the N2/N3 interfaces.
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Figure 6.4.1-2: A TNAN with multiple TNAP and TNGF instances

6.4.2
Reference Architecture

The architecture diagrams in this clause are based on the architecture diagrams in TS 23.501 [2] and show the main network functions required to support trusted non-3GPP access networks in 5GS. Other network functions are not shown for simplicity.
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Figure 6.4.2-1: Non-roaming and LBO Roaming Architecture for TNAN
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Figure 6.4.2-2: Home-routed Roaming Architecture for TNAN
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Figure 6.4.2-3: Roaming Architecture – different PLMNs for TNAN and 3GPP access

6.4.2.1
Network Functions
Trusted Non-3GPP Access Point (TNAP): This is the function that provides UE-access to the TNAN. For instance, it can be a WLAN access point, an Ethernet switch, etc. This function is outside the scope of 3GPP but it is shown in the figures for completeness.
Trusted Non-3GPP Gateway Function (TNGF): This is the gateway function that enables connectivity with 5GC. The TNGF supports the following functions:

-
Terminates the N2 and N3 interfaces (at the TNGF-CP and at the TNGF-UP respectively).

-
Terminates the EAP-5G signalling and behaves as authenticator when the UE attempts to register to 5GC via the TNAN (see the registration flow below).

-
Implements the AMF selection procedures specified in TS 23.501 [2].

-
Transparently relays NAS messages between the UE and the AMF.

-
Handles SM signalling with SMF (relayed by AMF) for supporting PDU sessions and QoS.

-
Transparently relays PDU data units between the UE and a UPF in 5GC.

-
Implements a local mobility anchor within the TNAN.

-
Supports inter-TNAN mobility by using signalling over the Tn interface.

6.4.2.2
Reference Points

The following new reference points are introduced:

Yt
A reference point between the UE and the TNAN that depends on technology applied by the TNAN and is outside the scope of 3GPP. In case the TNAN is a WLAN, the Yt reference point transports IEEE 802.11 messages.

NWt
A reference point between the UE and the TNGF. This reference point implements two interfaces: A control-plane interface referred to as NWt-cp, which terminates at the TNGF-CP, and a user-plane interface referred to as NWt-up, which terminates at the TNGF-UP. The NWt-cp interface is used to transfer NAS signalling. The TNGF transparently relays NAS messages between an NWt-cp interface and the associated N2 connection. The NWt-up interface is used to transfer user-plane PDU data between the UE and the TNGF. The TNGF transparently relays PDU data between an NWt-up interface and the associated N3 connection.

Tn
A reference point between two TNGFs, which is used to facilitate UE mobility between different TNGFs. The interface used on this reference point is in the scope of 3GPP.

N2
The N2 reference point specified in TS 23.501 [2] with possible additions.
N3
The N2 reference point specified in TS 23.501 [2] with possible additions.
Editor's note: It has to be studied if additions/enhancements to N2/N3 reference points are needed.

Editor's note: It is FFS if there is need for an interface between the TNGF and the NG-RAN. Such interface may be used is to enable mobility between a TNAN and NG-RAN.

Editor's note: The details of the interface used on the Tn reference point are FFS.

6.4.3
Procedures

6.4.3.1
TNAN Selection

When a UE wants to register to 5GC via a TNAN, the UE discovers all non-3GPP access networks available at its present location and determines which of these access networks are TNANs (as defined in clause 6.4.1). The UE determines also the 5G PLMN(s) that interwork with each TNAN.

If available, the UE shall use its Access Network Discovery and Selection Policy (see ANDSP in TS 23.503 [8]) to select a TNAN out of the available TNANs.

Editor's note: How the UE determines which access networks are TNANs and which 5G PLMNs interwork with each TNAN is left FFS. In case of WLAN access, the UE could use WLAN provided information, ANQP or other pre-association method for such determination. The UE could also use the ANDSP rules to determine which non-3GPP access networks are trusted.

6.4.3.2
EAP Method Selection

A TNAN may be deployed to support (a) only UEs that want to connect to 5GC, or (b) both UEs that want to connect to 5GC and UEs that use the TNAN for other purposes, e.g. to access the Internet, to connect to EPC, etc. For example, a trusted WLAN may use a single SSID to serve UEs that connect to 5GC and other UEs that do not connect to 5GC. In this case, the TNAN supports different categories of UEs and it needs to select a different EAP method for authenticating the different UE categories. Specifically:

-
For the UEs that want to connect to 5GC via the TNAN and can use NAS signalling, the EAP-5G method should be selected, which enables the transport of NAS signalling between the UE and the 5GC during Registration and Service Request. This method is specified in TS 23.502 [3] for untrusted non-3GPP access and is further specified in the next clause for trusted non-3GPP access.

-
For the UEs that do not want to connect to 5GC via the TNAN, or want to connect to 5GC but cannot support NAS signalling over TNAN, any other EAP method should be selected, e.g. EAP-AKA, EAP-TLS, etc. How these UEs are authenticated and how they operate within the TNAN is outside the scope of this document.

For a TNAN to determine which UEs attempt to access the TNAN in order to connect to 5GC with NAS signalling, the following principle is used:

-
UEs that attempt to access the TNAN in order to connect to 5GC with NAS signalling shall provide a special NAI in the EAP-Request/Identity message. This special NAI triggers the TNAN to select the EAP-5G method for authentication towards the 5GC.

Note that many EAP methods use of a 'special username' in NAI to facilitate EAP method selection. For example, a UE that wants to use EAP-AKA' provides a username = 6<IMSI>; see TS 23.003 [xa].

Editor's note: The format of the special NAI in the EAP-Request/Identity message is FFS.

6.4.3.3
5GC Registration and TNAN Access Authentication

The UE registers to 5GC and, at the same time, it authenticates with the TNAN by using the EAP-based procedure shown in the figure below. This procedure is essentially the same with the registration procedure for untrusted non-3GPP access in TS 23.502 [3], clause 4.12.2.2. The link between the UE and the TNAN can be any data link (L2) that supports EAP encapsulation, e.g. PPP, PANA (RFC 5191), Ethernet, IEEE 802.3, IEEE 802.11, etc. The interface between the TNAP and TNGF-CP is assumed an AAA interface.
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Figure 6.4.3.3-1: 5GC Registration and TNAN access authentication

1.
A layer-2 connection is established between the UE and the TNAP. In case of IEEE 802.11 this step corresponds to an 802.11 Association. In case of PPP, this step corresponds to a PPP LCP negotiation. In other types of non-3GPP access (e.g. Ethernet), this step may not be required.

2-3. An EAP authentication procedure is initiated. EAP messages are encapsulated into layer-2 packets, e.g. into Ethernet-over-LAN packets, into PPP packets, etc. The UE provides a special NAI that triggers the TNAP to send an AAA request to a TNGF-CP, which operates as an AAA proxy. Between the TNAP and TNGF-CP the EAP packets are encapsulated into AAA messages.

4-10. An EAP-5G procedure is executed as specified in TS 23.402, clause 4.12.2.2. However, in this case, a TNGF key (instead of an N3IWF key) is created in the UE and in the AMF after the successful authentication. The TNGF key is transferred from the AMF to TNGF-CP in step 10a (within the N2 Initial Context Setup Request) and then from TNGF-CP to TNAP in step 10b (within an AAA message). In step 9b the UE receives the "TNGF Contact Info" which includes (a) the IP Address of TNGF to which NAS signalling should be sent and (b) optionally more information that may be used for NAS signalling transport (e.g. a UDP port number, if NAS signalling is transferred over UDP).

If, in step 4, the UE does not receive an EAP-Request/5G-Start packet, then the UE determines that the non-3GPP access network does not support registration to 5GC. Then, it is up to the UE implementation to continue or stop the access authentication procedure.

11.
The common TNGF key is used by the UE and TNAP to derive a security key specific to the applied non-3GPP technology and to establish a security association and protect all subsequent traffic. In case of IEEE 802.11, the TNGF key is used to derive an 802.11 Pairwise Master Key (PMK) and a 4-way handshake is executed (see IEEE 802.11-2012) which establishes a security context between the WLAN AP and the UE that is used to protect unicast and multicast traffic over the air. 
12.
The UE receives IP configuration from the TNAN, e.g. with DHCP.

13.
At this point, the UE has successfully connected to the TNAN and has obtained IP configuration. The UE uses one of the options defined in clause 6.4.3.4.1 to establish an NWt-cp connection, i.e. a connection with the TNGF for transporting NAS signalling. 
14.
After the NWt-cp connection is successfully established, the TNGF responds to AMF with an N2 Initial Context Setup Response message.

15.
Finally, the NAS Registration Accept message is sent by the AMF and is forwarded to UE via the established NWt-cp connection. Now the UE can use the TNAN (a) to transfer non-seamless offload traffic and (b) to establish one or more PDU sessions. 
How the NWt-cp connection is established between the UE and TNGF for NAS transport (in step 13) and how PDU sessions are established after the completion of the above procedure, are in discussed in the next clause.
6.4.3.4
NAS transport and User-Plane Aspects

6.4.3.4.1
General

This clause specifies (a) how NAS messages are transported between the UE and TNGF-CP and (b) how user-plane (UP) data is transported between the UE and TNGF-UP.

For creating connections between the UE and TNGF for NAS transport and UP data transport, a certain protocol is required on the NWt reference point. This is schematically shown if the figure below. Note that non-seamless offload traffic (i.e. UP traffic carried outside of a PDU session) does not need to be tunnelled to the TNGF.
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Figure 6.4.3.4.1-1: NWt connections for NAS transport and UP data transport

Various mechanisms can be applied to establish connections for NAS transport and UP data transport. The following options are considered below. These options should be evaluated and the best option should be selected.

-
Option 1: IKEv2 and IPsec with NULL encryption

-
Option 2: NWt protocol between the UE and TNGF

Editor's note: More options may be considered and evaluated.

Several existing tunnelling protocols could be used between the UE and TNGF, including L2TP, PPTP, etc., but none of these protocols is sufficient to meet the requirements of trusted non-3GPP access operation and specifically the mobility requirements.

6.4.3.4.2
Option 1: IKEv2 and IPsec with NULL Encryption

In this option, the IKEv2 protocol (specified in RFC 7296) is used as a signalling protocol between the UE and TNGF. IKEv2 is used to establish (a) an IPsec SA for NAS transport between the UE and TNGF and (b) one or more IPsec child SAs for user-plane data transport. However, since encryption is applied between the UE and TNAP by using layer-2 mechanisms (e.g. IEEE 802.11 security), the IPsec SAs established between the UE and TNGF do not need to perform encryption. The UE and TNFG can negotiate NULL encryption during IPsec SA setup, as specified in RFC 2410.

What kind of security protection is needed for the IPsec SAs should be evaluated by SA3. The assumption here is that there is no need for IPsec encryption on top of the layer-2 encryption. However, integrity protection may still be applied.

The main advantage of using IKEv2/IPsec is that it makes the solution for trusted non-3GPP access almost identical with the solution for untrusted non-3GPP access specified in TS 23.501 [2] and TS 23.502 [3]. Thus, the UE can use the same protocols and procedures for both trusted and untrusted non-3GPP access and the TNGF can become very similar to N3IWF.

The UE starts the establishment of the first IPsec SA with the TNGF as shown in the figure below. The TNGF shown comprises both the TNGF-CP and the TNGF-UP.
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Figure 6.4.3.4.2-1: Using IPsec for NAS transport and UP data transport

13.
The UE initiates an IKE_INIT exchange with the TNGF. The UE has received the IP address of TNGF during the EAP-5G signalling, as shown in Figure 6.4.3.3-1. Subsequently, the UE initiates an IKE_AUTH exchange and provides its SUPI or 5G-GUTI identity. The common TNGF key is used for mutual authentication. NULL encryption is negotiated as specified in RFC2410. After step 13b, an IPsec SA is established between the UE and TNGF and it is used to transfer all subsequent NAS messages. This IPsec SA does not apply encryption but may apply integrity protection. SA3 should define what kind of protection is required for NAS transport between the UE and TNGF. After the IPsec SA is established, the 5GC Registration is completed by sending a NAS Registration Accept from the AMF to UE.
14-15. Same steps as in Figure 6.4.3.3-1.
20-24. The UE initiates a PDU session establishment. This is carried out exactly as specified in TS 23.502 [3], clause 4.12.5 (UE initiated PDU session establishment). The TNGF may establish one or more IPsec child SAs per PDU session. If supported by the TNAN technology, QoS resources may be reserved in the TNAN based on the QoS Profile(s) and the QFI(s) included in step 21.

25. Similarly with the solution for untrusted non-3GPP access, the PDU session data is encapsulated into GRE and then into ESP/IP (UDP may also be used for NAT traversal).

The figure below shows the user-plane protocol stacks for an example scenario where the UE has established two PDU sessions and the TNGF has established one IPsec child SA per PDU session (although it can establish more child SAs per PDU session). The figure shows how user data is transferred in the uplink direction but a similar process applies also to the downlink direction. However, in the downlink direction the GRE header includes, not only the QFI, but also the RQI (Reflective QoS Indication).
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Figure 6.4.3.4.2-2: User-plane protocol stacks

Editor's note: Other aspects of the solution, such as mobility within TNAN and between TNAN and 3GPP access, are left FFS.

6.4.3.4.3
Option 2: NWt protocol between UE and TNGF

In this option, a new signalling protocol is employed between the UE and TNGF-CP, called NWt protocol. This protocol is specified by 3GPP to fulfil the specific requirements of trusted non-3GPP access. The NWt protocol runs on top of IP and can use UDP, TCP, or other transport. It is used to establish (a) an NWt-cp connection between the UE and TNGF-CP for NAS transport and (b) one or more NWt-up connections between the UE and TNGF-UP for user-plane data transport.

The NWt protocol is also used to facilitate mobility, e.g. to transfer the NWt-cp and the NWt-up connections to a new TNGF or to a new IP address of the UE.
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Figure 6.4.3.4.3-1: Control-plane protocol stacks

The following figure illustrates when the NWt-cp connection is created (see step 13) and when the NWt-up connections are created during the establishment of a PDU session (see step 22). For each PDU session, the TNGF-CP may decide to setup one or multiple NWt-up connections.
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Figure 6.4.3.4.3-2: Using the NWt protocol for NAS transport and setup of UP connections

Editor's note: Further details of the NWt solution are FFS. It is FFS also if a new encapsulation scheme is needed on the user-plane or if an existing encapsulation scheme (e.g. GRE) would be sufficient.

* * * End of Changes * * * 
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