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Abstract of the contribution: This paper proposes to clarify trust model variants and architecture assumption.
1. Discussion
This paper proposes to analyse the feasible trust models for ENTRADE solutions. According to the location of the ETIF (encrypted traffic information function) peers, there are three models for building trust between ETIF peers. Through the authentication procedure between ETIF peers, the information exchange in between can be trusted and regarded as secure. 
Figure X.1 shows three trust models, in which the boundary of the trust domain is indicated as black dash line. The solid red line represents the trusted channel between ETIF peers. 
· Model-A: The ETIF peers are located across trust domain boundary, in which one ETIF is at UE side, and another ETIF is at DN. The ETIF peers can exchange information via user plane. To build trust between two ETIF peers, this model does not require agreements between AF and MNO. 
· Model-B: The ETIF peers are located across trust domain boundary, in which one ETIF is at 3GPP core network, and another ETIF is at AF. The ETIF peers can exchange information via the control plane. To build trust between two ETIF peers, this model requires agreements between AF and MNO. 
· Model-C: The ETIF peers are located inside of trust domain, in which one ETIF is at UE side, and another ETIF is at 3GPP core network. The ETIF peers can exchange information via control plane using NAS/N1 signaling. To build trust between two ETIF peers, this model does not require agreements between AF and MNO. 
Observation#1: For ETIF peers inside the trust domain 3GPP based primary authentication procedure gurantees secure information exchanges between the UE and the network entities/functions..  No secondary authentication mechanism is required to establish secure communication. Model-C is the example.. 
Observation#2: If the ETIF peers are across the trust domain boundary, the solution requires authentication mechanism for building the trust relationship by ensuring the authenticity of the ETIF peers. Model-A and Model-B are the examples. 
Further, as shown in Figure X.1, depending on the solutions, the NFs in the 3GPP network enforcing encrypted traffic detection, representing as the red dash line in user plane between UE and the DN, based on received the encrypted traffic information from ETIF in trust domain as shown in solid black line.
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Figure 1: Trust models between ETDF peers
2. Proposal
It is proposed to agree the following updates into TS 23.787.
* * * First change * * * *

4
Architectural Assumptions

Editor's note:
This clause will define the underlying architectural assumptions for architecture enhancements of EPS and 5G System to support encrypted traffic detection and verification.
The following architectural assumptions apply:

-
solutions shall be able to detect encrypted traffic that includes IPv4, IPv6, and non-IP.

-  
solutions shall be able to ensure authenticity between encrypted traffic detection function (ETIF) peers according to three trust models described in Annex-X.

* * * 2nd change * * * *

Annex-X: Trust Model for Security
The encrypted traffic information function (ETIF) is assumed responsible for provisioning authenticity secure information related to encrypted traffic. According to the location of the ETIF peers, to ensuring authenticity of the ETIF peers, there are three models for building trust between ETIF peers. Through the authentication procedure between ETIF peers, the information exchange in between can be trusted and regarded as authenticity secure.
Figure X.1 shows three trust models, in which the boundary of the trust domain is indicated as black dash line. The solid red line represents the trusted channel between ETIF peers. 

· Model-A: The ETIF peers are located across trust domain boundary, in which one ETIF is at UE side, and another ETIF is at DN. The ETIF peers can exchange information via user plane. To build trust between two ETIF peers, this model does not require agreements between AF and MNO. 

· Model-B: The ETIF peers are located across trust domain boundary, in which one ETIF is at 3GPP core network, and another ETIF is at AF. The ETIF peers can exchange information via the control plane. To build trust between two ETIF peers, this model requires agreements between AF and MNO. 

· Model-C: The ETIF peers are located inside of trust domain, in which one ETIF is at UE side, and another ETIF is at 3GPP core network. The ETIF peers can exchange information via control plane using NAS/N1 signalling. To build trust between two ETIF peers, this model does not require agreements between AF and MNO. 
· 
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Figure X: Trust models between ETIF peers

Within the trust domain, after performing 3GPP based primary authentication procedure, the information exchanges between the UE and the network entities/functions are considered as secure. That is, no additional authentication mechanism is required. Model-C is the example.
If the ETIF peers are across the trust domain boundary, the solution requires authentication mechanism for building the trust relationship by ensuring authenticity of the ETIF peers. Model-A and Model-B are the examples.

Further, as shown in Figure X.1, depending on the solutions, the NFs in the 3GPP network enforce encrypted traffic detection, representing as the red dash line in user plane between UE and the DN, based on received encrypted traffic information from ETIF in trust domain as shown in black solid line.

* * * End of change * * * *
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