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Abstract of the contribution: Update the solution to clarify certain aspects and remove editor’s notes 
Background
Updates to the functional description

Clarify that the RAN detection method of the Data PDU message could be based on an indicator in the RRC message, but it is up to RAN WG2 to decide. Remove related editor’s note.

Removed the editor’s note related to UE context storing, see update to the PDU session establishment clause.

Clarify that it is SA3 responsibility to select and specify the security solution related to the proxy function if this solution is selected.

Updates to the PDU Session Establishment

Editor’s notes in clause 6.6.4.2, PDU Session Establishment in step 2
1) The NGAP message type is discussed in the paragraph and an editor’s note that say “The exact NGAP messages to be used for this procedure are expected to be discussed with RAN WG3”. In TS 23.502 the more general approach is used by calling this message “N2 request” which leaves it open to stage 3 to specify the exact N2 message. The same approach is adopted and the editor’s note can be removed.

2) Whether the RAN node stores the UE context or not is clarified and the editor’s note is removed 

In previous revision of the procedure, the steps when the RAN updates the SMF about the RAN N3 tunnel information was missing. Therefore a step 4 was added to complete the User Plane session establishment procedure. 

Updates to MO and MT data transport

In both clause there was an editor’s note related to how the N3 tunnel was established. It has been clarified that the assumption for this solution is that the RAN node can resume the N3 tunnel based on the ResumeID provided by the UE in the RRC request message. 
Proposal

It is proposed to include the following updates to solution 6 in TR 23.724

* * * Start of change * * * 

6.6
Solution 6: Small Data Communication based on Data PDU routed over the User Plane.

6.6.1
Introduction
6.6.1.1
General

This solution applies to Key issue 1 and Key issue 2. The main idea of the solution is to provide a simple migration for the 5G-IoT UE implementation building on the CP CIoT optimization and at the same time keep the user data separated from the Control Plane within the Core Network.

To overcome the drawback of routing user data via the Core Networks control plane function(s) AMF and SMF, a new proxy function is introduced that includes the functionality needed for handling of the user data in a Data PDU sent over Uu using Signalling Radio Bearer.
NOTE 1:
This solution does not address congestion issues related to the usage of Signalling Radio Bearers in RAN when an IoT device uses e.g. NB-IoT RAT and 5G CP CIoT optimization.

NOTE 2:
It is assumed that if this solution is selected for 5GS, then the UE will detect the 5G PLMN and support for small data communication by decoding the System Information Broadcasted in e.g. MIB-NB, SIB1-NB.

Editor's note:
Support of API(s) for infrequent small data transmission and capability exposure to AF is FFS.

6.6.1.2
Architecture reference models
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Figure 6.6.1.2-1: Architecture for small data delivery via UPF to DN

6.6.2
Functional Description

The following principles apply:

-
Small data using encapsulated Data PDU:
-
Small data is exchanged between the UE and the Proxy function using encapsulated Data PDU in both uplink and downlink direction.

-
The proxy function could be implemented either in the RAN node or in the UPF anchor.

Editor's note:
It is FFS where the proxy function shall be located. Roaming aspects must be considered when deciding on the final location.
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Figure 6.6.2-1: Alternative options for the location of the proxy function
-
RAN detects the message type is of Data PDU type. RAN forwards the Data PDU to the proxy function either locally in the RAN node or in the UPF.
NOTE: The detection that the message type is of Data PDU type could be based on an indicator in the RRC message. Details to be decided by RAN WG2.

-
The proxy function extracts or encapsulates the user data from/in the Data PDU. This includes e.g. the security operations and header compression.

-
Depending on the location of the proxy function, the proxy function forwards/receives the user data over the UPF to/from the PDU session anchor point.

-
PDU Session Establishment:
-
The PDU session establishment reuse the procedure in TS 23.502 [7] clause 4.3.2.2.1 with the difference that the RAN node will be configured with security parameters to be stored in the UE context and that RAN may keep the UE context after the UE enters RRC_IDLE.


-
Supported PDU session types:
-
Small data transfer supports IP and unstructured data.
-
Integrity protection, ciphering and header compression:
-
Integrity protection and ciphering for small data are performed by a proxy function (Similar to existing NAS PDU integrity protection and ciphering functionality may be re-used in the proxy function).

Editor's note:
Detailed security solution for the proxy function is FFS and shall be selected and specified by SA WG3. Example of a possible solution could be to use the same NAS key but different packet counters for the different "flows", meaning that NAS signalling terminating in the AMF would have it's own packet counters and the user data packets terminating in the proxy will have it's own packet counters. Another possible solution could be to generate new key and packet counters for the User data communication between the UE and the proxy function.

-
UE and proxy function may perform header compression for IP data.
Editor's note:
Support of for infrequent small data transmission, NIDD, via NEF is FFS.

6.6.3
Support of EPC interworking
The UE supports EPC interworking by supporting both EPC NAS and 5G NAS plus the support for small data over NAS in both 4GS and 5GS. From a UE perspective the solution can be almost identical, only difference may be in the 5G solution where the UE might need to mark the Data PDU.

6.6.4
Procedures

6.6.4.1
General
Compared to EPC, 5GC requires that the UE first performs registration and then PDU Session Establishment for setting up all required PDU sessions. Before any procedures below, it is assumed that a successful registration procedure has been performed that included the UE's Preferred Network Behaviour information.

The procedures below are based on that the NAS proxy function is located in the RAN node.

Editor's note:
The location of the proxy function is not required to be in the RAN node. But to be able to show possible procedures, the RAN location was selected as an example location. Once the location is selected and agreed the procedures below might require some updates.

6.6.4.2
PDU Session Establishment
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Figure 6.6.4.2-1: PDU Session Establishment enabling Data over UPF

1.
The UE sends a PDU session establishment request message that includes e.g. PDU session ID, PDU type, DNN and S-NSSAI. Based on e.g. the Preferred Network Behaviour and S-NSSAI the AMF selects an SMF and invokes the Nsmf_PDUSession_CreateSMContext request to trigger the PDU session establishment.

2.
Steps 2-12 are executed according to TS 23.502 [7] clause 4.3.2.2.1 with the following changes:
-
The AMF includes required security parameters for the proxy function located in the RAN node in the N2 Request. 
-
The RAN node may decide to keep the UE context including e.g. the security parameters after the UE enters RRC_IDLE. If the RAN node decides to store the UE context, the RAN node will provide the UE with a ResumeID during the RRC Connection Release.


3.
The AMF forwards the PDU session establishment accept message to the UE.
4.
Steps 14-16 are executed according to TS 23.502 [7] clause 4.3.2.2.1
6.6.4.3
Mobile Originated Data Transport
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Figure 6.6.4.3-1: Mobile Originated Data Transport
0.
The UE is in CM-IDLE.

1.
The UE establishes an RRC connection and sends an integrity protected Data PDU as part of this. The Data PDU carries encrypted uplink data as payload and the corresponding PDU session ID.

The UE includes information needed by the RAN node to access the UE's stored context. The RAN node resumes the N3 tunnel.
NOTE: The Resume procedure is not specified in 5GC, but can be similar to legacy procedures in EPC, see TS 23.401 clause 5.3.5A
2.
[Conditional] If the RAN does not have the context of the UE and corresponding PDU Session.

2a.
The RAN sends a PDU Session Resource Modify Indication (PDU Session ID) to the AMF to get the PDU session information.

2b.
The AMF forwards the N2 message IE to the corresponding SMF using Nsmf_PDU_UpdateSMContext Request.

2c.
The SMF sends a N4 Session Modification Request to the UPF

2d.
The UPF sends a N4 Session Modification Response to the SMF

2e.
The SMF invokes Nsmf_PDUSession_UpdateSMContext Response to the AMF

2f.
The AMF sends a PDU Session Resource Modify Confirm including all SM information for the PDU session to RAN.

Editor's note:
To make the procedure complete the NGAP message PDU Session Resource Modify was used. The exact NGAP messages to be used for this procedure are expected to be decided by RAN WG3.


3.
The RAN forwards the Data PDU to the proxy function located within the RAN node. The proxy function checks the integrity of the incoming Data PDU and decrypts the data in the payload and decompresses the IP header if header compression was applied in the UE on the IP data.

4.
The RAN forwards the data to the UPF. The UPF forwards the data to the DN. In case of unstructured data, tunneling may be applied according to clause 5.6.10.3 of TS 23.501 [5].

5.
[Conditional] The UPF forwards available downlink data to the RAN node,

6.
[Conditional] The proxy function in the RAN node compresses the header if header compression applies to the PDU session and encapsulates the downlink data as payload in a transport message. The proxy function creates a DL Data PDU transport message and applies cipher and integrity protection.

7.
[Conditional] RAN delivers the Data PDU over RRC to the UE.

8.
Based RAN specified inactivity conditions, the RAN releases the UE's RRC connection and corresponding CN connections according to AN release procedure in TS 23.502 [7], clause 4.2.6. If the RAN node decides to store the UE context, the RAN node will provide the UE with a ResumeID during the RRC Connection Release.
6.6.4.4
Mobile Terminated Data Transport
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Figure 6.6.4.4-1: Mobile Terminated Data Transport

0.
The UPF receives downlink data for a PDU Session.
1.
Network Triggered Service request according to TS 23.502 [7] clause 4.2.3.3 step 2-6 is performed. The UE responds on the page with a Control Plane Service Request NAS message which will not trigger any DRB establishment. The UE includes information needed by the RAN node to access the UE's stored context. The RAN node resumes the N3 tunnel.

NOTE: The Resume procedure is not specified in 5GC, but can be similar to legacy procedures in EPC, see TS 23.401 clause 5.3.5A

2.
The UPF forwards available downlink data to the RAN node.
3.
The proxy function in the RAN node compresses the header if header compression applies to the PDU session and encapsulates the downlink data as payload in a transport message. The proxy function creates a DL transport Data PDU message and apply cipher and integrity protection.

4.
RAN delivers the Data PDU over RRC to the UE.

5.
[Conditional] The UE sends an integrity protected Data PDU in an uplink RRC message. The Data PDU carries encrypted uplink data as payload and corresponding PDU session ID.

6.
[Conditional] The RAN forwards the Data PDU to the proxy function located within the RAN node. The proxy function checks the integrity of the incoming Data PDU and decrypts the data in the payload and decompresses the IP header if header compression was applied in the UE on the IP data.

7.
[Conditional] The RAN forwards the data to the UPF. The UPF forwards the data to the DN. In case of unstructured data, tunneling may be applied according to clause 5.6.10.3 of TS 23.501 [5].
8.
Based RAN specified inactivity conditions, the RAN releases the UE's RRC connection and corresponding CN connections according to AN release procedure in TS 23.502 [7], clause 4.2.6. If the RAN node decides to store the UE context, the RAN node will provide the UE with a ResumeID during the RRC Connection Release.
6.6.5
Impacts on existing entities and interfaces

Editor's note:
This clause describes impacts to existing entities and interfaces.

6.6.6
Evaluation

Editor's note:
This clause provides an evaluation of the solution.

* * * End of changes * * * *
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