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Abstract: this contribution proposes to resolve the issues for using PSI usage.
Discussion

The PSI has been introduced in last meeting. However there are some issues to be further resolved or clarified
Issue-1: Mapping relation between PSI list and User id 

It is unclear how to distribute PSIs to different UE. As the figure-1 shows, there are two alternatives for the mapping relation between user id and PSI. 

For 1a, each user has its own PSI list where all the PSIs can only be used by the user id. In this case, the PSI has to include user id also to identify which user it belongs to. It does not need to consider differentiating the PSIs per PLMN with this mapping relation since the user id has done that.
For 1b, Each user has its own PSI list, where each PSI can be shared by one or more users. It needs to consider differentiating which PLMN the PSI belongs.
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Figure-1a: one PSI can be used only by one user id
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Figure-1b: one PSI can be shared by multiple user ids

Figure-1: the alternative mapping between User-id and PSI list
A comparison is shown in chart-1, it seems the ab is better.
	Mapping relation
	Form
	Pros
	Cons

	1a
	PSI = User id + Unique id
	Can be more flexible than 1b (it can have a large number of PSIs)
	User id needs to be added in the PSI.

	1b
	PSI = PLMN id + Unique id
	Do not need to add user id in PSI 

PSI can be shared by multiple users
	The number of PSI is limited


Proposal-1: it is proposed to use 1b that PSI list is defined per user and also the each PSI can be shared by multiple users. 
Moreover, since the PSI list is defined per user, it is probably when the USIM is changed, all the UE policies needs to be updated.
Proposal-2: when USIM is changed, it is not needed for UE to report PSI list in initial registration request because all the UE policies need to be updated.
Issue-2: problems incurred by clear-text message (initial registration request) for transferring PSI information
As firegure-2 shows, due to the initial registration request is a clear text, the initial message can be modified by an attacker so as to make PCF acquire the wrong information. 

[image: image3.emf]UE-1

PCF

AMF

UDR

List (PSI 1

，

2

，

3) 

List (PSI 1'

，

2'

，

3')

PSI list is transferred in

container via AMF

UE-2 

(Attack)

PSI is modified

Intercepted by UE-2


Figure-2: attacker may intercept and modify the PSI list in container and send to PCF
To avoid this problem, a cyphering and integrity protection is needed for the UE policy transferring between UE and PCF.
· The integrity protection is to avoid the PSI to be modified by attacker.
· The cyphering protection is to avoid anyone else to realize the PSIs the UE is using for privacy issue. 

Proposal-3: it is proposed to send an LS to SA3 to ask how to guarantee the PSI list sent by UE will not be modified in initial registration request message.

Issue-3: How to guarantee PSIs in different PLMN will not be overlapped
The PLMN id included in PSI can fulfil the “NOTE 3: The PCF ensures that the PSIs provided by H-PLMN and V-PLMN(s) do not overlap” in clause 6.1.2.2.2 in TS 23.503.
Proposal-4: it is proposed to add PLMN id in PSI to avoid the PSIs from different PLMN to be overlapped.
Proposal
Proposal-1: it is proposed to use 1b that PSI list is defined per user and also the each PSI can be shared by multiple users. 
Proposal-2: when USIM is changed, it is not needed for UE to report PSI list in initial registration request because all the UE policies need to be updated

Proposal-3: it is proposed to send an LS to SA3 to ask how to guarantee the PSI list sent by UE will not be modified in initial registration request message.
Proposal-4: it is proposed to add PLMN id in PSI to avoid the PSIs from different PLMN to be overlapped.
Based on the proposal above, a CR S2-183203 is proposed to be agreed. 
3GPP

SA WG2 TD


_1583130910.vsd
User-1


User-2


Content-1


PSI1


User-3


Content-2


PSI2


Content-3


PSI3


Content-4


PSI4


Content-5


PSI5


Content-6


PSI6


......


......


Content-n


PSIn



_1583649666.vsd
�

UE-1


PCF


AMF


UDR



_1583066746.vsd
User-1


User-2


User-3


Content-1


PSI1


Content-2


PSI2


Content-3


PSI3


Content-4


PSI4


Content-5


PSI5


Content-6


PSI6


Content-7


PSI7


Content-8


PSI8


Content-9


PSI9



