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Abstract of the contribution: This paper proposes to update the solution#3 for ENTRADE.

1. Discussion

This paper is to further clarify the following issues:

1.1 resolving the “Editor's note: It is FFS if the UE may send wrong Service ID and how the SMF can verify if the UE provides the correct Service ID.”
In last meeting, there was a concern that the APP installed in UE may be malicious and if so the APP may send wrong service ID even the authentication data is valid.
In this solution, it is assumed the authentication data and service data are sent to UE from OTT server via HTTPS connection, which means a TLS handshake needs to be done before the information transferring. In TLS handshake procedure, it always has the dual authentication mechanism, i.e. the server and client can acquire each other’s certificate to authenticate the validity before successful encrypted key negotiation. 
Therefore, the malicious APP cannot have a successful TLS handshake with OTT server and further getting the authentication information and service information. So the situation in this Editor’s Note will never happen. In another word, only the trusted APP in UE can acquire the valid information from OTT server and the trusted APP never request to trigger a authentication with invalid service ID.
Proposal-1: just remove this “EN: It is FFS if the UE may send wrong Service ID and how the SMF can verify if the UE provides the correct Service ID”.
1.2 resolving the “Editor's note: If and how to detect the Non-IP data is FFS.”
Generally speaking, the non-IP data may include Ethernet packet which can be identified by any combination of: Source/destination MAC address (specified as address ranges) and VLAN tag, etc., and some other non-IP data identified by Non-IP Data Delivery (NIDD) configuration including packet size, NIDD Duration, AF Identifier, TTRI, T8/N33 Destination Address, TLTRI (T8/N33 Long Term Transaction Reference ID and so on.
This solution does not intend to restrict and/or specify the detailed information used by traffic filtering. The focus of the solution is to provide a method to make network detect the encrypted traffic in a secure way.

Proposal-2: remove this “EN: if and how to detect the Non-IP data is FFS” and put a NOTE to say “the IP or Non-IP packet characteristics includes any possible things which can be used for traffic detection filtering, this solution does not restrict and /or specify it”
1.3 restructure the solution to differentiate the work from architectural and security perspective.

How does the core network acquire the service information for filter installing to detect encrypted traffic is within SA2 scope, meanwhile some authentication mechanism may be needed in case of faked service information which is however needs to be decided in SA3.

Proposal-3: it is proposed to restructure this solution, i.e. describe how the core network acquire service information for traffic detection and how the authentication is performed separately. Moreover, the authentication may be performed only once and after it is passed UE may just provide service information to core network every time the service’s new filter info is needed.
1.4 n adding the impacts of this solution.
2. Proposal

It is proposed to make the following change
**************************Start Change***************************
6.3
Solution #3: UE assisted encrypted traffic detection

6.3.1
Functional Description

Editor's note:
General description, assumption, and principles of the solution.

The solution relies on the exchange of service identification information and its authentication information among the UE, Core Network, and the content provider which are mapped in the Core Network to specific traffic filter information (e.g. IP 5-Tuple). Such information is then used in the traffic sent in the control plane to enable the Core Network to verify the validity of the data and implement policies defined by the policy infrastructure (e.g. QoS, charging, etc.).

Related parameters

Service information includes:

-
Service ID: used to refer to the application/service that needs to be identified.

-
Filter information: used to refer to IP or Non-IP packet characteristics (e.g. 5-Tuple,) corresponding to the HTTPS session.


NOTE-1: the IP or Non-IP packet characteristics includes any possible things which can be used for traffic detection, this solution does not restrict and /or specify it
Authentication information includes:
-
(Authentication) key, which can be transmitted to any UE or network element. UE can get the key via HTTPS session by OTT server. The core network can get this key in term of PFD from PFDF.


This key is stored in PFDF per service ID.

-
Random, which is generated by OTT server every time the HTTPS handshake occurs. The UE can get the Random via HTTPS session and further send to core network via UL NAS message.

Calculated value:

-
It is calculated by authentication information (Random, Key) using a certain algorithm (e.g. by HASH computation).

Precondition:

-
A Service ID (which may identify a specific application provided by the third party) and related authentication information are negotiated between the Core network and content provider. This is in order to enable appropriate traffic identification, validation and policing by the CN.

-
The authentication information is used to generate a calculated value (e.g. by hash computation) for authentication.

-
Multiple Service IDs can be generated by the content provider, and specific authentication information associated to each Service ID. This enables to distinguish in the Core Network different applications from the same content provider.

-
The Service ID(s) and the corresponding authentication information are made available at the UE, the Core Network and the content provider.

-
Each HTTPS handshake is corresponding to the filter information







6.3.2
Procedures

Editor's note:
Describes the high-level operation, procedures and information flows for the solution.





The authentication information and service information is provided to UE from OTT server via HTTPS connection. After it, every time the application data appears in UE, UE sends the service information to core network for filter installing/modification to detect the encrypted traffic.

In case the service information from UE is untrusted, the authentication mechanism is introduced which can be performed before or when UE sending service information to core network.
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0. UE PDU/PDN connectivity procedure

1. the authentication and service information is transmitted to UE via HTTPs connection

2. UE sends Service information (Service ID, Filter information) via SM-NAS

3. Modification 

request/response

4. The UPF/PGW-U installs/modify the filter corresponding 

to the service id to detect the certain traffic

5. UE may send  service information if the filter information for the application is changed without additional auhentication

Figure-6.3.2-1:  procedure for encrypted traffic detection
0.  During PDU/PDN session establishment/modification procedure, the SMF/PGW-C acquires from PCF the service ID(s) which are one to one mapped to an Application ID(s), and the corresponding key(s) from PFDF. 

1.
The authentication information and service information is transmitted to UE via HTTPS connection at any time. The mobile network is not aware of this behavior.

NOTE 2:
It is assumed that the data for HTTP TLS handshake can be allowed in operator's network e.g. using default bearer or URSP policy based on SLA.

2.
If UE acquires the authentication information and service information from OTT server, it will sends service information to SMF/PGW-C when the encrypted traffic appears. The service information includes Service ID, and filter information.

3-4.SMF/PGW-C use the service information to correlate to the application id acquired during PDU/PDN session establishment/modification and then install/modify the filter for encrypted traffic detection.
5. If needed, UE may send service information more times for the same service id to make core network establish new filter or modify the existing filter for the encrypted traffic detection.
Authentication mechanism (needs SA3 to check)
The authentication is needed to make core network trust the service information provided by UE so as to install the corresponding filter for encrypted traffic detection.
The authentication is performed per service, when UE receives authentication data from OTT server via HTTPS connection, it may:

· trigger authentication before sending service information, i.e. between step-1 and step-2 in figure 6.3.2-1; or

· trigger authentication together with sending service information in one NAS-SM message, i.e. in step-2 in figure 6.3.2-1.
UE may only trigger the authentication at the first time before or when sending service information to core network for filter installing. If the authentication for a certain service id is passed, then UE may only send service information in NAS message in further times.
The authentication mechanism is illustrated in Figure 6.3.2-2. UE calculate the result-1 based on service ID, Key, optionally RAND and Filter info, then sends to SMF Authentication data (RAND and calculated result-1 ), Service ID in SM-NAS. When receiving this, SMF also calculates a Calculated result-2 based on service ID, Key, optionally RAND and filter info. If the Calculated result-2 is the same as the Calculated result-1 sent by UE, then the verification is successful and SMF trust the service information (service ID and filter info) and use it to install/modify detection filter in user plane.
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Figure 6.3.2-2: Authentication mechanism

NOTE 3:
Some of the inputs for calculated result may not be needed.
NOTE 4:
The certain algorism computing the calculated value in UE and network sides was installed in advance based on SLA. (Similarly like AKA procedure, the computing function has been installed in USIM and AuC in advance).
NOTE 5: As the service ID and Filter Info are the input for Token generation, when it is sent to lower layer, for the untrusted UE it cannot add faked service id and/or filter info to core network, otherwise the authentication will be failed. Therefore, anyway the data will be sent to the correct application server and application server can tell if the data is valid.
6.3.3
Impact on existing entities and interfaces

Editor's note:
Impacts on existing nodes or functionality will be added.
It is on the application layer that the OTT server shall be able to send authentication and service information to UE (which is outside of 3GPP scope), then
UE shall be able to :

·  provide service information (service ID and filter info) via NAS message for the SMF/PGW-C to install related filter for encrypted traffic detection;
·  supporting authentication mechanism (needs to be confirmed by SA3)
SMF/PGW-C shall be able to:

·  map the service ID to application id;

·  retrieve the PFD including key from data storage at PDU session/PDN connectivity establishment.
·  supporting authentication mechanism (needs to be confirmed by SA3)

************************End of Change*************************
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0. UE PDU/PDN connectivity procedure


1. HTTP TLS handshake completed. All traffic are encrypted


2. Within HTTP session, OTT server sends parameters to UE (Service ID, RAND, Key)


3. UE sends Service ID, RAND, Calculated value-1 
and Filter information via SM-NAS


5. Verifies the NAS message from UE


6. Modification 
request/response


7. The UPF/PGW-U installs the filter corresponding to the application to detect the certain traffic


8. UPF/PGW-U deletes the filter corresponding to the application
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