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1. Discussion
A typical smartphone is expected to initiate many encrypted data flows while the user is engaged in usual data communication. As an example, the Fig. 1-1 below illustrates the rate and the duration of the encrypted data flows initiated by a UE in a 5min data communication period, during which the user carried out web browsing, email and social networking activities. The illustrated encrypted data flows include SSL, TLS, and QUIC data flows. It can be observed that it is very common for the UE to initiate 5 encrypted data flows per sec, while it is also quite common to encounter peaks of 20, 30 or even more encrypted data flows per sec.
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Fig. 1-1

Given the large number of encrypted data flows that can be initiated by every UE, it is obvious that, if the network starts a signalling procedure every time it detects a new encrypted data flow, the resulting signalling load can be massive. In order to avoid such massive signalling load, it is proposed to agree the following architectural assumption.
* * * Start of Changes * * * 

4
Architectural Assumptions

Editor's note: This clause will define the underlying architectural assumptions for architecture enhancements of EPS and 5G System to support encrypted traffic detection and verification.
The following architectural assumptions apply:

-
Solutions shall be able to detect encrypted traffic that includes IPv4, IPv6, and non-IP.
-
Solutions shall be able to verify the authenticity of the encrypted traffic detection information if it is provided by the UE or by an AF. The details of this verification should be studied by SA3.
-
Solutions shall avoid control-plane signalling over the radio interface every time an encrypted data flow is initiated.
* * * End of Changes * * * 
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