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1. Overall Description:

SA3 thanks CT1 for their reply LS on Initial NAS message protection (C1-183727/ S3-182086). In their LS, CT1 ask SA3 the following questions:

Question#1 to SA3: What are technical problems resolved by this SA3 feature and what real benefits gained from this SA3 feature given the identified cleartext IEs?

Question#2 to SA2, SA3: What are the criteria determining which IEs should be ciphered or be sent in the clear?

Question#3 to SA3: Whether initial NAS message protection is mandatory or optional for the UE and/or the network?

Question#4 to SA3: Which UE security related IEs should be sent in the clear?
SA3 would like to provide the following responses to the questions:
Response to Question 1: one of the major goals of the 5GS security is to enhance the security compared to 4G. To minimize the risk that an attacker may misuse the IEs sent in the clear in the initial NAS message(s), SA3 decided to confidentiality protect (i.e., cipher) all the IEs that are not required by the network at least for the following purposes: a) to route the Initial NAS message to the correct AMF and b) for the AMF to establish the NAS security context with the UE.   
Response to Question 2: IEs in the Initial NAS message that are not required by the network a) to route the Initial NAS message to the correct AMF and b) for the AMF to establish the NAS security context with the UE shall be confidentiality protected. SA3 should be consulted before it is agreed to send in the clear any IE other than the IEs listed in the response to question 4.
Response to Question 3: Initial NAS message protection is mandatory for both the UE and the network.

Response to Question 4: Based on feedback from SA2 (c.f., S2-184510/S3-181627), SA3 agreed that the initial NAS message shall only contain following IEs in cleartext: subscription identifiers (e.g. SUCI or GUTIs), UE security capabilities, S-NSSAIs, ngKSI, the last visited TAIs IE, indication that the UE is moving from EPC and IE containing the TAU Request in the case idle mobility from 4G. CT1 is kindly requested to refer to SA3 agreed CR attached in S3-181935.
2. Actions:

To CT1
ACTION: 
SA3 kindly asks CT1 to take the above responses into account.
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