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Abstract: the paper proposes a way forward for completion of ENTRADE work in SA2.
1
Introduction
FS_ENTRADE, besides the May time slot, has one time slot allocated in July and one in August. Time is limited given the complexity of the solutions being discussed and the many open aspects still to be discussed before any evaluation is possible.
A large part of the discussion so far has focused on security aspects, since most solution make strong assumptions on the underlying security mechanisms needed to enable the solutions, e.g. trust model between a UE and the network, ability to detect specific encrypted traffic in the network for solutions that completely hide the traffic, security provisioning between the UE and the network, creation of “protected” information, etc.

SA2 has the mandate and the capacity (sometimes) to only make architectural and system decisions, without delving into detailed security aspects. Therefore, SA2 can focus on architectural decisions such as:

· UE assisted solutions versus NW-centric versus a combination

· User plane or control plane solutions

· Functionality in CN entities (e.g. SMF, PCF, UPF) for detection and policing of encrypted traffic

· High level security aspects not requiring SA3 expertise in order to achieve working assumptions

Security aspects of the solutions must be left to SA3 to analyse and define in order to specify solutions.
It has to be noted that ENTRADE work is being proposed in SA3, and we need to ensure such work takes SA2 outcome as input in order to maintain a focused approach.
2
Proposal

What we propose is to focus the work in the limited time available in SA2 to:

-
identify a solution or set of solution components based on architectural and functional analysis and decision, and based on high level security aspects not requiring SA3 expertise in order to achieve working assumptions

-
then pass the work to SA3

-
adjust the SA2 decisions as needed based on any security design done in SA3

The following is proposed:

· focus in SA2 on architectural decisions

-
derive, from evaluation and conclusions on the solution, architectural decisions that are in the scope of SA2

-
E.g. is a user-plane or a control plane solution selected?

-
E.g. is a UE-assisted only solution selected, a network-based solution only, or a combination of both?
-
Determine requirements resulting from architectural decisions that SA3 will need to satisfy

-
E.g. for UE assisted, what is the security model to ensure the network can either “trust” or “verify” the information provided by the UE? 

-
E.g. if there is any security provisioning assumed by the description of SA2 solution, the determination of whether it is needed and how it can be done shall take place in SA3

-
Determine explicit goals for SA3 work related to ENTRADE
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