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Abstract of the contribution: This paper proposes to evaluate solutions for ENTRADE.

Discussion 
Currently in ENTRADE, there are 7 solutions which can be put into 3 categories:

Category-1: UE assisted Control plane based solution

UE needs to provide/report the newly appeared Applications (i.e. Application/service id) together with relevant filter info (e.g. IP-Tuple) via NAS message to SMF and then the SMF will interact with UPF for filter installing.

Solution#3, 7 belong to this category.

Category-2: UE assisted User plane based solution

When application data appears, UE adds the Token/APPKey in a layer of user plane packets and report to SMF via NAS. 

Solution#1, 5, 7 belong to this category.
Category-3: Network based solution

The AF provides traffic detection related information.

Solution#2, 4, 6 belong to this category.
From architectural perspective, we evaluate the three categories as follow in both standard and implementation impacts:

For the category-1 UE assisted Control plane based solution.

Pros: 

This kind of solution does not need impact on user plane. The impact only focus on NAS signalling and/or rule distribution.

For UE implementation, it is easy to realize with extension of NAS message.

For network implementation, it is easy to realize since only needs to enhance control plane NF (few entity). It is also applicable to only deploy a few control plane entities (e.g. SMF) for the ETD feature, the supporting SMF can be selected with UE reporting specific S-NSSAI and/or DNN.

For coordination with other WGs, it does not need any other WGs or SDOs to extend the current protocol, so the impacts can be decided within SA2.

It does not need OTT server to support Rx trigger.

Cons:

When encrypted traffic happens, the first few packets may be missed before the filter installed well.

Needs additional signalling.
For the category-2 UE assisted User plane based solution.

Pros: 

It will not miss any of the encrypted packets.

It does not need OTT server to support Rx trigger.

Cons:

For UE implementation, it needs to extend the use plane packets which is however difficult for product design.

For network implementation, it needs to deploy the feature on all UPFs, otherwise the routing path will be restricted; It has a relatively big challenge for UPF, because UPF must detect the Token added only in first packet or first few packets. Moreover, it needs UPF to count the first detected packets to a temporary volume before installing the filter well and then correlate the temporary volume into the application id’s volume.

For coordination with other WGs, it may need CT4 and/or RAN2 to extend existing user plane protocol. If reusing the free space defined in other SDO (e.g. IETF), it shall make sure the free space is not used for other purpose and the space is large enough.

For the category-3 network based solution.

Pros: 

It does not impact UE and reuse the existing functionalities a lot.
Cons:

For network implementation, it needs every OTT server to connect the MNO’s PCF. It is very inflexible and costful for network implementation which leads to a very long TTM lengh.  

It is difficult for roaming case, e.g. it is difficult to support the outbound roaming in LBO case

It incurs quantities of network signalling the interface capacity needs to be extended again and again as the service volume increases.

***********************Proposed Change*************************
7. Overall evaluation

The solutions for ENTRADE can be put into 3 categories:

Category-1: UE assisted Control plane based solution

UE needs to provide/report the newly appeared Applications (i.e. Application/service id) together with relevant filter info (e.g. IP-Tuple) via NAS message to SMF and then the SMF will interact with UPF for filter installing.

Solution#3, 7 belong to this category.

Category-2: UE assisted User plane based solution

When application data appears, UE adds the Token/APPKey in a layer of user plane packets and report to SMF via NAS. 

Solution#1, 5, 7 belong to this category.
Category-3: Network based solution

The AF provides traffic detection related information.

Solution#2, 4, 6 belong to this category.
Editor’s Note: all the security aspects need to be evaluated in SA3.
************************End of Change*************************
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