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Abstract of the contribution: This paper discusses whether and how to support MOBIKE in untrusted non-3GPP access.
Discussion
UE mobility between different WLAN Access Points that may allocate different local IP address to an UE is an important feature as otherwise it may induce either a very poor non-3GPP service or very frequent mobility of PDU Sessions between non-3GPP and 3GPP (considering that some PDU Sessions may not be allowed for mobility to 3GPP access). 

Current Rel15 specs are relying on transport mode for the interface between the UE and the N3IWF, and on MOBIKE for the mobility protocol between two Access Points.

MOBIKE spec are clear that they do not support transport mode. 

 MOBIKE is specified in IETF RFC 4555. 
In the introduction of RFC 4555, it is specified that the RFC it is applicable to IPsec tunnel mode. It is further stated “These IP addresses are then used as the outer (tunnel header) addresses for tunnel mode IPsec packets (transport mode IPsec SAs are beyond the scope of this document)”. 

This does not mean that MOBIKE does not work with IPsec transport mode but that it is not in the scope of the RFC. 

RFC 4621 (Design of the IKEv2 Mobility and Multihoming (MOBIKE) Protocol) also states in clause 5.6: “The current MOBIKE design is focused only on the VPN type usage and tunnel mode. Transport mode behavior would also be useful and might be discussed in future documents.”

To our knowledge, no other agreed “future document” has resulted in an RFC at IETF.
MOBIKE procedures are very efficient:
If MOBIKE is supported by the UE and the N3IWF, when the UE moves from Access Point 1 to Access Point 2 under the same N3IWF, the UE WLAN address, allocated by the Access Point, is changed by the UE: the UE notifies the N3IWF with its new IP address when moving to AP2 (using an INFORMATIONAL Request] that contains UPDATE_SA_ADDRESSES notification message). 

Then there is “return routability” check by the N3IWF to check that the new UE’s IP address is allowed, and the N3IWF starts using that new IP address. 

There are basically 2 solutions

1. Keep transport mode and rely on CM-IDLE state over non-3GPP for the UE to re-establish the PDU Sessions at change of local IP address. Even though the UE would not need to get re-register / re-authenticated (the UE issue a Service Request that is signed by the security key determined at last authentication), this requires a new Diffie-Hellman computation (signaling exchange and processing), new exchanges of EAP-5G and NAS signalling with 5GC which would take a much longer time than a MOBIKE exchange.
2. Go back to tunnel mode for the transfer between the UE and the N3IWF. This needs to apply to NAS signalling as well as to user plane exchanges.
It is proposed to change transport mode into tunnel mode, even if the header in IPsec tunnel mode is bigger than in IPsec transport mode: indeed, it is more important to have non-3GPP mobility than to optimize the throughput. The rest of the contributions only considers the tunnel mode solution.
In tunnel mode, an IP address is allocated to the UE by the N3IWF. This IP address identifies the UE from the N3IWF, remains constant as long as the UE-N3IWF association exists and does not allow the UE to access 5GC NF.
Going to tunnel mode is a non issue for NAS transport (no security issue: the UE does not “see” the AMF but only the IP address identifying the N3IWF).
Going to tunnel mode requires more care in order to support:

· non-IP PDU session types 
· one single IKE for all PDU Sessions of the UE; 

To support these 2 requirements a multiplexing layer (GRE) is used above the IPSEC tunnel header
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Figure 8.2.4-2: Control Plane after the signalling IPsec SA is established between UE and N3IWF
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Figure 8.3.2-1: User Plane via N3IWF
In the figure above, for UL traffic
· Inner destination address = outer destination address = N3IWF (public) address determined when selecting the N3IWF

· Inner source address = address received from the N3IWF as part of the tunnel creation. This IP address is independent from the PDU Sessions that are using the IKE Association between the UE and the N3IWF
· Outer source address = local address received by the UE from the Untrusted non 3GPP access. This address may change when MOBIKE applies

· Any IP headers corresponding to the IP address allocated for the PDU Session (of IP Type) is within the PDU layer
Proposal

It is proposed to change IPsec transport mode into IPsec tunnel mode in the specifications as a Rel-15 correction.
Nokia has a companion CRs. 
Annex 

Contents of the IP packets with IPsec transport mode for NAS signaling and for user plane respectively.

NAS signaling in transport mode: 
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User plane in transport mode:
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