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Abstract of the contribution: It proposes that SAs between the UE and N3IWF are established in tunnel mode, not in transport mode as currently agreed.
1. Discussion
In SA2#119 (Feb. 2017) it was agreed that the IPsec SAs established between the UE and N3IWF for NAS signalling and for UP traffic should operate in transport mode. The primary reason for selecting the transport mode versus the tunnel mode was that the tunnel mode introduces unnecessary overhead and more complexity, e.g. requires the allocation of an "inner" IP address to UE, requires a IP address to be communicated to the UE, which will be used as the destination IP address for NAS signalling, etc.
However, since then, a couple of issues were identified for the transport mode IPsec SAs. In particular:

- Issue #1: Lack of MOBIKE support

The MOBIKE specification in RFC4555 makes it clear that it does not support SAs in transport mode: "Scope: This document focuses on the main scenario outlined above and supports only tunnel mode IPsec SAs." Even if there are efforts in IETF to enable MOBIKE with transport mode SAs, to our knowledge, these efforts are not currently stable and, thus, cannot be considered in 3GPP Rel-15 specifications.
- Issue #2: Avoid IP fragmentation

This issue is schematically illustrated in Figure 1 below. When the UE (or the N3IWF in the DL direction) has a large NAS message to transmit via the signalling IPsec SA that operates in transport mode, the IP layer will fragment the received UDP/ESP/NAS payload based on the path MTU (e.g. discovered as per RFC 1191). The problem is that several network elements in practice have been identified to drop IP fragments. If such elements exist in the path between the UE and N3IWF, then the large NAS message will never be received by N3IWF. The same issue exists, not only with the signalling IPsec SA, but also with the child IPsec SAs that transfer UP traffic. In addition, IP fragmentation is known to be vulnerable to several types of DoS attacks and this constitutes an additional reason for avoiding IP fragmentation.
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Figure 1-1

The avoid IP fragmentation, a layer on top of IP could be used to fragment large NAS messages. For example, NAS messages could be encapsulated within GRE and the GRE layer could fragment the messages as specified in draft-templin-intarea-grefrag (which is, however, an abandoned IETF draft). Alternatively, NAS messages could be carried over TCP, in which case, the TCP layer would perform the fragmentation based on the configured MSS value. Yet alternatively, the NAS layer could be extended to perform the fragmentation itself. However, all these alternative solutions come with several drawbacks and are not recommended.


Note that the fragmentation issue does not exist for the IKEv2 traffic, because the IKEv2 layer can apply fragmentation itself, as specified in RFC 7383.

We believe that both issues above can be resolved if the IPsec SAs established between the UE and N3IWF operate in tunnel mode (instead of transport mode). 

- Resolving Issue #1: Apparently, if the signalling IPsec SA and the child SAs that transfer UP traffic operate in tunnel mode, then MOBIKE can be employed as per RFC 4555. This would enable the UE to update the SAs with the N3IWF when the UE changes IP address(es), without tearing down and re-establishing these SAs. 
- Resolving Issue #2: As shown in Figure 1-2 below, if the signalling IPsec SA operates in tunnel mode, then the fragmentation can be performed at the "inner" IP layer and the "outer" IP packets can remain un-fragmented (thus, will not be dropped and will not be subject to attacks). The same is true for the child SAs that carry UP traffic (in which case, GRE exists on top of the "inner" IP layer). Note that the "virtual interface" shown in Figure 1-2 refers to a specific implementation and may be ignored. 
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Figure 1-2

2. Operation with Tunnel Mode SAs
2.1 General

This clause specifies how the SAs between the UE and the N3IWF can operate in tunnel mode. 
One particular aspect of the tunnel mode is that the UE must be allocated with an "inner" IP address (referred to in RFC 7296 as INTERNAL_IP_ADDRESS) and it must perform IP-in-IP encapsulation. The "inner" IP address could be an IPv4 address or an IPv6 address. Alternatively, both an IPv4 and an IPv6 address could be allocated as "inner" IP addresses.
2.2 SAs for NAS Signalling 
Figure 2.2-1 shows how the UE can register to 5GC via N3IWF when the signalling IPsec is established in tunnel mode. Note that in the first IKE_AUTH request the UE sends a Configuration payload (CP) which requests an internal IPv4 address (the "inner" address) and the IPv4 address for sending NAS signalling to (NAS_IPV4_ADDRESS). The UE also indicates MOBIKE support with a suitable Notify payload. After the successful authentication procedure, the N3IWF assigns to UE an internal IPv4 address (e.g. 10.10.10.1) and an IPv4 address for NAS signalling (e.g. 10.10.10.2). The N3IWF also indicates MOBIKE support. Subsequently, the UE sends NAS messages to N3IWF by encapsulating them into "inner" IP packets, each one with Src-IP=10.10.10.1 and Dst-IP=10.10.10.2. Note that the IPv4 address for NAS signalling (NAS_IPV4_ADDRESS) can be a virtual IPv4 address that is only used internally in N3IWF.
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Figure 2.2-1
The following Figure 2.2-2 shows how NAS messages are transferred after the signalling IPsec SA is established in tunnel mode. The N3IWF can be modelled to include a Security Gateway (SeGW), which terminates the signalling IPsec SA, an internal private/virtual IP network and a NAS Relay function, which exposes the N2 interface. Note that the internal functions of N3IWF are shown only to explain the operation in tunnel mode. None of these functions should be included in 3GPP specifications.
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Figure 2.2-2

2.3 SAs for User-Plane Traffic

Figure 2.3-1 shows how a PDU session can be established over untrusted non-3GPP access when the corresponding child SA(s) operate in tunnel mode. Note that in the IKE_CREATE_CHILD_SA request the N3IWF includes a UP_IPV4_ADDRESS or a UP_IPV6_ADDRESS, which is the address to which the UE should send all user-plane traffic for this PDU session. All child SAs for the same PDU session include the same UP_IPV4/IPV6_ADDRESS.
As shown at the end of the figure, the UE encapsulates user-plane traffic (PDU data) into GRE and then into an "inner" IP packet with Src-IP=10.10.10.1 (the internal IPv4 address of the UE) and Dst-IP=10.10.10.3 (the UP_IPV4_ADDRESS).
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Figure 2.3-1

The next figure shows how user-plane messages are transferred after the child SA is established in tunnel mode. Again, the N3IWF can be modelled to include a Security Gateway (SeGW), which terminates the child SA, an internal private/virtual IP network and a UP Relay function, which exposes the N3 interface. Note that the internal functions of N3IWF are shown only to explain the operation in tunnel mode. None of these functions should be included in 3GPP specifications.
Note that, in case of a PDU session with type IP, the UE may have 3 IP addresses: The outer, the internal and the PDU session address.
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Figure 2.3-2
3. Conclusions

Based on the above discussion, it proposed to:
1.
Agree that the Security Associations between the UE and N3IWF for signalling and user-plane shall operate in tunnel mode. This would resolve the MOBIKE issue and the Fragmentation issue discussed in clause 1, which arise in transport mode.
2.
Change TS 23.502 to specify that:

- 
During the Registration procedure, the UE is assigned an "inner" IP address and it receives a NAS_IP_ADDRESS, e.g. in a private Notify payload specified by 3GPP (as shown in Figure 2.2-1). 
-
All NAS messages exchanged between the UE and N3IWF shall be sent via the signalling IPsec SA and shall use IP transport. The UE shall send NAS messages within "inner" IP packets with source address the "inner" IP address of the UE and destination address the NAS_IP_ADDRESS. The N3IWF shall send NAS messages within "inner" IP packets with source address the NAS_IP_ADDRESS and destination address the "inner" IP address of the UE.
-
During a PDU session establishment, the UE receives a UP_IP_ADDRESS, e.g. in a private Notify payload specified by 3GPP (as shown in Figure 2.3-1). 
-
The UE shall send all UP traffic for this PDU session via the associated child SA and shall use IP transport. The UE shall send user-plane traffic within "inner" IP packets with source address the "inner" IP address of the UE and destination address the UP_IP_ADDRESS. The N3IWF shall send user-plane traffic within "inner" IP packets with source address the UP_IP_ADDRESS and destination address the "inner" IP address of the UE.
3.
Change TS 23.501 to update the protocol stacks for untrusted non-3GPP access to show that tunnel-mode SAs are established. Clarify that, when IP fragmentation is needed, this is carried out by the "inner" IP layer.
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