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1. Overall Description:

SA2 would like to thank CT1 for their LS.
1934

Regarding CT1 questions to SA2, considering also the LS from SA3 in SA2-18ABCD/S3-181934, SA2 would like to provide the following answers:

CT1 Question#2 to SA2, SA3: What are the criteria determining which IEs should be ciphered or be sent in the clear?

SA2 has provided a list of IEs to be sent in clear considering which IEs are needed in the CN for the CN to perform the NAS procedure. The IEs to be sent in clear are those required to identify the UE and to enable the establishment of secured NAS connection. Everything else should be ciphered.
CT1 Question#4 to SA3: Which UE security related IEs should be sent in the clear?
SA2 would like to re-iterate the IEs identified at the last SA2 meeting and already communicated to CT1, in order to allow SA3 to consider the input from SA2. The list of parameters includes: UE identity, Requested NSSAI, Last registered TAI, UE security information, Additional GUTI, indication that the UE is moving from EPC.
CT1 Question#5 to SA2: Whether there are impacts on stage 2 procedure as a result of this?
It is expected that the signalling flow remains the same in terms of messages exchanged, however some IEs will not be sent in the initial message (e.g. Registration Request) but in a later message. Referring to the answer to question 2, this does not change the logic of the procedure since all the IEs are provided to the AMF securely and in time for processing the registration.
2. Actions:
To CT1, SA3: 
ACTION: 
SA2 respectfully asks CT1 and SA3 to take the above into consideration.
3. Date of Next TSG-SA22 Meetings:
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