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Abstract of the contribution: This paper proposes to have a interim agreement for ENTRADE.

Background 
Currently in ENTRADE, there are 7 solutions which can be put into 3 categories:

Category-1: UE assisted Control plane based solution

UE needs to provide/report the newly appeared Applications (i.e. Application/service id) together with relevant filter info (e.g. IP-Tuple) via NAS message to SMF and then the SMF will interact with UPF for filter installing.

Solution#3, 7 belong to this category.

Category-2: UE assisted User plane based solution

When application data appears, UE adds the Token/APPKey in a layer of user plane packets and report to SMF via NAS. 

Solution#1, 5, 7 belong to this category.
Category-3: Network based solution

The AF provides traffic detection related information.

Solution#2, 4, 6 belong to this category.

Proposal 
It is proposed to abstract common things based on the questions below rather than just pick up existing solutions:
1. If we agree to use UE assisted and/or Network based solution(s)?

OPPO, CUC: both UE assisted and network based solutions are taken into use.

2. If we agree to use UE assisted control and/or user plane solution(s)?

OPPO, CUC: we tend to agree using control-plane solution, since it has much less implementation cost.

3. If we agree to use control-plane solutions, can we agree the common part that NAS-SM is used to tell network the filter info?
OPPO, CUC: yes. UE shall report filter info and corresponding application id to SMF.

4. If we agree to use user-plane solutions, then in one or more protocol layers are used for the token is to be added for traffic detection? 

OPPO, CUC: not sure if people agree to use user plane solution.
5. how to notify UE the application detection information (e.g. application ids to be detected), possibly with two alternative ways:

Alt-1: Application layer would do that as solution-3 mentioned) ;or

Alt-2: core network would do that as a ETD policy.

Then which one(s) are selected?

OPPO, CUC: It shall use Alt-1 as no implementation is needed between AF and PCF.

***********************Proposed Change*************************
7. Conclusion
As interim agreement, it is possible to use network based solution and UE assisted solutions.
For network based solution, in case of signalling storm, a valid timer is introduced that before the timer expires, the installed filter will be always available for detecting the traffic;
For UE assisted solution, the control plane solution is agreed that UE report any application ids and filter info via NAS-SM to core network for filter installing to detect encrypted traffic. Which application id(s) are needed to detect in UE is conveyed via application layer in case of coordination work between PCF and AF.
Editor’s Note: all the security aspects need to be evaluated in SA3. And the agreement may be adjusted accordingly.
************************End of Change*************************
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