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1. Overall Description:

SA2 is progressing ENTRADE work well. 

Currently in ENTRADE, there are 7 solutions which can be put into 3 categories:

Category-1: UE assisted Control plane based solution

UE needs to provide/report the newly appeared Applications (i.e. Application/service id) together with relevant filter info (e.g. IP-Tuple) via NAS message to SMF and then the SMF will interact with UPF for filter installing.

Solution#3, 7 in TR 23.787 belong to this category.

Category-2: UE assisted User plane based solution

When application data appears, UE adds the Token/APPKey in a layer of user plane packets and report to SMF via NAS. 

Solution#1, 5, 7 in TR 23.787 belong to this category.
Category-3: Network based solution

The AF provides traffic detection related information.

Solution#2, 4, 6 in TR 23.787 belong to this category.
During the discussion of solutions in SA2, security aspects are mentioned frequently. For solution evaluation and selection, SA2 needs SA3’s work on ENTRADE including but not limited to: 
For UE assisted control-plane solution, 
·   How to authenticate the application id and filter information provided by UE is trusted, i.e., using existing authentication procedure is enough or any additional method is required
For UE assisted user-plane solution, 
·   how the verification is needed that the Token derivation mechanism introduced in SA2 can guarantee that the Token in user plane packet is trusted, or any other mechanism is needed
·   the actual format and/or calculation of the Application Token, and depends also on whether traffic verification is required or not.
·   whether the Application Token needs to be added only to the first packet, multiple packets, or all packets of the UL flow depends on whether traffic verification is required or not.
For network based solution, 

·   How to make network to trust the OTT server to provide encrypted traffic related information
2. Actions:

To RAN2 WG:
ACTION:
SA2 kindly asks SA3 to take above information into account and do related security work.
3. Date of Next SA2 Meetings:
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