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	Reason for change:
	As described in their LS R2-1804056 to SA3, CT1, and RAN3, RAN2 have decided that the maximum supported data rate per UE for integrity protection for the DRBs is signalled as a UE capability using NAS signalling along with the UE NAS security capability. The UE shall provide such information to the CN using NAS signalling, in order to take advantage of NAS security and integrity protect this capability, so that the Core Network can use this information to enable DRB Integrity protection for the UE, and for the CN to deliver such information to the NG-RAN.  RAN2 has asked CT1 and RAN3 whether such information can be provided as decided by RAN2. 
The “maximum supported data rate for integrity protection” is per UE, not per data flow or PDU session. As such, it is required by the RAN for enforcement when integrity protection is activated based on the decision made by the CN (SMF). 

SA2 does not support the functionality to provide such information to the CN and deliver it to RAN, and the provisioning of such information and its usage in the CN is a system level aspect that needs to be decided by SA2. 

	
	

	Summary of change:
	In order to align with RAN2 decisions, the UE provides the maximum supported data rate for integrity protection in NAS MM signalling to the AMF (the Registration procedure is suggested) as part of the UE MM capabilities. The AMF provides such information to the RAN when a UE context is established in the RAN. 
When the SMF requests the activation of UP integrity protection for a PDU session, the RAN enforces, based on RAN specific mechanisms, the maximum supported data rate for integrity protection for the UE, and may reject the PDU session establishment. 

	
	

	Consequences if not approved:
	Missing functionality to support RAN and SA3 design for DRB integrity protection.
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	Other comments:
	The CR modifies section 5.4.4.a that is already modified by the agreed CR #0284 in S2-184514. The change in this CR should be added in addition to the changes of CR #0284


**** First Change ****
5.10.3
PDU Session User Plane Security

The User Plane Security Enforcement information provides the NG-RAN with User Plane security policies for a PDU session. It indicates:

-
whether UP integrity protection is:

-
Required: for all the traffic on the PDU Session UP integrity protection shall apply.
-
Preferred: for all the traffic on the PDU Session UP integrity protection should apply.
-
Not Needed: UP integrity protection shall not apply on the PDU Session.
-
whether UP confidentiality protection is:

-
Required: for all the traffic on the PDU Session UP confidentiality protection shall apply.
-
Preferred: for all the traffic on the PDU Session UP confidentiality protection should apply.
-
Not Needed: UP confidentiality shall not apply on the PDU Session.
The NG-RAN is also provided by the AMF with the UE Integrity Protection Data Rate capability provided by the UE in the 5GMM Capability IE defined in section 5.4.4a.

User Plane Security Enforcement information applies only over 3GPP access. Once determined at the establishment of the PDU Session it is provided to the UE and applies for the life time of the PDU Session.

The SMF determines at PDU session establishment a User Plane Security Enforcement information for the user plane of a PDU session based on:

-
subscribed User Plane Security Policy which is part of SM subscription information received from UDM; and

-
User Plane Security Policy locally configured per (DNN, S-NSSAI) in the SMF that is used when the UDM does not provide User Plane Security Policy information.

The User Plane Security Policy provide the same level of information than User Plane Security Enforcement information.

User Plane Security Policy from UDM takes precedence over locally configured User Plane Security Policy.

The User Plane Security Enforcement information is communicated from SMF to the NG-RAN for enforcement as part of PDU session related information. This takes place at establishment of a PDU Session or at activation of the user plane of a PDU Session. 
The NG-RAN rejects the establishment of UP resources for the PDU Session for a User Plane Security Enforcement information with a value of Required when: 
-
it cannot fulfil User Plane Security Enforcement information; or 
-
when activating integrity protection for the PDU session would result in exceeding the maximum data rate supported by the UE and indicated in the UE Integrity Protection Data Rate capability. 
NOTE:
How the NG-RAN performs such enforcement is based on RAN-specific mechanisms.
In these cases the SMF releases the PDU Session. The NG-RAN notifies the SMF when it cannot activate integrity protection for a User Plane Security Enforcement with a value of Preferred.

NOTE:
For example, the NG-RAN cannot fulfill requirements in User Plane Security Enforcement information when it cannot negotiate UP integrity protection with the UE.

User Plane Security Enforcement information is communicated from source to target NG-RAN node at handover. If the target RAN node cannot support requirements in User Plane Security Enforcement information, the target RAN node rejects the request to setup resources for the PDU Session. In this case the PDU Session is not handed over to the target RAN node and the PDU Session is released.

PDU Sessions with the User Plane Security Enforcement set to Required are not hand-over to EPS:

-
In the case of mobility without N26, the UE shall not request to hand-over to EPS a PDU Session with the User Plane Security Enforcement set to Required.

-
In the case of mobility with N26 to EPS, the source NG-RAN ensures that a PDU Session with User Plane Security Enforcement set to Required is not handed-over to EPS.

**** Next Change ****

5.4.4a
UE MM Core Network Capability handling

The UE MM Core Network Capability is split into the S1 UE network capability IE (mostly for E-UTRAN access related core network parameters) and the 5GMM capability IE (mostly to include other UE capabilities related to 5GCN or interworking with EPS) as defined in TS 24.501 [47] and contains non radio-related capabilities, e.g. the NAS security algorithms etc. The S1 UE network capability is transferred between all CN nodes at AMF to AMF, AMF to MME, MME to MME, and MME to AMF changes. The 5GMM capability IE is transferred only at AMF to AMF changes.

In order to ensure that the UE MM Core Network Capability information stored in the AMF is up to date (e.g. to handle the situation when the USIM is moved into a different device while out of coverage, and the old device did not send the Detach message; and the cases of inter-RAT Registration Area Update), the UE shall send the UE MM Core Network Capability information to the AMF during the Initial Registration and Mobility Registration Update procedure within the NAS message.

The AMF shall store always the latest UE MM Core Network Capability received from the UE. Any UE MM Core Network Capability that an AMF receives from an old AMF/MME is replaced when the UE provides the UE MM Core Network Capability with Registration signalling.

If the UE's UE MM Core Network Capability information changes (in either CM-CONNECTED or in CM-IDLE state), the UE shall perform a Registration Update ('type' different to 'periodic') when it next returns to NG-RAN coverage. See clause 4.2.2 of TS 23.502 [3].

If the UE supports Attach in EPC with Request type "Handover" in PDN CONNECTIVITY Request message (TS 23.401 [26], clause 5.3.2.1), the UE shall indicate that in UE MM Core Network Capability information.

The UE shall provide the UE Integrity Protection Data Rate capability in the 5GMM Capability IE. The UE Integrity Protection Data Rate capability indicates the maximum data rate up to which the UE can support UP integrity protection.
**** End of Changes ****

