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	Reason for change:
	Background:

As documented in RAN2 LS R2-1804056 and discussed already at SA2#127, RAN2 has decided that the maximum supported data rate per UE for integrity protection for the DRBs is signalled as a UE capability using NAS signalling. This is to integrity protect this capability and to enable the Core Network to use this information to enable DRB Integrity protection for the UE. 
RAN2 further indicates that “gNB also needs this UE capability information to ensure the actual data rate subject to Integrity protection does not exceed the UE capability. Hence this capability should also be transferred from the AMF to the gNB over NGAP.”  A reason for that is that the “maximum supported data rate for integrity protection” is per UE, not per data flow or PDU session. As such, it is required by the RAN for enforcement when integrity protection is activated based on the decision made by the CN (SMF). 

RAN2 asked CT1 and RAN3 in their LS (R2-1804056) whether such information can be provided as decided by RAN2.
SA2 does not yet specify the functionality to provide such information to the CN and deliver it to RAN. The provisioning of such information and its usage in the CN is a system level aspect that should be described by SA2.

Discussion:

One aspect that is open in the discussion so far is how to handle the “max supported data rate” value received from the UE. There are basically two actions that could be taken in the network:

Alt (1): Perform some kind of “admission control” at PDU Session Establishment based on the “max supported data rate”.

Alt (2): Perform bit rate enforcement/policing for an ongoing PDU Session.

Both (1) and (2) are valid actions and both need to be supported in the system. Admission control (1) at PDU Session Estavlishment woud not be a proper admission control for an allocated resource (such as GBR), but rather a more “soft” admission control for the PDU Session as such. This admission control can be performed by the SMF based on operator configuration. The SMF may e.g. be configured to reject a PDU Session Establishment request if “max data rate”=64 kbps and Integrity Protection is Required (e.g. in case such a limited bitrate is not suitable for a DNN that requires much higher bitrates to give a reasonable user experience). As per existing 23.501/502, also RAN can reject a PDU Session Establishment if RAN determines that it cannot handle the additional session with Integrity Protection required. RAN does however not have access to service level information such as DNN and could thus not be configured to take those aspects into account. 

In case a PDU Session Establishment is accepted, bit rate policing (2) would be needed to ensure that the DL data rate does not exceed the UE capability. This is needed independent of whether SMF and RAN performs admission control. 

The detailed RAN behaviour in terms of reasons to reject a session establishment or how to perform bit rate policing should not be described in SA2 specs, but rather left to RAN groups. 

Considering the above proposals, it can be discussed whether the UE should include the “max supported data rate” in UE MM capabilities or UE SM capabilities. One one hand this value is per UE and would thus fit in the UE MM capabilities. On the other hand, this data rate value is rather an SM property (as AMF is not managing UP data rates) and it is useful to provide this capability to the SMF to allow the SMF to take it into account when deciding on the UP Security Enforcement and whether to accept or reject a PDU Session Establishment Request. It is therefore proposed that the “max supported data rate” is provided in the UE SM capabilities. The same value is provided by the UE for all PDU Sessions. The SMF would then send the UE max data rate value to RAN in N2 SM information in case the UP Security Enforcement parameter for Integrity Protection is set to “Preferred” or “Mandatory”. 

	
	

	Summary of change:
	“UE Integrity Protection Maximum Data Rate” added to the UE 5GSM Capability provided at PDU Session Establishment. 

Capability for SMF to accept or reject a PDU Session Establishment request based on the “UE Integrity Protection Maximum Data Rate”.

Provisoning of the “UE Integrity Protection Maximum Data Rate” to RAN as part of UP setup
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**** First Change ****
5.10.3
PDU Session User Plane Security

The User Plane Security Enforcement information provides the NG-RAN with User Plane security policies for a PDU session. It indicates:

-
whether UP integrity protection is:

-
Required: for all the traffic on the PDU Session UP integrity protection shall apply.
-
Preferred: for all the traffic on the PDU Session UP integrity protection should apply.
-
Not Needed: UP integrity protection shall not apply on the PDU Session.
-
whether UP confidentiality protection is:

-
Required: for all the traffic on the PDU Session UP confidentiality protection shall apply.
-
Preferred: for all the traffic on the PDU Session UP confidentiality protection should apply.
-
Not Needed: UP confidentiality shall not apply on the PDU Session.
User Plane Security Enforcement information applies only over 3GPP access. Once determined at the establishment of the PDU Session it is provided to the UE and applies for the life time of the PDU Session.

The SMF determines at PDU session establishment a User Plane Security Enforcement information for the user plane of a PDU session based on:

-
subscribed User Plane Security Policy which is part of SM subscription information received from UDM; and

-
User Plane Security Policy locally configured per (DNN, S-NSSAI) in the SMF that is used when the UDM does not provide User Plane Security Policy information.
- 
The maximum supported data rate per UE for integrity protection for the DRBs, provided by the UE as part of the 5GSM capability IE during PDU Session Establishment.
The SMF may, based on operator configuration, reject the PDU Session Establishment request depending on the value of the maximum supported data rate per UE for integrity protection.

NOTE 1: 
Reasons to reject a PDU Session Establishment request can e.g. be that the UP Integrity Protection is determined to be “Required” while the maximum supported data rate per UE for integrity protection is very low. The operator can take care to reduce the risk of such rejections e.g. when configuring the subscribed User Plane Security Policy for a DNN.      
The User Plane Security Policy provide the same level of information than User Plane Security Enforcement information.

User Plane Security Policy from UDM takes precedence over locally configured User Plane Security Policy.

The User Plane Security Enforcement information is communicated from SMF to the NG-RAN for enforcement as part of PDU session related information. In case the UP Integrity Protection is deteremied to be “Required” or “Preferred”, the SMF also provides the maximum supported data rate per UE for integrity protection as received in the 5GSM capability IE. This takes place at establishment of a PDU Session or at activation of the user plane of a PDU Session. The NG-RAN rejects the establishment of UP resources for the PDU Session when it cannot fulfil User Plane Security Enforcement information with a value of Required. The NG-RAN may also take the maximum supported data rate per UE for integrity protection into account in its decision whether to accept or reject the establishment of UP resources. In this case the SMF releases the PDU Session. The NG-RAN notifies the SMF when it cannot fulfil a User Plane Security Enforcement with a value of Preferred.

NOTE 2:
For example, the NG-RAN cannot fulfill requirements in User Plane Security Enforcement information with UP integrity protection set to “Required” when it cannot negotiate UP integrity protection with the UE.

User Plane Security Enforcement information and the maximum supported data rate per UE for integrity protection is communicated from source to target NG-RAN node at handover. If the target RAN node cannot support requirements in User Plane Security Enforcement information, the target RAN node rejects the request to setup resources for the PDU Session. In this case the PDU Session is not handed over to the target RAN node and the PDU Session is released.

PDU Sessions with the User Plane Security Enforcement set to Required are not hand-over to EPS:

-
In the case of mobility without N26, the UE shall not request to hand-over to EPS a PDU Session with the User Plane Security Enforcement set to Required.

-
In the case of mobility with N26 to EPS, the source NG-RAN ensures that a PDU Session with User Plane Security Enforcement set to Required is not handed-over to EPS.

**** End of Changes ****

