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The procedure to do the setup of new IEK and IPsec SA is proposed in S2-184749.
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5.5.2
Connection Management

A UE that successfully establishes an NWu connection over an Untrusted Non-3GPP access transitions to CM-CONNECTED state for the Untrusted Non-3GPP access.

In the case of Untrusted Non-3GPP access to 5GC, the NWu signalling is released either as a result of an Explicit Deregistration procedure or an AN Release procedure. In addition, the N3IWF may explicitly release the NWu signalling connection due to NWu connection failure, as determined by the "dead peer detection" mechanism in IKEv2 defined in RFC 7296 [60]. Further details on how NWu connection failure is detected is out of scope of 3GPP specifications. The release of the NWu signalling connection between the UE and the N3IWF shall be interpreted as follows:

-
By the N3IWF as a criterion to release the N2 connection.

-
By the UE as a criterion for the UE to transition to CM-IDLE. A UE registered over non-3GPP access remains in RM-REGISTERED state, unless the NWu connection release occurs as part of a Deregistration procedure over non-3GPP access in which case the UE enters the RM-DEREGISTERED state. When the UE in RM-REGISTERED transitions to CM-IDLE, the UE non-3GPP Deregistration timer starts running in the UE. The UE non-3GPP Deregistration timer stops when the UE moves to CM-CONNECTED state or to the RM-DEREGISTERED state.

NOTE 1:
When moved to CM-IDLE state over one access, the UE can attempt to re-activate UP connections for the PDU Sessions over other access, per UE policies and depending on the availability of these accesses.
NOTE 2:
The release of the NWu at the UE can occur as a result of explicit signalling from the N3IWF, e.g. IKE INFORMATION EXCHANGE or as a result of the UE detecting NWu connection failure, e.g. as determined by the "dead peer detection" mechanism in IKEv2 as defined in RFC 7296 [60]. Further details on how the UE detects NWu connection failure is out of scope of 3GPP specifications.
NOTE 3:
When UE change IP address in the non-3GPP access network, it can resume the NWu connection by setting up a new IKE and IPsec SA using the new IP address without impacting the N2 connection.
In the case of Untrusted Non-3GPP access, when the AMF releases the N2 interface, the N3IWF shall release all the resources associated with the UE including the NWu connection with the UE. A release of the N2 connection by the AMF shall set the CM state for the UE in the AMF to CM-IDLE.

NOTE 4:
It is assumed that a UE configured to receive services from a 5GC over non-3GPP access that is RM-DEREGISTERED or CM-IDLE over the non-3GPP access will attempt to establish an NWu connection and transition to CM-CONNECTED state whenever the UE successfully connects to a non-3GPP access unless prohibited by the network to make a NWu connection (e.g. due to network congestion).

An UE cannot be paged on Untrusted Non-3GPP access.

When a UE registered simultaneously over a 3GPP access and a non-3GPP access moves all the PDU Sessions to one of the accesses, whether the UE initiates a Deregistration procedure in the access that has no PDU Sessions is up to the UE implementation.

Release of PDU Sessions over the non-3GPP access does not imply the release of N2 connection.

When the UE has PDU Sessions routed over the non-3GPP access and the UE state becomes CM-IDLE for the non-3GPP access, these PDU Sessions are not released to enable the UE to move the PDU Sessions over the 3GPP access based on UE policies. The core network maintains the PDU Sessions but deactivates the N3 user plane connection for such PDU Sessions.

* * * * Start of 3rd Change * * * * 

6.2.9
N3IWF

The functionality of N3IWF in case of untrusted non-3GPP access includes the following:

-
Support of IPsec tunnel establishment with the UE: The N3IWF terminates the IKEv2/IPsec protocols with the UE over NWu and relays over N2 the information needed to authenticate the UE and authorize its access to the 5G Core Network.

-
Termination of N2 and N3 interfaces to 5G Core Network for control - plane and user-plane respectively.

-
Relaying uplink and downlink control-plane NAS (N1) signalling between the UE and AMF.

-
Handling of N2 signalling from SMF (relayed by AMF) related to PDU Sessions and QoS.

-
Establishment of IPsec Security Association (IPsec SA) to support PDU Session traffic.

-
Relaying uplink and downlink user-plane packets between the UE and UPF. This involves:

-
De-capsulation/ encapsulation of packets for IPSec and N3 tunnelling
-
Enforcing QoS corresponding to N3 packet marking, taking into account QoS requirements associated to such marking received over N2

-
N3 user-plane packet marking in the uplink.

-
Local mobility anchor within untrusted non-3GPP access networks.

-
Supporting AMF selection.
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