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Abstract of the contribution: This contribution proposes a solution for KI4. 
Discussion
According to 22.071, the privacy verification is required for commercial LCS request from the LCS client out of the operator’s network.

According to 23.271, The GMLC executes the privacy check according to indicator of privacy check related action.

	The possible values of the indicator of privacy check related action for call/session related case shall be:

1) Location allowed without notification

2) Location allowed with notification

3) Location with notification and privacy verification; location allowed if no response

4) Location with notification and privacy verification; location restricted if no response


KI 4 is mainly related to action 4). So it is proposed the UE to provide privacy setting for the subsequent LCS requests to assist the NW to avoid the non-successful privacy verification and non-successful location request. 

The privacy setting for the subsequent LCS requests is provided by the UE to disallow subsequent LCS request and can also be updated by the UE, e.g. UE user change the LCS privacy from “disallowed” to “Allowed”.
Proposal
*** Start of changes ***

6.X
Solution #X: <Privacy Check with UE privacy setting>

6.X.1
Introduction
This solution addresses the Key Issue 4: Reduce overhead for repetitive non-successful privacy verification.

6.X.2
Functional Description
In order to reduce overhead for repetitive non-successful privacy verification, it is proposed that the UE indicates to the NW the privacy setting according to the user’s location privacy preference. The privacy setting specifies whether the LCS request from the external LCS client is disallowed. 

W.R.T the privacy handling requirement of commercial LCS request as defined in 22.071[3] and reduction the overhead for repetitive non-successful privacy verification, it is proposed to introduce a kind of 5GC-MT-LR procedure with privacy check (See clause 6.X.3.1) based on the 5GC-MT-LR Procedure defined in clause 4.13.5.3 of TS 23.502[5]:
· During the privacy verification with the UE about the current LCS request, the UE can indicate the privacy setting for the subsequent LCS request, e.g. disallow the subsequent LCS request for a period.
The procedure for privacy setting update (See clause 6.X.3.2) is also proposed:
· It can be used along to indicate and update the privacy setting of the UE;
· Or it can be used along with 5GC-MT-LR with privacy check procedure, i.e., update the privacy setting which has been provided within 5GC-MT-LR with privacy check procedure.
The GMLC, via privacy check W.R.T. the privacy setting and the subscription, can decide whether to reject the receiving LCS request immediately. When privacy setting disallows the LCS request, the GMLC rejects the LCS request immediately. 

6.X.3
Procedures
6.X.3.1
5GC-MT-LR with privacy check
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Figure 6.X.3.1-1: 5GC-MT-LR with privacy check
1.
See as step1 in clause 4.13.5.3 of TS 23.502[5].

2.
The GMLC invokes a Nudm_UE ContextManagement_Get service operation towards the home UDM of the target UE to be located with the GPSI or SUPI of this UE.
3.
The UDM returns the network addresses of the current serving AMF, UE subscription profile for LCS and may return the privacy setting for the subsequent LCS requests of the UE. 

The GMLC performs the privacy check according to UE subscription profile and the privacy setting, if existed. If either privacy setting or UE subscription profile indicates barring of LCS request, the GMLC immediately returns the rejection response back to the external LCS client. Otherwise, the GMLC requests AMF to provide the UE location.
4.
The GMLC invokes the Namf_Location_ProvideLocation service operation towards the AMF to request the current location of the UE. The service operation includes the SUPI, and client type and may include the required QoS and Supported GAD shapes. 

The service operation may also carry the indicator of privacy check related action. 
5.
If the UE is in CM‑IDLE state, the AMF initiates a network triggered Service Request procedure as defined in subclause 4.2.3.4 in 23.502[5] to establish a signaling connection with the UE.
6.
If the indicator of privacy check related action indicates that the UE must either be notified or notified with privacy verification, a notification invoke message is sent to the target UE indicating, the identity of the LCS client the Requestor Identity (if that is both supported and available) and whether privacy verification is required. 

7.
The target UE notifies the UE user of the location request and, if privacy verification was requested, waits for the user to grant or withhold permission. The UE then returns a notification result to the AMF indicating, if privacy verification was requested, whether permission is granted or denied for the current LCS request. 

The notification result may also indicate the privacy setting for the subsequent LCS requests. The privacy setting for the subsequent LCS requests indicates whether the subsequent LCS requests is disallowed by the UE. The privacy setting for the subsequent LCS requests may also indicate a time for privacy setting for disallowing the subsequent LCS requests.

8.
If receiving the privacy setting for the subsequent LCS requests from the UE, the AMF stores the privacy setting for the subsequent LCS requests. The AMF also invokes a Nudm_UECM_Update service operation towards the UDM of the target UE to request the store the privacy setting of the UE for the subsequent LCS requests.

9-11. See as step 6-8 in clause 4.13.5.3 of TS 23.502[5].

12.
The AMF returns the Namf_Location_ProvideLocation Response towards the GMLC to return the location of the UE, if the AMF has not initiated the Privacy Verification process in step 6. The service operation includes the location estimate, its age and accuracy and may include information about the positioning method.

If step 6 has been performed for privacy verification, the AMF returns the location information only, if it has received a NAS Location Notification Return Result indicating that permission is granted. 

If a NAS Location Notification Return Result message indicating that permission is not granted is received, or there is no response, with the requested privacy check action or the UE subscription profile indicating barring of LCS request, the AMF shall return an error response to the GMLC.

The service operation shall also include the privacy setting for the subsequent LCS requests, if the privacy setting for the subsequent LCS requests is indicated by the UE. 
13.
The GMLC sends the location service response to the external location services client.
6.X.3.2
Privacy Setting Update
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4. Figure 6.X.3-1: 5GC-MT-LR Procedure privacy check
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Figure 6.X.3.2-1: Privacy Setting Update

1.
If the UE user has changed the privacy setting for the subsequent LCS requests, the UE sends the updated privacy setting for the subsequent LCS requests to the AMF or LMF. 
For the case that Privacy Setting Update procedure between UE and LMF, it means the Privacy Setting Update procedure is transparent to the AMF and the AMF just transfer it as container between UE and LMF.   
If the UE in idle, the UE signalling connection is setup in prior to step1. 
2.
The AMF or LMF stores updated privacy setting for the subsequent LCS requests. The AMF or LMF also invokes a Nudm_UECM_Update service operation towards the home UDM of the target UE to request the update the privacy setting of the UE for the subsequent LCS requests.

3.
The AMF or LMF responses the privacy setting update response to the UE.

5.  If a new LCS request from the external LCS client arrives, the 5GC-MT-LR procedure with privacy check is executed based on the updated privacy setting for the subsequent LCS requests. 
6.X.4
Impacts on existing entities and interfaces

UE

-
Provides the privacy permission for the current LCS request: granted or denied.

-
Provides the privacy setting for the subsequent LCS requests: allowed or disallowed, time for privacy setting for disallowing the subsequent LCS requests.

AMF or LMF
-
Store the privacy setting for the subsequent LCS requests into the UE context if receives the privacy setting for the subsequent LCS requests from the UE.

-
Interface with UDM to provide the privacy setting for the subsequent LCS requests if receives the privacy setting for the subsequent LCS requests from the UE.

GMLC

-
Interface with UDM to enforce the privacy check according to the UE subscription profile for LCS and privacy setting for the subsequent LCS requests.

UDM

-
Store privacy setting for the subsequent LCS requests, UE subscription profile for LCS (including the requested privacy check related action).

6.X.5
Evaluation

Editor's note:
This clause provides an evaluation of the solution.

*** End of changes ***
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