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*******   FIRST CHANGE  ******

4.3.2.3
Secondary authorization/authentication by an DN-AAA server during the PDU Session establishment

The PDU Session establishment authentication/authorization is optionally triggered by the SMF during a PDU Session establishment and performed transparently via a UPF or directly with the DN-AAA server without involving the UPF if the DN-AAA server is located in the 5GC and reachable directly, as described in TS 23.501 [2], clause 5.6.6.
In case of Home Routed Roaming, unless specified otherwise, the SMF in the information flow defined in this clause is the H-SMF.
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Figure 4.3.2.3-1: PDU Session Establishment authentication/authorization

NOTE 1:
Steps 2, 3a, 3f and 4 are not defined in this specification. Steps 3 can be repeated depending on the mechanism used.
NOTE 2:
When the SMF directly communicates with the DN-AAA server without involving the UPF, Step 1 is skipped and Step 2, 3a, 3f, 4 and 6 are executed without involving the UPF.
1.
If there is no existing N4 session that can be used to carry DN-related messages between the SMF and the DN, the SMF selects a UPF and triggers N4 session establishment.

2.
The SMF provides the SM PDU DN Request Container to the DN-AAA via the UPF. The UPF transparently relays the message received from the SMF to the DN-AAA server. The SMF identifies the DN-AAA server based on the SM PDU DN Request Container provided by the UE and on local configuration.

NOTE 2:
The content of the SM PDU DN Request Container is defined in TS 33.501 [15].

3a.
The DN-AAA server sends a Authentication/Authorization message towards the SMF. The message is carried via the UPF.

3b.
The SMF invokes the Namf_Communication_N1N2MessageTransfer service operation on the AMF to transfer the N1 SM information towards the UE. In case of Home Routed roaming the H-SMF provides the V-SMF with information needed to create the relevant N1 SM information and the V-SMF invokes the Namf_Communication_N1N2MessageTransfer service operation on the AMF.

3c:
The AMF sends the N1 NAS message to the UE

3d-3e.
When the UE responds to the N1 NAS message, the AMF informs the SMF by invoking the Nsmf_PDUSession_UpdateSMContext service operation. The SMF issues an Nsmf_PDUSession_UpdateSMContext response. In case of Home Routed roaming the V-SMF relays the N1 SM information to the H-SMF and issues the Nsmf_PDUSession_UpdateSMContext response.

3f:
The SMF sends the authentication message to the DN-AAA server via the UPF.


Step 3 may be repeated until the DN-AAA server confirms the successful authentication/authorization of the PDU Session.

4.
The DN-AAA server confirms the successful authentication/authorization of the PDU Session. The DN-AAA server may provide:

-
an SM PDU DN Response Container to the SMF to indicate successful authentication/authorization;

-
authorization information as defined in TS 23.501 [2] clause 5.6.6;

-
a request to get notified with the IP address(es) allocated to the PDU Session; and

-
an IP address (or IPV6 Prefix) for the PDU Session.

5.
The PDU Session establishment continues and completes

6.
If requested so in step 4 or if configured so by local policies, the SMF notifies the DN-AAA with the IP address allocated to the UE together with the PUI

When later on an IPV6 Prefix is allocated or released for the PDU Session (using IPV6 multi-homing as defined in TS 23.501 [2] clause 5.6.4.3), the SMF notifies the DN-AAA if the DN-AAA had requested to get notified with the IP address(es) allocated to the PDU Session.

When later on the PDU Session gets released as described in clause 4.3.4, the SMF notifies the DN-AAA.

The DN-AAA server may revoke the authorization for a PDU Session or update DN authorization data for a PDU Session. According to the request from DN-AAA server, the SMF may release or update the PDU Session.
*******   ENF OF THE CHANGE  ******
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