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1. Overall Description:

SA1 thanks CT1 for their LS, and would like to provide the background info that this originated by an LS from SA3 (S3-172144) where SA3 had considered what will happen when an operator discontinues its GSM network while the subscribers of that operator still have GSM capable UEs which will be subject for some attacks by e.g. false base stations. Such operator could hope that subscribers manually configure the UE to disable GSM. Currently, legacy UEs have MMI user settings that gives the user some possibility to disable radio technologies. This is proprietary by the phone manufacturer and may not have a setting to just disable GSM. Thereby specifying requirements for UE configuration of selective disabling of radio technology Rel-16 introduces a more consistent MMI user setting. In addition, to make it possible for the home operator to make sure that all UEs (of all types) will disallow use of e.g. GSM, SA1 introduced service requirements to specify a secure mechanism where the home operator could make the UE configuration remotely for the user.

SA1 has discussed the LS and would like to provide the following answers:

Question 1: The SA1 agreed CR is against TS 22.011, and was agreed under TEI16, however SA1’s LS only mentions the 5GS Phase 2 Work Item. Do the requirements agreed by SA1 apply only to 5GS, or do they also apply to EPS?

Answer 1: The security threat scenario on GSM is equally applicable for 3G, 4G and 5G phones with GSM radio. This is the reason for documenting this in TS 22.011. 
Question 2: Can the user re-allow a radio technology that has been disallowed by the HPLMN?

Answer 2: No, the user cannot re-enable the disabled radio technology that has been disallowed by the HPLMN. 
Question 3: Can the HPLMN re-allow a radio technology that has been disallowed by the user?

Answer 3: No, the home operator can only re-allow a radio technology that the home operator has previously dis-allowed. 

Question 4: Shall the radio technologies disallowed by the HPLMN be re-allowed upon power-cycle or when the USIM is disabled?

Answer 4: The radio technologies disallowed by the user shall remain as it was before such events happen. The radio technologies disallowed by the HPLMN shall remain as it was before a power cycle. The radio technologies disallowed by the HPLMN shall be bound to the USIM.
Question 5: Can the HPLMN disallow a radio technology included by the user in the "User Controlled PLMN Selector with Access Technology" data file in the USIM?

Answer 5: Yes, disabling of such radio technology is independent of the "User Controlled PLMN Selector with Access Technology" data file on the USIM. 
Question 6: Can the user disallow a radio access technology included by the HPLMN in the "Operator Controlled PLMN Selector with Access Technology" data file on the USIM?
Answer 6: Yes, this case is an existing case in legacy mobiles, where the user has an MMI user setting to disable radio technologies independent of the "Operator Controlled PLMN Selector with Access Technology" data file on the USIM.
Question 7: Since Release 97, CT1 specification TS 27.007 has included AT command +CSRA which allows enabling/disabling of radio technologies on the MT, and AT command +CFUN which allows turning on/off enabled radio technologies on the MT. The settings conveyed by these commands are kept upon power-cycle. Are these commands sufficient to meet the SA1 agreed requirement that "A UE shall support a secure mechanism for the user to disallow selection of one or more of the ME’s radio technologies", or is anything additional required?
Answer 7: A new CR makes the rewording that “UE shall support a Man Machine Interface setting for the user to disable use of one or more of the ME’s radio technologies” to clarify the intention. The UE may use the logon and locks normally provided by the smart phones to provide necessary security.
Question 8: Per the SA1 agreed CR, radio technology disallowing applies "regardless of PLMN". Does this mean the radio technologies disallowed by the user and/or the HPLMN stay disallowed when the UE moves to a geographical area where these disallowed radio technologies are the only ones available and the UE does not need to use a prioritized service (e.g., emergency services, MPS, mission critical services)?

Answer 8: Yes, the disabled radio technologies remain disabled. In such situation, the user or the home operator will need to enable a radio technology to be able to use it again for normal non-prioritized services. A mobile phone vendor may assist the user through implementation logic beyond standardization.

Question 9: Does the selective disabling of "E-UTRA" imply both the disabling of E-UTRA connected to EPC and E-UTRA connected to 5GC? Or is it necessary to distinguish between the two?

Answer 9: SA1 do not see any need for a home operator to dis-allow use of E-UTRA connected to EPC and E-UTRA connected to 5GC since this feature is about dis-allowing radio technologies. The SA3 LS (S3-172144) states “RAN security has improved with each new generation of wireless technology to adapt to changing security threats” and to “specify a configuration option on the UE that would selectively disable legacy access technologies”.
2. Actions:

To CT1:
ACTION: 
Please take the above answers into account.
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