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START OF CHANGES
5.6
Session Management

5.6.1
Overview
The 5GC supports a PDU Connectivity Service i.e. a service that provides exchange of PDUs between a UE and a data network identified by a DNN. The PDU Connectivity Service is supported via PDU Sessions that are established upon request from the UE.

Subscription Information may include multiple DNNs and may contain a Default DNN. The UE is assigned to a default DNN if it does not provide a valid DNN in a PDU Session Establishment Request sent to the network.

Each PDU Session supports a single PDU Session type i.e. supports the exchange of a single type of PDU requested by the UE at the establishment of the PDU Session. The following PDU Session types are defined: IPv4, IPv6, Ethernet, Unstructured.

NOTE 1:
In this release the 5GC does not support dual stack PDU Session (PDU Session type IPv4v6): The 5GC supports dual Stack UEs by using separate PDU Sessions for IPv4 and IPv6.

PDU Sessions are established (upon UE request), modified (upon UE and 5GC request) and released (upon UE and 5GC request) using NAS SM signalling exchanged over N1 between the UE and the SMF. Upon request from an Application Server, the 5GC is able to trigger a specific application in the UE. When receiving that trigger message, the UE shall pass it to the identified application in the UE. The identified application in the UE may establish a PDU Session to a specific DNN, see clause 4.4.5.

SMF may support PDU Sessions for LADN where the access to a DN is only available in a specific LADN service area. This is further defined in clause 5.6.5.

The SMF is responsible of checking whether the UE requests are compliant with the user subscription. For this purpose, it retrieves and requests to receive update notifications on SMF level subscription data from the UDM. Such data may indicate per DNN and, if applicable, per S-NSSAI:

-
The allowed PDU Session Types and the default PDU Session Type.

-
The allowed SSC modes and the default SSC mode.

-
QoS Information (refer to clause 5.7):  the subscribed Session-AMBR, Default 5QI and Default ARP.
-
The static IP address/prefix.
-
The User Plane security subscription information
An UE that is registered over multiple accesses chooses over which access to establish a PDU Session. As defined in TS 23.503 [45], the HPLMN may send policies to the UE to guide the UE selection of the access over which to establish a PDU Session.
NOTE 2:
In this release, at a given time, a PDU Session is routed over only a single access network.

An UE may request to move a PDU Session between 3GPP and Non 3GPP accesses. The decision to move PDU Sessions between 3GPP access and Non 3GPP access is made on a per PDU Session basis, i.e. the UE may, at a given time, have some PDU Sessions using 3GPP access while other PDU Sessions are using Non 3GPP access.

In a PDU Session establishment request sent to the network, the UE shall provide a PDU Session Identifier. PDU Session ID is unique per UE and is the identifier used to uniquely identify one of an UE's PDU Sessions. PDU Session ID shall be stored in the UDM to support handover between 3GPP and non-3GPP access when different PLMNs are used for the two accesses. The UE may also provide:

-
A PDU Session Type.

-
S-NSSAI.

-
The DNN (Data Network Name).

-
The SSC mode (Service and Session Continuity mode defined in clause 5.6.9.2).
Table 5.6.1-1: Attributes of a PDU Session
	PDU Session attribute
	May be modified later during the lifetime of the PDU Session
	Notes

	S-NSSAI
	No
	 (Note 2)



	DNN (Data Network Name)
	No
	(Note 1)(Note 2)

	PDU Session Type
	No
	(Note 1)

	SSC mode
	No
	(Note 1)

The semantics of Service and Session Continuity mode is defined in clause 5.6.9.2

	PDU Session Id
	No
	

	User Plane Security Enforcement information
	No
	(Note 3)

	NOTE 1:
If it is not provided by the UE, the network determines the parameter based on default information received in user subscription. Subscription to different DNN(s) and S-NSSAI(s) may correspond to different default SSC modes and different default PDU Session Types

NOTE 2:
S-NSSAI and DNN are used by AMF to select a SMF to handle a new session. Refer to clause 6.3.2.
NOTE 3: User Plane Security Enforcement information is defined in clause 5.10.x


An UE may establish multiple PDU Sessions, to the same data network or to different data networks, via 3GPP and via and Non-3GPP access networks at the same time.

An UE may establish multiple PDU Sessions to the same Data Network and served by different UPF terminating N6.

A UE with multiple established PDU Sessions may be served by different SMF.

The SMF shall be registered and deregistered on a per PDU Session granularity in the UDM.
The user plane paths of different PDU Sessions (to the same or to different DNN) belonging to the same UE may be completely disjoint between the AN and the UPF interfacing with the DN.

NOTE 3:
User Plane resources for PDU Sessions of a UE, except for regulatory prioritized service like Emergency Services and MPS, can be deactivated by the SMF if the UE is only reachable for regulatory prioritized services.
NOTE 4:
The handling if the UE goes out of the SMF service area is not specified in this release.
NEXT CHANGE

5.10
Security aspects

5.10.1
General

The security functions in the 5G System include:

-
Authentication of the UE by the network and vice versa (mutual authentication between UE and network).

-
Security context generation and distribution.

-
User Plane data confidentiality and integrity protection.
-
User Plane security enforcement is described in clause 5.10.x
-
Control Plane signalling confidentiality and integrity protection.
-
User identity confidentiality.

-
Support of LI requirements as specified in TS 33.106 [35] subject to regional/national regulatory requirements, including protection of LI data (e.g., target list) that may be stored or transferred by an NF.

Detailed security related network functions for 5G are described in TS 33.501 [29]. 
5.10.X PDU Session User Plane Security 

The User Plane Security Enforcement information provides the (R)AN with User Plane security policies for a PDU session. It indicates: 
· whether UP integrity protection is Required, Preferred or Not Needed for all the traffic of this PDU session. 
User Plane Security Enforcement information applies only over 3GPP access. Once determined at the establishment of the PDU Session it applies for the life time of the PDU Session
The SMF determines at PDU session establishment a User Plane Security Enforcement information for the user plane of a PDU session based on: 

-
SM subscription information received from UDM (User Plane security subscription information) and 

-
either the User Plane Security Policy received from the PCF, or the applicable UP security policies locally configured per (DNN, S-NSSAI) in the SMF when PCC does not apply or the PCF does not provide User Plane Security Policy.
The User Plane Security Enforcement information is communicated from SMF to the NG-RAN for enforcement as part of PDU session related information. This takes place at establishment of a PDU session or at activation of the user plane of a PDU session. The NG-RAN may reject establishment of UP resources for the PDU Session when it cannot fulfill requirements in User Plane Security Enforcement information. In this case the SMF releases the PDU session. If User Plane Security Enforcement information indicates UP integrity protection is Preferred and the NG-RAN cannot set up UP integrity protection for this PDU Session, the NG-RAN falls back to no UP integrity protection for this PDU Session and notifies the SMF accordingly.

NOTE:
For example  the NG-RAN cannot fulfill requirements in User Plane Security Enforcement information when it cannot negotiate UP integrity protection with the UE.
User Plane Security Policy are communicated from source to target NG-RAN node at Hand-Over. If the target RAN node cannot support requirements in User Plane Security Enforcement information, the target RAN rejects the request to setup resources for the PDU session, the PDU Session is not handed-Over to the target RAN node and the PDU Session is released.
PDU Sessions with the UP integrity protection set to Required are not hand-over to EPS; otherwise PDU Sessions are handed-over to EPS but no integrity protection applies to the corresponding traffic.
· In case of mobility without N26, the UE shall not request to hand-over to EPS a PDU Session with the UP integrity protection set to Required
· In case of mobility with N26 to EPS, the SMF ensures that a PDU Sessio with UP integrity protection set to Required is not handed-over to EPS
END OF CHANGES

