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1. Overall Description:

SA2 has discussed the use of UP security policy defined by SA3 and the scenarios described by SA3 in their LS. Regarding SA3 Questions, SA2 would like to provide the following answers:
1. SA3 would like to know whether the SMF will be able to dynamically download the user plane security policy.

SA2 answer: Yes. The SMF can dynamically receive the UP security policy for a PDU session (per DNN, S-NSSAI) from PCC policy and/or the subscription information. Alternatively, the applicable UP security policies may be locally configured (per DNN, S-NSSAI) in the SMF. HPLMN control is guarantedd via the subscription information
2. SA3 would like to know whether the SMF will be able to statically configure the user plane security policy.
SA2 answer: Yes. It is expected that an operator can statically configure the UP security policy in the SMF if so required
3. SA3 would like to ask whether the SMF will be able to dynamically download the UP security policy during the PDU session establishment.
SA2 answer: Yes. 
4. If SA2 and RAN3 believes it is possible for the SMF to dynamically download the UP security policy, SA3 would like to know whether implementation of this option is feasible in Phase 1 or not.
SA2 answer: signaling mechanisms are already defined for an SMF to provide the NG-RAN with information related to NG-RAN resources related to the PDU sessions controlled by the SMF. Therefore, there are no technical constraints to the ability to deliver the UP security policy to the NG-RAN.
Moreover, SA2 would like to inform SA3/RAN2/RAN3 of the following conclusions:

-
At present SA2 considers, in this discussion, that UP SP contains only integrity protection policy. 

-
the activation of UP integrity protection, when supported in a VPLMN, must enable HPLMN control of the activation of the integrity protection

-
From a system architecture point of view, integrity protection is controlled on a per-PDU session, and UP security policy for integrity protection applies to a per <DNN, S-NSSAI> granularity

-
The decision of the SMF for the integrity protection for a PDU session based on the UP security policy applies for the lifetime of the PDU Session.

-
UP security policies are communicated from SMF to the NG-RAN for enforcement as part of PDU session related information. This takes place e.g. at establishment of a PDU session or at activation of the UP of a PDU session. Final decision for UP integrity protection activation when requested by the SMF is made by the NG-RAN based on the SMF request

-
UP security policies are communicated from source to target NG-RAN node at Hand-Over
SA2 has modified the SA2 specifications as described in the enclosed CRs to captures these aspects. 
2. Actions:

To SA3, RAN3, and RAN2 groups.

ACTION: 
SA3 and RAN3 are kindly requested to consider the above SA2 answers and conclusions.
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