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1. Introduction
1.1 Scope 

Multiple companies, working together via the joint ATIS/ELOC (Emergency Location) subgroup, have studied some of the challenges of providing new methods in determining indoor location and as a result, respectfully submit a required protocol change to the LPP protocol in the accompanying proposed LS (attached).  This change will extend the capability to obtain better location information relating to emergency mobile calling within indoor enterprise environments.  This addition would result in the ability for mobile users within Wi-Fi enabled enterprise networks to obtain real-time caller location in the form of civic address information linked to a floor map during an emergency call.  It is believed that the result will be a more effective emergency service response to the mobile user in need of emergency help.  

A primary goal is to enhance any mobile callers’ ability to take advantage of an enterprise environment that is populated with managed Wi-Fi Access Points and BLE beacons to provide accurate network-based device location deep indoors.

1.2 Definitions

	Term
	Description

	UE WLAN MAC address


	An identifier which is unique to a device with respect to that device’s WLAN Wi-Fi interface. 

	Device
	See User Device

	User Device


	An end user device that sets up an emergency call to an emergency enabled network service.

	
	


1.3 Abbreviations
	Term
	Description

	3GPP
	3rd Generation Project Partnership

	ATIS
	Alliance for Telecommunications Industry Solutions

	ELS
	External Location Server

	UE
	User Equipment 



	NEAD
	National Emergency Address Database

	AP
	(Wi-Fi) Access Point

	BLE
	Bluetooth Low Energy

	Users
	The human users of connected devices, services or applications.

	ELOC
	Emergency Location

	WLAN
	Wireless Local Area Network

	URI
	Uniform Resource Identifier

	SMLC
	Serving Mobile Location Center

	PSAP
	Public Safety Answering Point

	LS
	3GPP Liaison


2. Emergency Calls using Indoor Location
2.1 Background

The U.S. has been enhancing emergency location capabilities to improve 9-1-1 location reporting via the use of a database containing static civic addresses of Wi-Fi access points and Bluetooth beacons. When a caller calls 911, the collective set of MAC address information for those APs and beacons is sent to the network which then uses this NEAD database to select the best resulting civic location in addition to other positioning info and reports both toward the PSAP. 
Further expansion of the techniques used to improve indoor location includes an enterprise location determination approach using an ELOC recognized ELS (External Location Server) system.  This approach leverages Wi-Fi signals from Wi-Fi APs collected at call initiation time along with the User Device’s own WLAN MAC address. The MAC address information is sent as input to the ELS system to find the network and the device. Measurement techniques based on RF signals are used to locate the device within the mapped building environment. The ELS system makes an association between the device’s measured position and the building floor plan that the device is found to be located within. The associated civic location is provided as an output to the ELS system and may include not only street address information, but may also have place names, zone information, and floor level detail (based on what is provisioned into the floor plan file).
2.2. Core Principles of Location
2.2.1 Security 

ELS-enabled indoor location as being defined by ELOC utilizes TLS for all interfaces, relying on mutual credentials to a limited number of carriers’ networks, a single NEAD operator and a small number of vetted ELS service providers.

2.2.2 Privacy

Enterprise location via the ELS and NEAD as described here is constrained to emergency services use cases only.  No commercial use of location is allowed per the ELOC standard. Enterprises that desire to control access to their own managed Wi-Fi Access Points can do so using an ELS/NEAD solution.

2.2.3 Accuracy 

ELS-enabled enterprise location is designed to leverage existing WLAN controller equipment already deployed within many enterprise facilities. Providing access to better location information from within enterprise environments, including college campuses, large factories and multi-unit dormitories or apartments offers a significant advantage over not having good location available when it comes to providing emergency help.

2.2.4 Real-time Data 

Several real-time location systems are available that leverage existing WLAN controller equipment already deployed within many enterprise facilities. Providing access to better location information from within enterprise environments, including college campuses, large factories and multi-unit dormitories or apartments offers a significant advantage over location data that may become stale or is out of context.

2.3. Use Cases

An example use case illustrates how ELS-enabled indoor location may be utilized.

2.3.1 Mobile User Caller calls 9-1-1 from a Mapped Parking Garage
2.3.1.1 Description 
The scenario takes place inside a parking garage that is part of a corporate enterprise. An employee (the “User”) may be at severe risk unless they are quickly and accurately located inside a parking lot by emergency response personnel. The User believes that they are experiencing a heart attack. The User makes an emergency 9-1-1 call using their smart phone, which has Wi-Fi enabled. The garage complex is open on the edges and has one cell site signal visible by which it can support an emergency voice call.  Because the concrete garage is constructed using steel reinforcement, no GPS signals can be received, there is no Bluetooth, and the device is dependent on Wi-Fi signals only for location. The enterprise that the garage serves has deployed a few Wi-Fi access points, each managed by a WLAN controller that supports enterprise location.

2.3.2.1 Actors 
-- User: a visitor to the enterprise that the parking garage serves

-- User’s Smartphone: a mobile cellular device that includes a Wi-Fi interface

-- Call Taker: The individual at the PSAP that answers the call and dispatches emergency responder personnel

-- Emergency Responder: a paramedic that can provide life-saving assistance

2.3.2.2 Pre-conditions 
-- The User’s Device is a Smartphone with a valid cellular service plan and can successfully initiate an emergency call

-- The User Device has the Wi-Fi interface enabled, (not connected to any AP)

-- The User’s Device is visible to three of the managed Wi-Fi Access Points in the garage on any level

-- A garage floor plan data file has been loaded into the Enterprise WLAN controller for each floor level

-- The Enterprise WLAN controller supports a proprietary interface between itself and an ELS 
-- The ELS supports an ELOC defined NEAD interface

-- The NEAD is integrated with the cellular service provider

-- The NEAD is provisioned ahead of time with the Enterprise Wi-Fi Access Points and ELS URI information

-- The Wi-Fi APs on each level of the garage are managed by an Enterprise WLAN controller 

2.3.2.3 Flow of events
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Figure 1: High Level Emergency Call Routing plus delivery of Enterprise Location
1. User initiates an emergency call (dials “9-1-1”) 

2. The User Device collects and conveys surrounding Wi-Fi Access Point MAC addresses plus the User Device’s own WLAN MAC address via LPP protocol to the network core.

3. The emergency call is routed through the cellular mobile service provider core network and continues toward the PSAP, (and also invokes both existing location processes and the ELS/NEAD location request).

4. The SMLC in the cellular mobile service provider core sends a set of request messages toward the NEAD over the ELOC standardized secure SMLC-to-NEAD query interface, each message containing the User Device WLAN MAC address along with one of Wi-Fi MAC address (from each Wi-Fi Access Point previously collected by the User’s Device).

5. The NEAD sends a query to the ELS based on pre-configured information in the NEAD for each Wi-Fi Access Point seen by the User Device along with the User Device WLAN MAC.

6. The ELS interworks with the Enterprise Wi-Fi controller to calculate the location of the User Device using RF signals between the Enterprise WLAN controller and the Wi-Fi Access Points visible within the parking garage.

7. The ELS determines the position of the User’s Device within the stored floor plan and associates the pre-provisioned civic address and floor level of the parking garage structure as the User Device’s location. 

8. The ELS returns location information toward the NEAD.

9. The NEAD forwards location information to the originating cellular mobile service provider core (e.g., SMLC).

10. The cellular mobile service provider core sends the location information toward the PSAP.

11. The PSAP Call Taker sends a dispatch request, along with dispatchable location information to an emergency responder 

12. The emergency responder uses dispatchable location information (parking garage address and floor level) to quickly find the User and successfully renders life-saving assistance.
3. Conclusion
The contributors have a need to support the conveyance of UE WLAN MAC address for emergency service purposes. The most obvious approach is to add this to the LPP protocol. The related LS proposes communicating this approach to RAN2.

3.1 References

The unpublished ATIS ELOC specification referenced below describes the extended ELS/NEAD architecture in more detail.
ATIS-0700028 v2.0, Location Accuracy Improvements for Emergency Calls,

(Work in Progress)
3GPP
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