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1
Overall description
SA2 thanks SA1 for LS S2-180043/S1-174604 and observes that it states: 

" SA1 agrees that it cannot be assumed that a UE is always aware that its request is for a Restricted Local Operator Service (RLOS). A UE that is accessing an RLOS may know that it is an RLOS attempt, and may be provisioned to send an RLOS indication to the serving network. Alternatively, as in the case of a manual roaming service, the UE may not have that awareness and may not be provisioned to provide an RLOS indication to the serving network. SA1 has agreed the attached CR which includes a requirement that a UE includes the RLOS indicator when it knows it is accessing RLOS."

SA2 would like to comment that the requirement that support for Restricted Local Operator Service (RLOS) is supportable by legacy UEs that are not aware that the request is for RLOS and provisioned for RLOS is not possible. 
Existing UE procedures require the UE and network to be mutually authenticated and integrity protection is mandatory for Access Stratum signalling. NAS also may support integrity protection and ciphering.

For example, as stated in TS 36.331 clause 4.2.2: 
"Once security is activated, all RRC messages on SRB1 and SRB2, including those containing NAS or non-3GPP messages, are integrity protected and ciphered by PDCP. NAS independently applies integrity protection and ciphering to the NAS messages"
A legacy UE that fails authentication will go into limited service state and can only perform IMS emergency calls while in limited service state, if supported by the serving PLMN.  

For UE in limited service, integrity protection can be achieved with preconfigured Integrity Protection algorithm that is reserved only for UE’s in limited mode, as stated in TS 36.331 clause 5.3.1.2: "The 'NULL' integrity protection algorithm (eia0) is used only for the UE in limited service mode [32, TS33.401]. In case the 'NULL' integrity protection algorithm is used, 'NULL' ciphering algorithm is also used."
SA2 would also like to point that if the network could "accept" the Attach sent by the UE without the UE being aware that the Attach request is for RLOS access, that could be a problem for automatic PLMN selection mode UE’s roaming in a foreign PLMN as they might never access to their "allowed VPLMN" for regular service. 

Finally, in SA2 certain companies questioned the use cases for UE’s that are UICC-less and in particular SA2 would like to get clarification whether it includes cases where the UE does not have UICC at all or it has UICC in but is not valid (e.g. certain information is not provisioned in the USIM).

2
Actions
To SA1
ACTION: 
SA2 would request SA1: 
1. take into account the comment above regarding support for RLOS access for legacy and UEs "unaware" of RLOS access
2. would like clarification of the categories of unauthenticated UEs that can use RLOS access and whether it includes UEs where the UICC is absent or UEs that have a not valid/not fully provisioned UICC. 
To SA3
ACTION: 
SA2 would like SA3 to comment on the security aspects.
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