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Abstract of the contribution: The contribution intends to give the discussion on the LS on UP security policy from SA3.
1. Discussion
SA2 receives LS S2-17XXXX/S3-173520 from SA3 on UP security policy.
According to the agreements in S3-172164: “Proposal: The SMF controls whether confidentiality protection shall be enabled” and “Proposal: The SMF controls whether integrity protection shall be enabled”. We can imply that UP security policy is the policy to control the integrity protection and confidentiality protection in gNB should be activated or not.
It is described that the UP security policy is communicated from SMF to the gNB for enforcement. SA3 asks SA2 to evaluate whether the UP security policy can be dynamically download to SMF or statically configured in SMF. Furthermore, SA3 asks SA2 to evaluate whether the UP security policy can be dynamically download to SMF during the PDU session establishment. 
For better understanding and evaluation, we copy some agreements from SA3 specification below: 

TS 33.501 version 060 clause 6:
(#8) It is agreed to use RRC signalling (similar to dual connectivity) for negotiating UP integrity protection activation, meaning that UP integrity is activated per DRB. This allows UP integrity to be activated for one DRB while not activated for another DRB. (requirements for UP integrity need to adapted). 

(#9) It is agreed to use RRC signalling (similar to dual connectivity) for negotiating UP confidentiality activation, meaning that UP confidentiality is activated per DRB. This allows UP confidentiality to be activated for one DRB while not activated for another DRB. (requirements for UP confidentiality need to adapted).

(#11) It is FFS where UP security policy resides. Feedback from other working groups like SA2/RAN3 are needed. Current proposals are (a) SMF communicate UP security policy during PDU session setup which assumes dynamic (utilizing PCF) and static configuration mechanism, statically configured in gNB.

(#12) It is FFs how UP security policy is communicated to gNB. Feedback from other working groups like SA2/RAN3 are needed. Current proposals are (a) SMF communicate UP security policy during PDU session setup, (b) if per-PDU session granularity CN shall indicate to RAN the identity of the PDU session, thus, it needs to communicate which flow belongs to which PDU session which is important as in 5G RAN does not have the concept of PDU session. 

From the above agreements, we obtain the following observations:
Observation 1: According to bullet (#8) and bullet (#9), it is implied that the SMF can configure integrity and confidentiality protection policies independent of each other.
Observation 2: UP security policy includes the instructions for negotiation of UP integrity protection activation and UP confidentiality activation.
Observation 3: The UP integrity protection and confidentiality activation is per DRB.
Based on the observation 3, the precondition to make use of the UP security policy in gNB is that DRB should be established. It imply that the UP security policy can be achieved in PDU Session Establishment Procedure or PDU Session Modification Procedure or any other procedures after the PDU Session has been established but never in the Registration Procedure. Because the DRB has not been established in the Registration Procedure yet. Furthermore, similar to PCC mechanism, it is obviously technically feasible to dynamically achieve the UP security policy from PCF during the procedure above or statically configure the UP security policy in SMF.
Observation 4: It is technically feasible that the UP security policy can be achieved during the PDU Session Establishment Procedure.
Observation 5: It is technically feasible that the UP security policy can be dynamically achieved from PCF or statically configured in SMF during the PDU Session Establishment Procedure.
Based on the Observation above (especially observation 4 and 5), it is suggest to reply SA3 as below:
Reply 1: From SA2 perspective, it is technically feasible for the SMF to dynamically download the user plane security policy from the PCF. 

Reply 2: From SA2 perspective, it is technically feasible for the SMF to statically configure the user plane security policy. 

Reply 3: From SA2 perspective, it is technically feasible for the SMF to dynamically download the UP security policy during the PDU session establishment since SA2 understand the UP security policy is session specific parameter.
SA3 also asks whether it is feasible to implement the option of dynamically download the UP security policy in Phase 1 or not. Since the solution is discussed in SA3 in Phase 1 now, if SA3 completes the solution description in Phase 1, SA2 will align the related specifications in Phase 1.

Reply 4: When the UP security policy solution is adopted in SA3 Phase 1 specification, SA2 will align the related specifications in Phase 1.
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