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Abstract of the contribution: This paper proposes a solution for IMS restricted local operator services, for both UE's aware and unaware they are making an RLOS attempt. It avoids UEs to initiate IMS registration. It also includes IMS RLOS for legacy UE's. 
Discussion
Based on the following statements from LS S1-174602:
" The IMS PARLOS requirements in TS 22.228 point to the general PARLOS requirements in TS 22.101, so SA2 should support both IMS and non-IMS based RLOS. For security reasons, SA1 assumes such an IMS service would be securely isolated from any other IMS infrastructure."

and on the assumption that the EPC can, during the authentication and authorization process, detect that the UE can only access RLOS, 

it can be derived that:

A) Related to RLOS specific IMS network

· During the attach procedure, the EPC establishes a PDN connection to a specific APN dedicated to RLOS. The P-CSCF address is provided in the PCO by the PGW during Attach procedure. Once a RLOS supporting UE is attached for RLOS, it is aware that all the IMS requests are also for RLOS (since the network has provided the UE with the corresponding indication). Hence, the UE can always send an indication in SIP requests. This allows the P-CSCF to route the SIP requests to a specific RLOS-CSCF in order to satisfy the isolation requirement (similar behaviour as for emergency IMS calls). This also allows a RLOS supporting UE to not register to IMS when attached for RLOS.
However, it is more secure to use a RLOS-specific P-CSCF in order to avoid DOS attack to a general-purpose P-CSCF.

· Legacy UE's (not understanding Attach Accept with RLOS cause) will continue to register to IMS. The IMS network shall be able to determine that the UE is attached for RLOS without the help of the UE. For that, the UE shall select the RLOS-specific P-CSCF whose address is provided by the PGW at the Attach.
B) Related to RLOS IMS services
· The RLOS IMS network shall be able to detect whether requests from the UE are RLOS or not, and to reject them when they are not. This can be achieved if a RLOS-specific P-CSCF is provided by the PGW and used by the UE, as described above.
· Also, to be sure that an IMS request to the RLOS-specific P-CSCF uses a RLOS-specific PDN connection, the RLOS-specific P-CSCF shall send a RLOS indication to the PCRF and the PCRF shall check whether the related PDN connection is RLOS-specific. If it is not, PCRF shall reject the request. 

Proposal

It is proposed to update TS 23.715 as follows.

FIRST CHANGE
7.X
Solution #X:  IMS solution with dedicated RLOS-APN and RLOS-specific P-CSCF/S-CSCF
7.X.1
Functional Description

Editor's note:
This clause will describe the general description, assumption, and principles of the solution. The related key issues it solves will be mentioned.

During the attach procedure, the EPC establishes a PDN connection to a specific APN dedicated to RLOS. It also indicates to the UE that the attachment is for RLOS only, so that a RLOS supporting UE can indicate it in each request. As RLOS are always provided in the PLMN the UE is accessing, the UE needs to select a P-CSCF suitable for RLOS sessions in the local network as well. The P-CSCF address is provided in the PCO by the PGW during Attach procedure. In order to allow RLOS for legacy UEs and to avoid security issues (e.g. DOS attacks against P-CSCF), the P-CSCF needs to be specific to RLOS.
Because of the isolation requirement, the CSCF serving the UE for RLOS shall be specific. Hence, the RLOS-specific P-CSCF shall select a "RLOS-CSCF".
Editor's note
:
It is FFS whether there are requirements for mobile terminated IMS services.
When provided, the network provided location information is conveyed from the EPC to the P-CSCF, and the P-CSCF shall relay it to the RLOS-CSCF.

Charging of RLOS IMS sessions can be performed by the IMS network as for a regular IMS sessions.
RLOS-specific P-CSCF
-
The RLOS-specific P-CSCF shall always select RLOS-CSCF.

-
The RLOS-specific P-CSCF shall provide RLOS-CSCF with the NPLI received from the PGW, if available.
-
For verification by the PCRF that a SIP request to the RLOS-specific P-CSCF is actually via an RLOS-specific PDN connection, the RLOS-specific P-CSCF needs to provide a RLOS indicator to the PCRF at session setup. 
PCRF

-
If the PCRF does not receive RLOS indication from P-CSCF but the PDN connection is for RLOS services, PCRF shall reject the request.
RLOS‑CSCF

-
Receive an RLOS session establishment request from a P‑CSCF.

-
Route RLOS session establishment requests to an appropriate destination including anonymous session establishment requests.

-
Generation of CDRs.

NEXT CHANGE
7.X.2
Procedures

Editor's note:
This clause will describe the high-level procedures and information flows for the solution.
​​​7.X.2.1
IMS registration
Not applicable. RLOS-CSCF is aware that the UE is attached for restricted local operator services only.
​​​7.X.2.2
Location Information retrieval
Not applicable.
7.X.2.3
UE initiated RLOS IMS session establishment
The following flow contains a high-level description of the RLOS procedures performed assuming the EPC provides the indication that the UE is attached for RLOS.
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Figure 7.1: UE initiated RLOS IMS session establishment
The following steps are performed:

1.
The UE attaches and the EPC provides the indication that the UE is attached for RLOS. The EPC also provides the UE with the information necessary for P-CSCF discovery.
2.
The network establishes a local break-out default PDN connection for RLOS to the RLOS specific APN (as part of the attach).
3.
UE performs a P‑CSCF discovery procedure and, as the P-CSCF information is provided by the PGW, the P‑CSCF is necessarily suitable for use in RLOS sessions in the same PLMN (RLOS-specific P-CSCF).
4.
A supporting UE (understanding Attach Accept with RLOS cause) shall not initiate an IMS RLOS registration request. 
A legacy UE (not understanding Attach Accept with RLOS cause) initiates IMS registration procedure. As P-CSCF is RLOS-specific, it always selects an RLOS-specific CSCF.
5.
The UE may send a SIP INVITE for the establishment of an IMS RLOS session towards the RLOS-specific P‑CSCF. 

The RLOS-specific P-CSCF provides a RLOS indicator to the PCRF at session setup. If the PCRF does not receive RLOS indication from P-CSCF but the PDN connection is for RLOS services, PCRF shall reject the request.
NEXT CHANGE
7.X.3
Impact on existing entities and interfaces
Editor's note:
This clause will describe the impacts to existing nodes or functionality and interfaces.
END OF CHANGES
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