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Abstract of the contribution: This contribution proposes a new Key Issue on the restricted connectivity to allow initial IoT UE remote provisioning.
Discussion
The Objective III from the CIoT SID reads:
	Objective III: 5G System enhancements to address 5G service requirements (based on TS 22.261 and TR 38.913).

To study system architecture enhancements to address related service requirements defined in TS 22.261 and RAN requirements defined in TR 38.913 and how to enable them in 5G CN, if needed. At least the following service requirements have been identified:

-
Enable the association between subscription and address/number of an IoT device within same operator and in between different operators.

-
Restricted Registration procedure to allow IoT device remote provisioning.  


TS 22.261 provides the following corresponding requirements on the subscription aspects:
	The 5G system shall be able to provide mechanisms to change the association between a subscription and address/number of an IoT device (e.g., changing the owner and subscription information associated with the IoT device) within the same operator and in between different operators in an automated or manual way. 

The 5G system shall be able to support identification of subscriptions independently of identification of IoT devices. Both identities shall be secure.

….

Based on operator policy, the 5G system shall support a mechanism to provision on-demand connectivity (e.g. IP connectivity for remote provisioning). This on-demand mechanism should enable means for a user to request on-the-spot network connectivity while providing operators with identification and security tools for the provided connectivity.

The 5G system shall support a secure mechanism for a home operator to remotely provision the 3GPP credentials of a uniquely identifiable and verifiably secure IoT device.”


The following use case and assumptions are made:

· A Service Provider (SP) holds a pool of subscriptions (or a group subscription) for IoT devices with a specific mobile network operator (MNO). The SP can be e.g. a smart building management company. 
· A User buys an IoT device “off-the-shelf” and registers the IoT device with a specific SP for the service. 
· For example, the IoT device is a smoke detector. The User can be a personel from the smart building management company or the User can be another individual owning the IoT device. The User enters the IoT device ID in the SP database. Finally, the SP knows the IoT device ID and the coresponding location and other device characteristics. The SP can associate the IoT device ID and the subscription ID.
· The IoT device does not have any (U)SIM profile.
Based on the service requirements the following problems need to be solved:

· Regarding the association between subscription and IoT device:

· How is the binding between subscription ID and IoT device ID initially created? The assumption is that the device is off-the-shell, i.e. not pre-provisioned with any USIM profile (similar to SIM-less device). 

· How the binding updated between subscription and IoT device ID or provisioned between different operators?

· How to keep subscription and IoT device ID independently in the system?

· Regarding restricted IP connectivity for provisioning of (U)SIM profile or 3GPP credentials:

· How to provide “on-demand” connectivity? 

· How to provision (U)SIM profile to the IoT device?
Please note that the scope of this KI is limited to initial IoT UE remote provisioning for devices without (U)SIM profile. The case of IoT UEs having a valid USIM profile and the subscription is migrated from one MNO to another MNO is not in the scope of this contirbution.
Proposal
It is proposed to agree the following changes to TR23.724.
***** Start of Changes *****
5.X
Key Issue X: Restricted connectivity to allow initial IoT device remote provisioning
5.X.1
Description

This key issue addresses architectural issues that arise when a UE needs to be provisioned USIM profile for the first time. The following assumptions are made:
-
The IoT device is off-the-shelf and possesses a unique IoT device ID (e.g. PEI, IMEI) and is not provisioned with any USIM profile initially. 
-
The IoT Service Provider (SP) has a subscription with a particular mobile network operator (MNO). 
-
The user of the IoT device registers the IoT device with a particular IoT SP. The means to perform this IoT device registration with IoT SP is outside the 3GPP scope. The registration creates a binding between the IoT device ID and the IoT subscription ID. 
In the following the term ‘provisioning’ is used as shorter expression for the 3GPP long term credential/USIM profile provisioning. 
NOTE:
The scope of this Key Issue is limited to initial IoT UE remote provisioning for devices without (U)SIM profile. The case of IoT UEs having a valid USIM profile and the subscription is migrated from one MNO to another MNO is not in the scope of this contirbution, as the connectivity for those devices can be normal, i.e. unrestricted.
5.X.2
Architectural requirements
The solutions for this key issue shall address the following architectural requirements:
· The 5GS provides information whether it supports restrictive connectivity for provisioning.
· The IoT device is able to request a registration for restricted connectivity for provisioning without valid subscription.

· The 5GS is able to verify whether an IoT device requesting restriced conectivity for provisioning can be served by a given mobile network operator or there is another more appropriate mobile network operator to serve the device. 
· The IoT SP is able to update the association between subscription and IoT device ID.
· The solution shall provide means to determine which is the endpoint of the restricited connectivity for provisioning, e.g. whether it is outside of the MNO like N6 interface or inside the MNO. Further to determine how to identify the endpoint (e.g. by using DNN or other means) if the connectivity is terminated by N6 interface.
· Roaming shall be supported, i.e. the IoT device powers on for the first time in a PLMN service are which is not the PLMN maintaining the subscription (i.e. not in the HPLMN service area).
5.X.3
Architectural baseline
The following architectural baseline assumptions should be considered:

-
IoT device ID (e.g. PEI, IMEI) is used to identify and authorize the UE during the regsitration for restricted connectivity for provisioning. 
· The User Plane IP-based connectivity is used to provision the IoT device with a new (U)SIM profile.

5.X.4
Open issues

The following open issues are identified:

· Which security level is applied to the restricted IP connectivity used for initial provisioning?

· Whether USIM profile provisioning can be also performed over the Control Plane is FFS. 
***** End of Changes *****
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