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Abstract: this contribution proposes a solution for encrypted traffic detection and verification.
1 Proposed text to TR 23.787
********************************Start of Change********************************
6
Solutions
Editor's Note:
This clause is intended to document the agreed architecture solutions. Each solution should clearly describe which of the key issues it covers and how.
6.X
Solution #x: UE assisted encrypted traffic detection

6.X.1
Functional Description

Editor's Note:
General description, assumption, and principles of the solution.

Introduce the authentication related parameters for encrypted traffic detection mechanism, including public key (Ka), Random (RAND), Calculated value, Application ID. The parameters are delivered to UE and operator’s network by OTT server. The Public Key (Ka) can be stored in PFDF using the existing procedure for PFD provisioning. 
· For the UE, it will get RAND, Ka, Application ID from OTT server via HTTP 2.0 session.

· For the SMF, it will get RAND and Application ID from UE via SM-NAS, and it can get Public Key (Ka) from PFDF using existing PFD provisioning mechanism and Application ID from PCF.
The UE and SMF can derive the Value from Ka and RAND by using certain algorithm. By comparing the value derived by UE (Result-1) to the one derived by SMF (Result-1), the authentication is passed.
6.X.2
Procedures

Editor's Note: Describes the high-level operation, procedures and information flows for the solution.
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0. HTTP TLS handshake completed. All the traffic are encrypted.

1. Within the HTTP 2.0 sessioh, OTT server sends parameters {Application ID, RAND, Ka} to the UE {transparent to operator’s network})
<

2. UE calculates a value

from RAND and Ka

3. UE sends to SMF Authentication data (RAND, Ka and cal¢ulated value ), Application ID,and Flow information in SM-NAS
—

4. SMF also calculates a value from RAND and Ka. If the
value locally calculated in SMF matches the value sent by
UE, then the authentication is successful.

5. If needed, the SMF interacts with PFDF to acquire the
PFDs corresponding to the application ID.

6. Modification request/response

7. The UPF installs the filters corresponding to the

application and charging policy





Figure-x: procedure for encrypted traffic detection
Step 0: The HTTP TLS handshake is completed in application layer. The mobile network is not aware of this behavior

Step 1: After the HTTP TLS handshake, the OTT server sends authentication parameters to UE via the established HTTP session. The parameters includes Application ID, Random (RAND), Public key (Ka).

Step 2: UE calculates a result-1 from RAND and Ka 
Step 3: UE sends to SMF Authentication data (RAND, Ka and result-1 ), Application ID, and Flow information (Flow id and/or IP-5 Tuple)in SM-NAS 

Step 4: SMF also calculates a value from RAND and Ka. If the result-2 locally calculated in SMF matches the result-1 sent by UE, then the SMF take the application id and flow information are valid
Strp 5: If needed, the SMF interacts with PFDF to acquire the PFDs corresponding to the application id
Step 6-7: SMF interacts with UPF to create/update a flow to detect the application and other policy rules if needed. 
6.X.3
Impact on existing entities and interfaces
Editor's Note: Impacts on existing nodes or functionality will be added.
The UE shall be able to identify the authentication parameters sent from OTT server via HTTP session. The UE shall be able to derive the Result from RAND and Ka.
The SMF/PGW-C shall be able to identify and derive Result from RAND and Ka.

The authentication parameters are encapsulated in PDCP and GTP-U header for delivery from UE to network.
********************************End of Change********************************
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