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First Change

5.10
Security aspects

5.10.1
General

The security functions in the 5G System include:

-
Authentication of the UE by the network and vice versa (mutual authentication between UE and network).

-
Security context generation and distribution.

-
User Plane data confidentiality and integrity protection.

-
Control Plane signalling confidentiality and integrity protection.
-
User identity confidentiality.

-
Support of LI requirements as specified in TS 33.106 [35] subject to regional/national regulatory requirements, including protection of LI data (e.g., target list) that may be stored or transferred by an NF.

Detailed security related network functions for 5G are described in TS 33.501 [29]. Following functionality assignment is defined:
-
The SEAF functionality described in TS 33.501 [29] is supported by the AMF.
5.10.2
Security Model for non-3GPP access

5.10.2.1
Signalling Security

When a UE is connected via a NG-RAN and via a standalone non-3GPP accesses, the multiple N1 instances are secured using independent NAS security contexts, each created based on the security context in the corresponding SEAF (e.g. in the common AMF when the UE is served by the same AMF) derived from the UE authentication.

5.10.x
Security Model for UP (User Plane) security
· 
When PCC applies to a PDU session the SMF gets the applicable UP security policies from the PCF (e.g. at PDU session establishment or later based on a policy change determined by the PCF). Otherwise the applicable UP security policies are locally configured per (DNN, S-NSSAI) in the SMF
· 
The UP security policies indicate whether UP integrity protection is required or not for a PDU session. 

· 
UP security policies are communicated from SMF to the NG-RAN for enforcement as part of PDU session related information. This takes place e.g. at establishment of a PDU session or at activation of the UP of a PDU session

· 
UP security policies are communicated from source to target NG-RAN node at Hand-Over.

SECOND CHANGE
THIRD CHANGE
END OF CHANGES
