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Rationale and Proposal

It is proposed that the network retains the security context longer than the duration of the HO/Idle mode mobility to enable use of native security context for EPS interworking in case of UE in SR mode with N26 handover / idle mode mobility. This has the following benefit:
1) Security isolation/Security separation – 4G network is not impacted by security in 5G network if the security is weak in 5G System due to IoT devices etc; At the same time, 5G network (with enhanced security procedures) is not impacted by security in 4G network.

In the past, there was a concern that the same MME or AMF may not be selected by the RAN when mapped GUTI is provided. Thus the context stored in the network longer than HO/Mobility period may not be of benefit in this case. Thus, the following solution is proposed:

1) UE has to provide native GUTI in the respective network along with mapped GUTI. 

2) Then, the MME/AMF can use the native GUTI information to determine who assigned it earlier and retrieve the stored context (especially to retrieve native security context).

2
Proposed modification

It is proposed to modify TS 23.501 as follows:

* * * * Start Change * * *.*
5.17.2
Interworking with EPC

5.17.2.1
General

In order to interwork with EPC, the UE that supports both 5GC and EPC NAS can operate in single-registration mode or dual-registration mode:

-
In single-registration mode, UE has only one active MM state (either RM state in 5GC or EMM state in EPC) and it is either in 5GC NAS mode or in EPC NAS mode (when connected to 5GC or EPC, respectively). UE maintains a single coordinated registration for 5GC and EPC. Accordingly, the UE maps the EPS-GUTI to 5G GUTI during mobility between EPC and 5GC and vice versa following the mapping rules in Annex G.
-
In dual-registration mode, UE can handle independent registrations for 5GC and EPC. In this mode, UE maintains 5G-GUTI and EPS-GUTI independently. In this mode, UE provides native 5G-GUTI, if previously allocated by 5GC, for registrations towards 5GC and it provides native EPS-GUTI, if previously allocated by EPC, for Attach/TAU towards EPC. In this mode, the UE may be registered to 5GC only, EPC only, or to both 5GC and EPC.

The support of single registration mode is mandatory for UEs that support both 5GC and EPC NAS.

During E-UTRAN Initial Attach, UE supporting both 5GC and EPC NAS shall indicate its support of 5G NAS in UE Network Capability described in clause 5.11.3 of TS 23.401 [26].

During registration to 5GC, UE supporting both 5GC and EPC NAS shall indicate its support of EPC NAS.

NOTE:
This indication may be used to give the priority towards selection of PGW-C + SMF for UEs that support both EPC and 5GC NAS.
PDU Session types "Ethernet" and "Unstructured" are transferred to EPC as "non-IP" PDN type (when supported by UE and network). UE sets the PDN type to non-IP when it moves from 5GS to EPS and after the transfer to EPS, the UE and the SMF shall maintain information about the PDU Session type used in 5GS, i.e. information indicating that the PDN Connection with "non-IP" PDN type corresponds to PDU Session type Ethernet or Unstructured respectively. This is done to ensure that the appropriate PDU Session type will be used if the UE transfers to 5GS.
Editor's note:
Its FFS how to handle the case when a UE supports Ethernet PDU Session type in 5GS but do not support non-IP PDN type in EPS.
Networks that support interworking with EPC, may support interworking procedures that use the N26 interface or interworking procedures that do not use the N26 interface. Interworking procedures with N26 support providing IP address continuity on inter-system mobility to UEs that support 5GC NAS and EPC NAS. Networks that support interworking procedures without N26 shall support procedures to provide IP address continuity on inter-system mobility to UEs operating in both single-registration mode and dual-registration mode.

In entire clause 5.17.2 the terms "initial attach", "handover attach" and "TAU" for the UE procedures in EPC can alternatively be combined EPS/IMSI Attach and combined TA/LA depending on the UE configuration defined in TS 23.221 [23].
5.17.2.2
Interworking Procedures with N26 interface

5.17.2.2.1
General

Interworking procedures using the N26 interface, enables the exchange of MM and SM states between the source and target network. Handover procedures are supported with the N26 interface. When interworking procedures with N26 is used, the UE operates in single-registration mode. The network (AMF/MME) can keep MM/security context for the UE longer than the duration of the Handover. Either the AMF or the MME is registered in the HSS+UDM.
The support for N26 interface between AMF in 5GC and MME in EPC is required to enable seamless session continuity (e.g. for voice services) for inter-system change. When the UE moves from 5GC to EPC, the SMF determines which PDU sessions can be relocated to the target EPS, e.g. based on capability of the deployed EPS, operator policies for which PDU session, seamless session continuity should be supported etc. The SMF can release the PDU sessions that cannot be transferred as part of the handover. However, whether the PDU Session is successfully moved to the target network is determined by target EPS.
NOTE:
When applying the AMF planned removal procedure or the procedure to handle AMF failures (see clause 5.21.2) implementations are expected to update the DNS configuration to enable MMEs to discover alternative AMFs if the MME tries to retrieve a UE context from an AMF that has been taken out of service or has failed. This addresses the scenario of UEs performing 5GC to EPC Idle mode mobility and presenting a mapped GUTI pointing to an AMF that has been taken out of service or has failed.
5.17.2.2.2
Mobility for UEs in single-registration mode

When the UE supports single-registration mode and network supports interworking procedure with the N26 interface:

-
For idle-mode mobility from 5GC to EPC, the UE performs either TAU or Attach procedure with EPS GUTI mapped from 5G-GUTI sent as old Native GUTI, as described in clause 4.11.X of TS 23.502 [3] and indicates that it is moving from 5GC. In addition, the UE may indicate support for native 4G-GUTI (last known), if this is available. The MME retrieves the UE's MM and SM context from 5GC. The MME may use the 4G-GUTI to determine if the UE was registered to different MME earlier. If the 4G-GUTI was assigned by a different MME and not the current serving MME, then the MME can retrieve the context from different MME. For connected-mode mobility from 5GC to EPC, inter-system handover is performed. During the TAU or Attach procedure the HSS+UDM cancels any AMF registration.
NOTE 1:
MMEs supporting interworking with N26 interface are not required to process the indication from the UE that it is moving from 5GC and will assume that the UE is moving from another MME.
-
For idle-mode mobility from EPC to 5GC, the UE performs mobility registration procedure with the 5G GUTI mapped from EPS GUTI and indicates that it is moving from EPC. In addition, the UE may indicate support for native 4G-GUTI (last known), if this is available. The AMF and SMF retrieve the UE's MM and SM context from EPC. The AMF may use the 5G-GUTI to determine if the UE was registered to different AMF earlier. If the 5G-GUTI was assigned by a different AMF and not the current serving AMF, then the AMF can retrieve the context from different MME. For connected-mode mobility from EPC to 5GC, inter-system handover is performed. During the Registration procedure, the HSS+UDM cancels any MME registration.
5.17.2.3
Interworking Procedures without N26 interface

5.17.2.3.1
General

For interworking without the N26 interface, IP address continuity is provided to the UEs on inter-system mobility by storing and fetching PGW-C+SMF and corresponding APN/DDN information via the HSS+UDM. Such networks also provide an indication that dual registration mode is supported to UEs during initial Registration in 5GC. This indication is valid for the entire PLMN. UEs that operate in dual-registration mode may use this indication to decide whether to register early in the target system. UEs that operate in single-registration mode may use this indication as described in clause 5.17.2.3.2.
NOTE:
If the network needs to remove the indication (e.g. due to UE entering an area where procedures for interworking with the N26 interface are supported) the network can deregister the UE with an indication to re-register, and upon re-registration the network does not provide the indication that dual registration mode is supported. If the UE has registered with EPC, the UE can implicitly detach from the EPC.
Interworking procedures without N26 interface use the following two features:

1.
When PDU Session are created in 5GC, the PGW-C+SMF updates its information along with DNN in the HSS+UDM.

2.
The HSS+UDM provides the information about dynamically allocated PGW-C+SMF and APN/DNN information to the target CN network.
To support mobility both for single and dual registration mode and single registration mode UEs, the following also are supported by the network:

3.
When UE performs Initial Attach in EPC  (with or without "Handover" indication in PDN CONNECTIVITY Request message) and indicates that it is moving from 5GC, the MME does not include "initial attach" indicator to the HSS+UDM. This results in HSS+UDM not cancelling the registration of AMF, if any.

4.
When UE performs Initial Registration in 5GC and indicates that it is moving from EPC, the AMF does not include "initial attach" indicator to the HSS+UDM. This results in HSS+UDM not cancelling the registration of MME, if any.

5.
When PDN connections are created in EPC, the MME stores the PGW-C+SMF and APN information in the HSS+UDM.

NOTE 1:
Items 4 and 5 are also supported in networks that support interworking with N26 procedures. This enables a VPLMN that does not deploy N26 interface to provide IP address continuity to roamed-in single-registration mode UEs from a HPLMN that only supports interworking with N26 procedures.

Networks that support 5GS-EPS interworking procedures without N26 interface do not need to provide the UEs with mapped target system parameters (e.g. QoS parameters, bearer IDs/QFI, PDU Session ID, etc.) of the target system when UE is in the source network.
When an AMF in such a network receives a request to allocate an EBI(s) for a QoS Flow(s) from a PGW-C+SMF, it may not provide the EBI(s).
NOTE 2:
A UE in a VPLMN that supports interworking without N26 may be provided with mapped QoS parameters from PGW-C+SMF in HPLMN for home-routed PDN connection, if the HPLMN supports interworking procedures with N26 interface.
A UE that operates in dual registration mode ignores any received mapped target system parameters (e.g. QoS parameters, bearer IDs/QFI, PDU Session ID, etc.).
5.17.2.3.2
Mobility for UEs in single-registration mode
When the UE supports single-registration mode and network supports interworking procedure without N26 interface:

-
For mobility from 5GC to EPC, the UE that has received the network indication that dual registration mode is supported may either:

-
perform Attach in EPC with Request type "Handover" in PDN CONNECTIVITY Request message (TS 23.401 [26], clause 5.3.2.1) and indicating that the UE is moving from 5GC and subsequently moves all its other PDU Session using the UE requested PDN connectivity establishment procedure with Request Type "handover" flag (TS 23.401 [26] clause 5.10.2), or.
-
perform TAU with 4G-GUTI mapped from 5G-GUTI sent as old Native GUTI (TS 23.401 [26], clause 5.3.3) indicating that it is moving from 5GC, in which case the MME instructs the UE to re-attach. IP address preservation is not provided in this case.

NOTE 1:
The first PDN connection may be established during the E-UTRAN Initial Attach procedure (see TS 23.401 [26]).
NOTE 2:
At inter-PLMN mobility the UE always uses the TAU procedure.
-
For mobility from EPC to 5GC, the UE performs Registration of type "mobility registration update" in 5GC with 5G-GUTI mapped from EPS GUTI and indicating that the UE is moving from EPC. In this case, the AMF determines that old node is an MME, but proceeds as if the Registration is of type "initial registration". The Registration Accept includes an indication that dual registration mode is supported. Based on that indication, the UE may subsequently either:
-
move all its PDN connections from EPC using the UE initiated PDU Session establishment procedure with "Existing PDU Sessions" flag (TS 23.502 [3], clause 4.3.2.2.1), or
-
re-establish PDU Sessions corresponding to the PDN connections that it had in EPS. IP address preservation is not provided in this case.
5.17.2.3.3
Mobility for UEs in dual-registration mode

To support mobility in dual-registration mode, the support of N26 interface between AMF in 5GC and MME in EPC is not required.

Editor's note:
It is FFS if dual-registration mode can be used for IMS voice.

For UE operating in dual-registration mode the following principles apply for PDU Session transfer from 5GC to EPC:

-
UE operating in Dual Registration mode may register in EPC ahead of any PDU Session transfer using the Attach procedure indicating that the UE is moving from 5GC without establishing a PDN Connection in EPC if the EPC supports EPS Attach without PDN Connectivity as defined in TS 23.401 [26]. Support for EPS Attach without PDN Connectivity is mandatory for UE supporting dual-registration procedures.

NOTE 1:
Before attempting early registration in EPC the UE needs to check whether EPC supports EPS Attach without PDN Connectivity by reading the related SIB in the target cell.

-
UE performs PDU Session transfer from 5GC to EPC using the UE initiated PDN connection establishment procedure with "handover" indication in the PDN Connection Request message (TS 23.401 [26], clause 5.10.2).

-
If the UE has not registered with EPC ahead of the PDU Session transfer, the UE can perform Attach in EPC with "handover" indication in the PDN Connection Request message (TS 23.401 [26], clause 5.3.2.1).

-
UE may selectively transfer certain PDU Sessions to EPC, while keeping other PDU Sessions in 5GC.

-
UE may maintain the registration up to date in both 5GC and EPC by re-registering periodically in both systems. If the registration in either 5GC or EPC times out (e.g. upon mobile reachable timer expiry), the corresponding network starts an implicit detach timer.

NOTE 2:
Whether UE transfers some or all PDU Sessions on the EPC side and whether it maintains the registration up to date in both EPC and 5GC can depend on UE capabilities that are implementation dependent. The information for determining which PDU Sessions are transferred on EPC side and the triggers can be pre-configured in the UE and are not specified in this release of the specification.
For UE operating in dual-registration mode the following principles apply for PDN connection transfer from EPC to 5GC:

-
UE operating in Dual Registration mode may register in 5GC ahead of any PDN connection transfer using the Registration procedure indicating that the UE is moving from EPC (TS 23.502 [3], clause 4.2.2.2.2).

-
UE performs PDN connection transfer from EPC to 5GC using the UE initiated PDU Session Establishment procedure with "Existing PDU Session" indication (TS 23.502 [3], clause 4.3.2.2.1).

-
UE may selectively transfer certain PDN connections to 5GC, while keeping other PDN Connections in EPC.

-
UE may maintain the registration up to date in both EPC and 5GC by re-registering periodically in both systems. If the registration in either EPC or 5GC times out (e.g. upon mobile reachable timer expiry), the corresponding network starts an implicit detach timer.

NOTE 3:
Whether UE transfers some or all PDN connections on the 5GC side and whether it maintains the registration up to date in both 5GC and EPC can depend on UE capabilities that are implementation dependent. The information for determining which PDN connections are transferred on 5GC side and the triggers can be pre-configured in the UE and are not specified in this release of the specification.

NOTE 4:
If EPC does not support EPS Attach without PDN Connectivity the MME detaches the UE when the last PDN connection is released by the PGW as described in TS 23.401 [26] clause 5.4.4.1 (in relation to transfer of the last PDN connection to non-3GPP access).
When sending a control plane request for MT services (e.g. MT SMS) the network routes it via either the EPC or the 5GC. In absence of UE response, the network should attempt routing the control plane request via the other system.
NOTE 5:
The choice of the system through which the network attempts to deliver the control plane request first is left to network configuration.
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