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Abstract of the contribution: This contribution adds support for using reflective QoS for IPsec traffic. The contribution also updates the description of UE Derived QoS Rule for the Ethernet PDU Session.
Introduction
For reflective QoS when IPsec (ESP/AH) is used, the SPI value can’t be directly mirrored to create a packet filter for an uplink QoS rule because in normal case the same SPI value is not used for both uplink and downlink traffic. This is since it is the receiver for a unicast SA that generate the SPI value.
For ESP case, RFC 4303 states: 

2.1.  Security Parameters Index (SPI)
...Because the SPI value is generated by the receiver for a

   unicast SA, whether the value is sufficient to identify an SA by

   itself or whether it must be used in conjunction with the IPsec

   protocol value is a local matter.

For AH case, RFC 4302 has the same information:
2.4.  Security Parameters Index (SPI)
...Because for unicast SAs the SPI value is generated by the receiver,

   whether the value is sufficient to identify an SA by itself or

   whether it must be used in conjunction with the IPsec protocol value

   is a local matter. 

In most cases, two unicast SAs are created to form a bi-directional flow. When IKE is used, the IPsec SAs always exist in pairs.

IKE RFC 7296, section 2.7:
A single CREATE_CHILD_SA negotiation may result in multiple Security Associations.  ESP and AH SAs exist in pairs (one in each direction), so two SAs are created in a single Child SA negotiation for them.

Note that for the initial child SAs, the same CREATE_CHILD_SA negotiation parameters are used so also these exist in pairs.
It is proposed that when using the reflective QoS feature for IPsec traffic, the UE shall find the corresponding uplink SA if such a SA exists and use the SPI value of that SA. If no uplink SA exist the UE shall not create an uplink QoS rule based on that downlink packet.
The UE can for example use the IKE database or the Security Association Database (RFC4301) and Security Policy Database (RFC4301) to find the corresponding uplink SA. How this is done is proposed to be left for UE implementation.
Proposal

It is proposed to update TS 23.501 as follows:
**** First Change ****

5.7.5.2
UE Derived QoS Rule

The UE derived QoS rule contains following parameters:

-
One Packet Filter (in the Packet Filter Set as defined in clause 5.7.6.2 or 5.7.6.3;

-
QFI;

-
Precedence value (see clause 5.7.1.9).

For IP PDU session, the UL packet filter is derived based on the received DL packet by using the source IP address and port number as destination IP address and port number and vice versa. The Protocol ID of the protocol above IP/Next header type of the received DL packet is used as Protocol ID of the protocol above IP/Next header type for the UL packet filter. If the received DL packet is an IPSec protected packet, and an uplink IPSec SA corresponding to a downlink IPSec SA of the SPI in the DL packet exists, then the UL packet filter contains an SPI of the uplink IPSec SA.
For Ethernet PDU session, the UL packet filter is derived based on the received DL packet by using the source MAC address as destination MAC address and vice versa. The Ethertype on received DL packet is used as Ethertype for UL packet. In case of presence of VLAN tagging, the VID in IEEE 802.1Q header(s) of the received DL packet is also used as the VID for the UL packet filter. 
The QFI of the derived QoS rule is set to the value received in the DL packet.

When Reflective QoS is activated the precedence value for all derived QoS rules is set to a standardised value.

**** End of Changes ****
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