SA WG2 Temporary Document

Page 2

SA WG2 Meeting #124
S2-178432
Nov 27 – Dec 1, 2017, Reno, NV, USA
(revision of S2-17xxxx)
Source:
Telecom Italia, Nokia, Nokia Shanghai Bell, Qualcomm, Ericsson
Title:
Slice Privacy
Document for:
Approval
Agenda Item:
6.5.1
Work Item / Release:
5GS_Ph1/ Rel15
Abstract of the contribution: This contribution proposes to remove clause 5.15.5.4 on Slice Privacy Considerations.
Discussion
SA2, with LS S2-175309/S3-172218, asked SA3 advice on privacy or security aspects for slicing.
SA3 answered in LS S2-176970/S3-172517: “NSSAI privacy (both in NAS and RRC layer) will not be a part of Phase 1. SA WG3 recommends not to send any privacy sensitive information in NSSAI in Phase 1.”

The LS was opened and discussed in a parallel session at SA2 #123 (AI 6.5.4), moved to AI 6.5.1 but not handled under that AI.

In essence SA3 states that they are not really paying attention in Release 15 to the topic of any privacy issues Network Slicing may face.  On the other hand, our LS was clear on the fact that NSSAI based routing is beneficial and that:

SA2: “SA WG2 acknowledge that when an AMF is dedicated (“isolated”) to a particular slice but the RAN is not isolated to that slice, the NSSAI and temporary ID may be correlated. “

SA3 seems not to pay attention to this aspect that is central to the discussion. Besides now we have agreed to store permanently the Allowed NSSAI so the UE can form the Requested NSSAI even after a power cycle.

“If received, the Allowed NSSAI for a PLMN shall be stored in the UE, including when the UE is turned off, until a new Allowed NSSAI for this PLMN is received.”
This means the Requested NSSAI in RRC and NAS layer is an important aspect of the slicing solution. If it was not SA2 would have not required the Allowed NSSAI to be stored in non-volatile memory.

Any solution for privacy should therefore not impact the overall design that takes the efficient AMF selection as one of the important design criteria and for isolated slices it would be impossible to directly use the right AMF without indicating the NSSAI in RRC. Since SA3 has no time to work on this in Rel-15, we should also not spend time on a solution that would be required to configure the UE with privacy sensitive S-NSSAIs and the related impact on procedures. What happens if only a subset of the S-NSSAIs in NSSAI are privacy sensitive? Also can privacy sensitive an non privacy sensitive S-NSSAI co-exist? There are a lot of questions that would require time to be resolved. Also since the NSSAI and Temp ID are correlated, as per SA2 statement in the LS to SA3, in the case of isolated slices (which is the case that most likely has any privacy implication) it is likely a generic solution is needed to conceal also the Temp ID. So we should wait for SA3 to define the measures they intend to take to also protect the 5G GUTI and 5G S-TMSI.
For this reason we propose to remove the whole clause 5.15.5.4 on Slice Privacy Considerations from TS 23.501 and we wait for a comprehensive solution for privacy of RRC level communications from SA3 in Rel-16.
Proposal

It is proposed to make the following changes to the TS 23.501.
*************** Start of changes ***************







*************** End of changes ***************
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