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1
Discussion

In 4.3.5.3 of TS 23.502, it is stated that that a new “valid lifetime” for the old prefix should be signaled to the UE (see Step 10-11), and the old prefix is supposed to be invalid/discarded after the period of valid lifetime. However, RFC 4862 has stated that the new valid lifetime is only accepted when “the received Valid Lifetime is greater than 2 hours or greater than RemainingLifetime”, otherwise the valid lifetime may be reset to 2 hours, for the concern of potential DoS attack. Please see below the excerpts from RFC 4862 - 5.5.3 “Router Advertisement Processing”.
e)  If the advertised prefix is equal to the prefix of an address

      configured by stateless autoconfiguration in the list, the

      preferred lifetime of the address is reset to the Preferred

      Lifetime in the received advertisement.  The specific action to

      perform for the valid lifetime of the address depends on the Valid

      Lifetime in the received advertisement and the remaining time to

      the valid lifetime expiration of the previously autoconfigured

      address.  We call the remaining time "RemainingLifetime" in the

      following discussion:

      1.  If the received Valid Lifetime is greater than 2 hours or

          greater than RemainingLifetime, set the valid lifetime of the

          corresponding address to the advertised Valid Lifetime.

      2.  If RemainingLifetime is less than or equal to 2 hours, ignore

          the Prefix Information option with regards to the valid

          lifetime, unless the Router Advertisement from which this

          option was obtained has been authenticated (e.g., via Secure

          Neighbor Discovery [RFC3971]).  If the Router Advertisement

          was authenticated, the valid lifetime of the corresponding

          address should be set to the Valid Lifetime in the received

          option.

      3.  Otherwise, reset the valid lifetime of the corresponding

          address to 2 hours.

      The above rules address a specific denial-of-service attack in

      which a bogus advertisement could contain prefixes with very small

      Valid Lifetimes.  Without the above rules, a single

      unauthenticated advertisement containing bogus Prefix Information

      options with short Valid Lifetimes could cause all of a node's

      addresses to expire prematurely.  The above rules ensure that

      legitimate advertisements (which are sent periodically) will

      "cancel" the short Valid Lifetimes before they actually take

      effect.

In the multi-homing scenario in 4.3.5.3, the new valid lifetime may be at the level of seconds and is very likely to be less than the remaining lifetime. And this may prevent the signaled valid lifetime from being accepted if RFC 4862 is strictly followed. In our view, the potential security risk can be safely ignored in this case and we propose to add a note to clarify that the new valid lifetime value should take effect immediately.
2
Proposal

It is proposed to adopt the following text into TS 23.502.
***** Start of Change # 1 *****
4.3.5.3
Relocation of SSC mode 3 PDU Session Anchor with IPv6 Multi homed PDU Session

Clause 4.3.5.3 describes a procedure for service continuity with SSC mode 3 that uses the multi-homed PDU Session described in TS 23.501 [2] clause 5.6.4.3. In this case the SMF prepares a new PDU Session Anchor first and then notifies the UE of the existence of a new IP prefix, as depicted in figure 4.3.5.3-1. This procedure is applicable only to PDU Sessions of IPv6 type.
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Figure 4.3.5.3-1: Relocation of PDU Session Anchor with IPv6 Multi homed PDU Session

The UE has an established PDU Session with the PDU Session Anchor UPF1 in Figure 4.3.5.3-1). The PDU Session User Plane involves at least the RAN and the PDU Session Anchor.

1.
At some point the SMF decides to relocate the PDU Session with a new PDU Session Anchor.

2.
The SMF selects a new UPF and using N4 configures the UPF as a new PDU Session Anchor (UPF2 in Figure 4.3.5.3-1) of the multi-homed PDU Session. In the process a new IPv6 prefix (IP@2) is allocated for the PDU Session. If the PCF has subscribed to the IP allocation/release event, the SMF invokes the Nsmf_EventExposure_Notify service operation to provide the new allocated IPv6 prefix to the PCF.

3.
The SMF selects a Branching Point (BP) UPF as described in Clause of 6.3.3 of TS 23.501 [2]. The selection of BP UPF may consider the location of UPF1 and UPF2 to ensure a suitable location of the BP UPF relative to the UPF1 and the UPF2.

NOTE:
In case BP UPF is co-located with one of PDU Session Anchors, steps between SMF and BP UPF can be skipped.

4.
The SMF configures via N4 the UPF selected in step 3 (BP UPF in Figure 4.3.5.3-1) as a branching point for the multi-homed PDU Session. It provides the branching point with the necessary UL traffic forwarding rules (related with the prefix of the IPv6 source address of UL traffic). Also, the SMF provides AN Tunnel Info for N3 tunnel setup and CN Tunnel Info for N9 tunnel setup to the BP UPF and obtains CN Tunnel Info from the BP UPF.

5-6. The SMF performs N4 Session Modification procedure with PSAs. During this procedure, the SMF provides CN Tunnel Info received from the BP UPF to set up an N9 tunnel between BP and PSAs.

7.
The SMF invokes the Namf_Communication_N1N2MessageTransfer service operation containing N2 Session Modification Request with CN Tunnel Info for the N3 tunnel setup.

8.
The AMF sends an N2 Session Modification Request received from the SMF to the (R)AN. The (R)AN acknowledges to the AMF with an N2 Session Modification Response.

9a.
The AMF carries the N2 session modification response sent by the (R)AN to the SMF by invoking the Nsmf_PDUSession_UpdateSMContext service operation.

9b.
The SMF responds to Nsmf_PDUSession_UpdateSMContext service operation from the AMF.

10-11.
The SMF notifies the UE of the availability of the new IP prefix. This is performed using an IPv6 Router Advertisement message (RFC 4861 [6]). The SMF sends a Router Advertisement to the UE via the new PSA with a new prefix (IP@2) and sends another Router Advertisement to the UE via the old PSA with the old prefix (IP@1) and zero value in the preferred lifetime field and a value in the valid lifetime field according to RFC 4862 [8]. The valid lifetime value indicates the time how long the SMF is willing to keep the old prefix. The valid lifetime value may be decided by SMF based on local configuration.


The UE starts using IP@2 for all new traffic and may also proactively move existing traffic flow (where possible) from IP@1 to IP@2.
NOTE:
The UE can update the valid lifetime of the old prefix (IP@1) to the signaled value regardless of the remaining lifetime.
Editor's note:
If additional information is needed, it is FFS whether the Router Advertisement message can be enhanced to carry the information.

12.
After the timer expires, the SMF releases the UE's old IPv6 prefix (IP@1). At this point the UE implicitly releases the old IP prefix. The SMF sends an N4 Session Modification Request to the BP to release UP resource for N9 tunnel between the BP and old PSA.

13.
The SMF releases the old PDU Session context with the old PDU Session Anchor (UPF1 in Figure 4.3.5.3-1). If the PCF has subscribed to the IP allocation/release event, the SMF invokes the Nsmf_EventExposure_Notify service operation to notify the PCF of the IPv6 prefix release.

14-18.
The SMF may optionally release the branching function from the User Plane path.

***** End of Change # 1 *****
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